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Chapter 1

Intfroduction

Many complex systems can be modeled as a network, which is simply a collection
of objects and the relations between them. The objects are typically referred to as
vertices and the connections between them are called edges. Networks have become
a useful and flexible representation for a wide variety of systems in different areas,
such as social, biological, technological, and communication sciences. For example,
social networks consist of people that are connected by friendship or acquaintance,
and the world wide web is a network where many webpages are connected by hyper-
links. Furthermore, with advances in computational power it has become increas-
ingly possible to work with huge data sets, and this has subsequently made it feasible
to analyze extremely large networks. For instance, the internet, the world wide web,
the brain, and many social networks consist of well over a billion vertices each. The
need to deal with such a large number of objects is partly what makes the study of
networks so interesting.

Networks representing real systems are usually not regular and have many in-
homogeneities, with various parts of the network having radically different structure.
These structures often contain important information about the network and the re-
lation between its various components. For instance, many networks contain a few
important vertices, often referred to as hubs, that have many more connections than
a typical vertex. Another example is a network that consists of several communit-
ies. These are densely connected groups of vertices, with significantly more internal
connections between vertices in the same community than external connections that
connect a vertex inside the community to a vertex outside of it. Communities often
arise because vertices in the same community have something in common. For ex-
ample, communities could be groups of friends or family in a social network, or in
the world wide web it could be a collection of webpages dealing with the same topic.
Even more generally, a network could contain one or more components or anomalies
that exhibit a different local structure or that contain another connectivity pattern.
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Identifying such structures in a network can provide valuable new insights about
the network and the objects within. Therefore, we would like to know when this is
possible. We formalize this using random graphs. These are network models that are
commonly used as a baseline when studying real-world networks. Such models make
it possible to perform statistical analyses and test whether there is an actual structure
present or whether, instead, our observations can also be attributed to random noise
present in the baseline model.

In this thesis, we study the detection of structures in networks for several differ-
ent random graph models and we identify when it is possible to discern communities
or anomalies from the natural variability present in these models. Furthermore, we
also study random graphs directly, yielding novel insights about their structure.

In this introductory chapter we present the main subjects used throughout this
thesis. We start by defining some well-known random graph models and related
properties. We then introduce the statistical framework that is commonly used to
perform hypothesis testing and explain how this can be applied to network problems.
This chapter is concluded with a brief summary of contributions and an outline of
this thesis.

1.1 Random graphs

Networks are often represented by a graph, which is simply an ordered pair G =
(V,E) consisting of a set of vertices V representing the objects, and a set of edges
E C {(i,j) : i,j € V} defining relationships between pairs of objects or vertices.
Sometimes these relations can also have a direction associated with them, in which
case the resulting graphs are called directed graphs. However, throughout this thesis
we only consider undirected graphs, where edges do not have a direction. In other
words, in this thesis edges always indicate a bidirectional relationship. The size of a
graph is the number of vertices, which we always denote by |V| = n. Furthermore,
a complete graph is a graph where all possible edges are present. On the other hand,
an empty graph is a graph without any edges. The degree of a vertex is the number of
edges incident with it. In particular, in a complete graph with n vertices every vertex
has degree n — 1.

In many cases, one only observes a single instance of a network. To still be able
to analyze these networks, one often turns to random graphs, which are models that
specify a probability distribution over all possible graphs. This makes it possible to see
how likely certain properties are to arise, and to test whether the observed graph is,
in some sense, special. In this way, random graphs are commonly used as a baseline
or null model, making statistical analyses of networks possible. In the models we
consider the vertices will often be labeled V' = [n] = {1, ..., n} and only the relations
between them are random, with each random graph model specifying different prob-
abilities and sometimes dependence among the potential edges.
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Below we discuss several common random graph models and explain how they
are related. Each of these models is different in order to capture other characteristics
observed in real-world networks. This results in models with different properties and
varying amount of complexity.

1.1.1 Erdds-Rényi random graph

Probably the most studied and also the simplest random graph model is the Erdés-
Rényi random graph [70, 90]. This model is denoted by G(n, p) and has two para-
meters: the graph size n € N and an edge probability p € [0,1]. A graph sampled
from this model has |V| = n vertices, where each pair of vertices i, j € V'is connected
independently with probability p.

Because all edges are added with the same probability, this model is sometimes
called homogeneous in the sense that the vertex degrees tend to take values in a nar-
row range. Note that the degree of every vertex is approximately (n — 1) p with only
little variability. Furthermore, because every pair of vertices is connected independ-
ently there is no correlation between edges, and this causes every part of the graph
to “look” similar, and with little structure.

The edge probability p = p,, is frequently also allowed to depend on the graph
size n. When taking p = c/n, for some constant ¢ > 0, this leads to what is called the
sparse regime where the average degree converges to a constant as the graph size n
tends to oo. This is in contrast to the case where p is fixed, in which case one obtains
a so-called dense graph where the average degree grows linearly with the graph size.
Choices of p in between these regimes give rise to graphs of intermediate density.

1.1.2 Inhomogeneous random graph

A natural way to extend the Erdds-Rényi model is to allow for more inhomogeneity of
the vertex degrees as is often observed in real-world networks. An obvious approach
that provides this inhomogeneity is to allow p = p;; to vary for every pair of vertices
i, j € V. However, this model is often too general and more restrictions are needed
to obtain meaningful results. To this end, we consider the so-called inhomogeneous
random graphs. This model will be denoted by G(n; x, ¢,,), where n € N is the graph
size, x(-,-) is a symmetric measurable function called the kernel that controls the
inhomogeneity, and ¢, is a scaling parameter controlling the edge density. To gener-
ate a graph from this model, every vertex i € V is first assigned a weight w;. Often,
these weights are assumed to be in [0, 1]. Then, every pair of vertices is connected
independently with probability

pij = min(%,l). (1.1)
n
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Sometimes the weights w; are assumed to be random variables instead. In this case,
one first samples the weight of every vertex, and then conditionally on these weights
the edges are sampled conditionally independently according to (L.1).

When ¢, is constant the resulting graphs are dense, with an average degree that
grows linearly with the graph size. This leads to the theory of graphons introduced
by Lovasz and Szegedy [120]. For a detailed description of this theory we refer the
reader to Lovasz [119]]. On the other hand, if £, = n and the kernel is integrable then
we are in the so-called sparse case where the resulting graph has bounded average
degree. This case was first studied in detail by Bollobas, Janson, and Riordan [31].

A special case of this model is the so-called rank-1 inhomogeneous random graph
where x(w;, w;) = w;w;. Many well-known random graphs fit in this framework, such
as the Erdds-Rényi model when each vertex has the same weight. Furthermore, when
¢, = none obtains the Chung-Lu model [[53}/54,|55], or closely related variations such
as the Norros-Reittu and generalized random graph by replacing the minimum by a
soft minimum instead [43}(146]]. These models have received much attention over the
past decade as they accurately capture some of the inhomogeneity observed in many
real-world networks while remaining mathematically tractable.

Another variation of this model is the stochastic block model [106f], also called
planted partition model in computer science. The stochastic block model is obtained
from the general inhomogeneous random graph model when (-, -) can only take on
finitely many values. In this case, vertices can be seen as being assigned one of k < n
groups. Then, the probability of connecting two vertices depends solely on the groups
these vertices belong to. Typically, vertices belonging to the same group will have a
large probability of connecting, whereas vertices from different groups have a smaller
connection probability. In this way, the stochastic block model can generate graphs
with a prescribed community structure, with edges being more prevalent between
members of the same group.

1.1.3 Random geometric graph

Many real-world networks have, or are believed to have, an underlying spatial struc-
ture. This can be the physical locations of the vertices but it can also be more abstract
and encode some other form of similarity between the vertices. For instance, friend-
ships are more likely between individuals with similar interests. So, we can imagine
that each vertex is endowed with some set of attributes, and edges are more likely to
exist between vertices with similar attributes.

To model such networks with spatial structure the geometric random graph
was introduced by Gilbert [91]], and later studied in detail by Penrose [151]. This
model assigns every vertex i € V to a location x; in some metric space, typically a
d-dimensional cube or sphere. Note that, these locations are latent quantities and
are usually not observed. We connect every pair of vertices i, j € V'if their Euclidean
distance d(x;, x;) is less than some threshold radius parameter r. Similarly to the
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previous models, we frequently let » = r, decrease with the graph size. In this way,
the connection radius can be used as a tuning parameter controlling the sparsity of
the resulting graphs.

In this model, when two vertices are connected they need to be quite close to each
other. Therefore, it is much more likely that two vertices that share a common neigh-
bor are themselves connected. This type of dependence is commonly referred to as
clustering and can be observed in many real-world networks. Because of this, the ran-
dom geometric graph has much more structure than, for example, the Erdds-Rényi
random graph. However, in many aspects these models are still similar. In particu-
lar, the degree of vertices from a geometric random graph still tend to take values in
a relatively narrow range, making the resulting graphs rather homogeneous. It turns
out that it is the Euclidean geometry that causes the graphs to become homogeneous
and a different geometry can result in more inhomogeneity. In particular, the hy-
perbolic random graph can be highly inhomogeneous and have a power-law degree
distribution while retaining the clustering property [29}|94, /117, [156]].

1.1.4 Preferential attachment model

The final model we introduce is somewhat different from the previous ones. Until
now, we have discussed static models where the vertex set is fixed. However, in the
preferential attachment model the graph is dynamically grown by adding one new
vertex at a time, and connecting it to the existing network using simple local con-
nection rules 16} |68]. The main success of this model comes from the recognition
that these local connection rules are able to explain important macroscopic features
observed in real-world networks. For example, many real-world networks are scale-
free which roughly means that they have a power-law degree sequence, and they are
small-worlds which means that the typical distance between vertices in these net-
works is quite small. Both these properties are often observed in real-world networks.
For example, the internet [71]], the world wide web [4}44], or scientific collaboration
networks [[15}[141]].

There exist various versions of the preferential attachment model, each follow-
ing a slightly different convention for adding new vertices. Here we consider the
following model. Given two parameters m > 1 and § > —m, this model generates a
sequence of graphs (G;)i-,, from which we consider only the final snapshot G,,. The
first graph G, consists of two vertices v, and v; connected by m edges. For2 <t <n,
the graph G; is constructed from G;_; by adding a vertex v,. This vertex has m edges,
and these are added one by one and with intermediate updating of degrees. To this
end, define G, ( as the graph G,;_, together with the vertex v, without any edges, and
let G; 1, Gt 3, ..., Gy 1,y be the intermediate graphs for each of the m edges emanating
from v;. For 1 < i < m, the graph G ; is constructed from G, ;_; by connecting v, to a
randomly selected vertex vy € {vy, ..., V;_1}. This is where the parameter § comes in,
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because the probability that the ith edge of v, connects to vy is given by
degy, (Gyi_1) +8

- : (12)
3—o(degy(Gyin) +6)

P(v; < vs|Gpig) =

where degvs(Gt’i_l) denotes the degree of vg in G;;_;. After all m edges have been
added to the vertex v, we obtain the graph G; = G; ,.

As can be seen, the newly appearing vertex is more likely to connect to vertices
that already have large degrees, thus making these degrees even larger. This behavior
is called preferential attachment and generates highly inhomogeneous graphs with a
power-law degree distribution [16}/33}/104]]. This property can also be obtained in, for
example, inhomogeneous random graphs by choosing the appropriate model para-
meters. However, the preferential attachment model has the appealing characteristic
that this follows from a simple local connection rule.

1.2 Cliques and dense subgraphs

An important concept in the study of graphs is that of a clique, which is also called a
complete subgraph. This is a subset of vertices C C V such that every pair of vertices
i,j € Cis connected. Another way to define a clique is via the notion of induced
subgraph. Given a graph G = (V, E), an induced subgraph is another graph, formed
from a subset of the vertices C C V and all of the edges connecting them, that is
{(G,j) : i,j € C}NE. Thus, C is a clique when the subgraph induced by C is a
complete graph.

Cliques arise naturally in the context of sociology, where they are commonly
used to model communities of people that are all mutually acquainted [6} 121} (122,
133]]. For example, these can arise as a model for groups of friends in a social net-
work. However, this definition is sometimes too strict for real-world applications
and one would like to consider a more general class of dense subgraphs that allows
for a couple of missing edges. This motivated research into relaxations of the notion
of a clique. One of the most popular of these relaxations is the quasi-clique [2, 3].
Given y € [0,1], a subset of vertices C is called a quasi-clique if it contains at least a
fraction y of all possible edges. That is, C is a quasi-clique if the subgraph induced by
C contains at least y('f') edges. Note that, for y = 1, the definition of a quasi-clique
coincides with the definition a clique. While cliques are a good model for tight-knit
communities, such as groups of friends, the definition of a quasi-clique is more loose
and might be better suited as a model for a group of acquaintances.

One is often interested in the largest communities within a given network, or
more precisely, one would like to know the size of the largest clique or quasi-clique
in a given graph. However, these are well-known to be computationally hard prob-
lems in general [[101}(115,149]). Therefore, one usually resorts to studying the size of
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the largest clique or quasi-clique in a typical or random graph, using the theory of
random graphs. To this end, we define the clique number w(G) as the largest clique
in a graph G. Similarly, the size of the largest y-quasi-clique in the graph G is called
the y-quasi-clique number and is denoted by w, (G). It is then common to study the
behavior of w(G) or w,(G) when the graph G is sampled from one of the random
graph models described earlier. It turns out that the clique number w(G), as well as
the quasi-clique number w,(G), are very well concentrated in many of the popular
random graph models: Erdés-Rényi random graph [13} |93} |125} |126], inhomogen-
eous random graph [26} 27, |66]], and random geometric graph [137]. This suggests
a more general underlying principle that could be interesting to investigate further.
See Chapter 7] for a discussion of this issue.

1.3 Hypothesis testing

In this section we introduce the principal subject of this thesis, the problem of hypo-
thesis testing on graphs. As is often the case in statistical inference, one starts with
a set of observations. These are the values taken on by some random variable (or in
our case random graph) whose distribution Py is not known, except that we assume
that the unknown parameter 6 lies inside a parameter space Q. Our goal is then to
use these observations to infer some additional information about the distribution
Pg. In particular, we will focus on hypothesis testing. Here we consider two mutu-
ally exclusive classes, called the null hypothesis H, and alternative hypothesis H;,
and their corresponding disjoint subsets of the parameter space Qg and Qg so that
Qp, U Qp, = Q and QN Qp, = @. Mathematically, our goal is then to use the ob-
servations to decide which of these hypotheses is true, or at least more likely. More
specifically, we want to decide whether the unknown parameter 6 belongs to Qg
or Qp,. Below we introduce the formal framework that is used to make hypothesis
testing mathematically rigorous.

1.3.1 Testing problems on graphs

Our primary focus will be on combinatorial testing problems involving graphs, mean-
ing that we assume that the graph itself is the quantity we observe. In this case, the
null hypothesis Hy, is typically assumed to be a random graph model, for example one
of the models described in Section[1.1} The alternative hypothesis H; is often largely
similar to the null model, with only small parts of the graph being different. Think
of a graph possibly containing one or more anomalies, then the null hypothesis and
the alternative hypothesis will be largely the same except on small parts of the graph
where the vertices could belong to the anomaly. This type of problem has received
much attention in the literature over the past decade, see for example [5} |9, |39, |98,
124,1136|). Closely related to this is the planted clique problem, where the anomaly is
a clique. That is, one receives a sample from some random graph and has to decide
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whether a clique has been added on top of this graph [8,/11}74].

The main difficulty in all of these problems stems from the fact that one does
not know where the anomaly is located. In these problems, the class H, typically
contains only a single distribution, so that the null hypothesis H is completely spe-
cified. We call such a hypothesis simple. On the other hand, the class of alternatives
H, contains several distributions. This is called a composite hypothesis. In our case,
this class contains many closely related distributions, one for each possible location
of the anomaly. Because of this, the class of alternatives will often be indexed by
subsets of vertices and thus has a combinatorial structure.

1.3.2 Performance of a test

When performing a hypothesis test one has to make the decision of either accepting
or rejecting the null hypothesis. To this end, define a test T,,(g) € {0, 1} as any meas-
urable function taking as input an observed graph g on n vertices. If T,,(g) = 0, then
there is enough reason to believe that the null hypothesis Hy is true and we say that
the test accepts the null hypothesis; otherwise, when T,,(g) = 1, the alternative hy-
pothesis H; is deemed correct and we say that the null hypothesis is rejected in favor
of the alternative hypothesis.

There are various ways of measuring the performance of a test, and most of these
are based on the two types of error one can make [[145]. The type-I error is rejecting
the null hypothesis when it is true. Symmetrically, the type-II error is accepting the
null hypothesis when in fact one of the alternative hypotheses in H; is true. A com-
mon way of measuring the quality of a test T, is by using the so-called worst-case
risk [10,|67,/99]. This is defined as the sum of the maximal probability of type-I and
type-1I error, that is

R(Ty) = Po(Tn(G) # 0) + sup Pg(T,,(G) # 1). (1.3)

QEQHI

where IPy(-) is the distribution of the random graph model under the null hypothesis,
and Pg(-) are the distributions under the alternative hypothesis specified by 6 € Qp,.

In most cases, as the notation already suggests, we will analyze the performance
of a sequence of tests T, for a sequence of graphs g, as the graph size n tends to co.
However, we will often refer to such a sequence of tests simply as a test when this
causes no confusion. We then say that a test is asymptotically powerful when it has
vanishing risk, that is R(T,,) — 0 as n — oo. This means that the probability of mak-
ing an error becomes smaller as the graphs become larger. Thus an asymptotically
powerful test is able to distinguish between the null hypothesis and the alternative
hypothesis with a high degree of certainty, provided that the observed graph is large
enough. On the other hand, we call a test asymptotically powerless when R(T,,) — 1
as n — oo. This means that the test does not perform substantially better than any
random guess that would completely ignore the observed graph.
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1.3.3 Minimax lower bounds

After one has found an asymptotically powerful test, it is also desirable to know
whether there can exist another test that can do significantly better. Specifically,
given a test T,,, we would like to show that in any scenario where T,, is not asymp-
totically powerful there cannot exist any other test that is. To this end, we want to
compare the risk of the test T;, with the theoretically best possible risk, also called
the minimax risk and is given by

1nfR(T )= 1%1f sup Py(T,,(G) # 0) + Po(T,,(G) # 1), (1.4)

n 6eQp,

where the infimum is taken over all measurable functions 7,, : G ~ {0,1}. We
would then like to know whether R(T;,) is close to the minimax risk R*, in which
case there cannot exist any other test that performs significantly better than T,,. This
is a well-posed problem, but often intractable. Therefore one typically tries to find a
lower-bound for the minimax risk R* instead. The standard approach for this is to
first reduce the composite alternative hypothesis to a simple one by considering the
average risk [10}[17,118], given by

R(T,) := Po(T,(G) # 0) + =—— i | D Po(T,(G) # 1)
QEQH
= Po(Tn(G) # 0) + Pi(T,,(G) # 1), (1.5)

where P;(-) denotes the average over all distributions in the alternative hypothesis
H,, and for simplicity we assumed that Qp, is finite. Note that it is not always the best
approach to consider the average as in and in some cases it might be beneficial
to consider another distribution or weighted average over the class of alternatives
instead. The important part is that we obtain a lower bound on the worst-case risk,
thatis R(T,,) > R(T,). For many problems the class of alternatives exhibits some kind
of symmetry, so this lower bound is often quite sharp.

Since the average risk can be interpreted as a hypothesis test between two simple
hypotheses, it follows from the Neyman-Pearson lemma that the test that minimizes
the average risk R(T},) is the so-called likelihood ratio test [118,/144], given by

T;°(g) = LiL(g)>1}, (1.6)

where L(g) = P,(G = g)/Py(G = g) is the likelihood ratio of the two simple hypo-
theses from (1.5). Following this approach, we have shown that the worst-case risk
of any test T,, is greater than or equal to the average risk of the likelihood ratio test
TLR. That is, for any test T,, we have R(T},) > R(TL®). In particular, this means that
the minimax risk is bounded by R* > R(TA®). Therefore, to show that no test can be
asymptotically powerful we do not have to analyze the risk of every possible test, but
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instead we can simply analyze the average risk of the likelihood ratio test. Although
the likelihood ratio test is generally complicated, there exists analytical machinery
that allows us to effectively analyze its performance. It is then enough to show that
R(T}?) remains bounded away from 0, because then no test can be asymptotically
powerful. Furthermore, if one can show the stronger result that R(T;*) — 1 then
this implies that all tests are asymptotically powerless.

1.4 Overview of results

The work in this thesis centers around the analysis of community detection methods
for inhomogeneous networks, as well the detection of other types of anomalies such
as testing for the presence of a botnet.

We study existing community detection methods that have so far predominantly
been used in the homogeneous setting, and show how these can be extended to a
setting of inhomogeneous random graphs. This leads to new insights about prop-
erties of the inhomogeneous random graphs we study, and we show how a certain
community detection method can be extended to the inhomogeneous setting in an
optimal manner. The insights obtained from this also sparked the interest to consider
a related project about the detection of botnets. Lastly, we also consider dynamically
growing graphs using the preferential attachment model, where we investigate when
it is possible to detect a change in the attachment dynamics of the graph. Each of
these projects is described in more detail below.

1.4.1 Detecting a planted clique or dense subgraph

The aim of this project was to answer the question: “What is the smallest community
that can theoretically be detected in an already inhomogeneous graph?”. Although
this problem has been resolved for Erdés-Rényi random graphs [11}12]], we were the
first to address this question in the inhomogeneous setting.

The initial work on this project resulted in novel insights about inhomogeneous
random graphs and, in particular, about the behavior of cliques in these graphs.
Remarkably, the size of the largest clique always takes on one of two consecutive
integers with high probability, and this two-point concentration remains true even
when the graph is highly inhomogeneous. This is presented in Chapter[2] Some of
the ideas from that chapter could also be leveraged to extend these results to quasi-
cliques. This is what we do in Chapter [3] where we show that also the size of the
largest quasi-clique is well concentrated in a large class of dense inhomogeneous
random graphs.

In Chapter[d]we answer our initial question and identify the smallest community
that can be detected in an inhomogeneous random graph. Surprisingly, inhomogen-
eity can be make the detection problem easier than in the homogeneous setting. As
a result of the inhomogeneity, some parts of the graph are more informative than
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others, and this can be used to create a test that is more powerful than it would have
been in a homogeneous graph with the same edge density. Furthermore, we proved
that our test is optimal in the sense that it is impossible for any other test to detect
significantly smaller communities.

1.4.2 Detecting a planted botnet

Communities are typically modeled as more densely connected subgraphs within a
graph, but one is sometimes also interested in subgraphs that are different in other
ways. For example, one could consider an anomaly, such as a botnet, that tries to
mask its presence by not making too many connections. However, the connectivity
structure or underlying geometry of the botnet could still be rather different than
that of normal people or normal vertices, which can be used to detect its presence. In
Chapter[5|we formalized this idea as a testing problem with the goal of detecting the
presence of a homogeneous component in an otherwise random geometric graph.
Here we introduce two different tests that can both detect such a botnet, even when
the botnet is very small. Furthermore, we show that our tests are asymptotically
optimal.

Whereas community detection has already received quite some attention in the
literature, this type of problem has not. Because of this, there are still many variations
and open problems that could be studied related to this project. We discuss several
of these in Chapter|[7]

1.4.3 Changepoint detection in the preferential attachment model

Many networks are dynamic and change over time, with some rules concerning the
evolution or growth of the graph. We consider the preferential attachment model
and study what happens when the attachment function changes after some time. In
particular, we investigate whether it is possible to detect a single change in the at-
tachment function. When this change happens early in the graph generation process
then it was already known that such a change can be detected [[14} 21]. In Chapter 6]
we focus on the case where the attachment function changes at a very late time. We
show that, also in this case, it is possible to detect that the attachment function has
changed, even if the change happens when there are only approximately ﬁ vertices
missing from the final network.

1.4.4 Summary

In this thesis we create several methods for the detection of communities and other
types of anomalies in networks. To formalize these questions we design new models
and these lead to novel and interesting statistics. Furthermore, we develop new in-
sights in the community structure and behavior of cliques in inhomogeneous random
graphs.
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1.5 General assumptions and notation

Throughout this thesis we are interested in an asymptotic characterization of random
graphs and their properties as the number of vertices n increases. When limits are
unspecified, they are assumed to be taken as the number of vertices n tends to co.

We use standard asymptotic notation: a,, = O(b,) when |a,/b,| is bounded,
a, = Q(b,) when b, = O(a,), a, = O(b,) when a, = O(b,) and a, = Q(b,),
a, = o(b,) when a,/b,, - 0, and a,, < b,, when a,, = (1 + 0(1))b,,. We also use the
probabilistic versions of these: a, = O,(b,,) when |a,,/b,| is stochastically bounded,
a, = Q,(b,) when b,, = 0,(a,), a, = 0,(b,) when a,, = 0,(b,,) and a,, = Q,(b,),
and a,, = 0,(b,) when a,/b,, converges to 0 in probability. In addition, we say that a
sequence of events holds with high probability if they holds with probability tending
to 1.

Finally, for two numbers a,b € R, we write a Ab = min{a, b}, a VvV b = max{a, b},
and [a], = max{a, 0}. Finally, the integral part or integer part of a € R is denoted

by |a|.

1.6 Thesis outline

The remaining chapters of this thesis are based on separate journal publications. The
contents of these chapters is mostly identical to the published version, except for
Chapter[6|which is currently in preparation. In Chapter[7jwe conclude this thesis by
discussing several open problems and possible extensions to this work.



Chapter 2

Cligues in rank-1
inhomogeneous random graphs

Based on:

Cliques in rank-1 random graphs: the role of inhomogeneity,
K. Bogera, R M. Castro, and R. van der Hofstaa,
[Bernoulli 26.1 (2020), pp. 253-285.

We study the asymptotic behavior of the clique number in rank-1 inhomogen-
eous random graphs, where edge probabilities between vertices are roughly propor-
tional to the product of their vertex weights. We show that, in many regimes, the
clique number is concentrated on at most two consecutive integers, for which we
provide an expression. Interestingly, the order of the clique number is primarily de-
termined by the overall edge density, with the inhomogeneity only affecting mul-
tiplicative constants or adding at most a loglog(n) multiplicative factor. For sparse
enough graphs the clique number is always bounded and the effect of inhomogeneity
completely vanishes.

2.1 Introduction

The clique number of a graph G is the size of the largest clique (i.e. the largest com-
plete subgraph) in G. In an Erdds-Rényi random graph, edges between vertices are
present with the same probability independently of one another. This is sometimes
also called the homogeneous setting because all edges have the same probability of
being included. In this setting, it is well known that the clique number is highly con-
centrated when the graph has a large number of vertices, meaning that with high
probability the clique number takes values in a small interval [93}125,|126]. In fact,
Matula [125] shows that the clique number converges to one of two consecutive in-

13
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tegers, and provides an explicit formula for the asymptotic clique size.

In this work, we are interested in understanding the behavior of the clique num-
ber in inhomogeneous random graphs, where edges have different occupation probab-
ilities. In such random graphs, the properties of different vertices (e.g. their expected
degree) can be radically different and can take a wide range of values. This is in con-
trast, for instance, with Erdds-Rényi random graphs, where degrees can only take
values in a relative narrow range.

Our work is in part motivated by the statistical problem of community detection.
Formally, this amounts to testing whether a given graph was obtained by “planting”
a clique, or dense subgraph, inside a random graph. Arias-Castro and Verzelen [11]
12] have recently considered this problem with an Erdés-Rényi random graph as the
underlying model. To extend these results to the inhomogeneous setting, one needs
a better understanding of cliques in the corresponding null model; thus, studying the
clique number in inhomogeneous random graphs is a natural starting point.

Related work. Inhomogeneousrandom graphs have received much attention over
the past decade because they more accurately model the network structure observed
in many real-world networks. The literature on this subject can be divided into sparse
and dense graphs.

In the sparse setting, the edge probabilities decrease with the graph size such
that the resulting graph has bounded average degree. This setting was first studied
in substantial detail by Bollobas, Janson, and Riordan [31]] in which the critical value
for the existence of the giant component was established, as well as several related
fundamental properties of such graphs were derived. This has sparked great interest
in this model, see also [[104}[105]] and the references therein for an overview of recent
results.

The dense setting (when the average degree is unbounded) leads to the theory of
graphons developed by Lovasz and Szegedy [[120]]. Recently, first order results for the
clique number were also obtained for this case by Dolezal, Hladky, and Mathé [66]],
and further studied by McKinley [[128].

Inhomogeneous random graphs with an intermediate density have received less
attention, although recently results about connectivity have been obtained by Dev-
roye and Fraiman [64], and the diameter was considered by Fraiman and Mitsche
[80].

A special class of the inhomogeneous random graphs above are the so-called
rank-1random graphs. Here each vertex receives a weight and, conditionally on these
weights, edges are present independently with probability equal to the product of
their vertex weights. Many well-known random graphs fit this model, such as the
Erdés-Rényi random graph by giving each vertex the same weight or scale-free graphs
such as the Chung-Lu, Norros-Reittu, and Generalized random graphs by taking the
weights from a power-law [43} |53} (54} |55} 146].
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Our contribution. In this chapter we show that the clique number of rank-1 in-
homogeneous random graphs is concentrated on at most two consecutive integers,
provided that all vertex weights are bounded away from 1. We provide a single expres-
sion for the order of the clique number that is valid for every edge density, bringing
together results of both the sparse and dense regimes.

To derive our results we essentially make use of the same methodology as Mat-
ula [[125]), namely using the first and second moment methods to obtain, respectively,
upper and lower bounds for the clique number. The main contribution here lies in
the definition of what we call the typical clique number w,,, which is the point where
the clique number concentrates around. This quantity is defined implicitly, and we
show that this is indeed a sound definition. Furthermore, the inhomogeneity of these
graphs substantially complicates the derivation of the lower bounds, which now re-
quires significantly more effort than for Erd6s-Rényi random graphs.

We find quite different asymptotic behaviors of the clique number depending on
the edge density of the graph, although our results are more interesting when the
average degree diverges. In sparse graphs, the clique number is always bounded re-
gardless of the “amount of inhomogeneity”, and the only parameter that affects the
asymptotic clique number is the edge density. In dense graphs, the clique number
behaves similarly as in an Erdds-Rényi random graph. Specifically, the clique num-
ber is always of order log(n), with the inhomogeneity only affecting the constants.
Interestingly, graphs with intermediate edge density can be rather different, with the
inhomogeneity sometimes adding a log log(n) multiplicative factor to the clique num-
ber.

2.2 Main results

In this chapter, we consider a random graph model denoted by G(n; W, 4,,). This
model has three parameters: the number of vertices n, the weight distribution W,
and the scaling 1,,. An element of G(n; W, 4,) is a simple graph G = (V,E) that
has n € N vertices with vertex set V = [n] := {1,...,n}, and a random edge set
E. Each vertex i € V is assigned a weight, which is an independent copy W; of the
non-negative random variable W € [0, ). In other words, W are i.i.d. non-negative
random variables with the same distribution as W. Conditionally on these weights,
the presence of an edge between two vertices i,j € V, with i # j, is modeled by
independent Bernoulli random variables with success probability

- w, W,
pij = P((.)) € E|Widker) = o+ - o> AL, 2.1)
n n

where the scaling 4, : N — R is a deterministic sequence. Note that the weights
do not depend on the graph size n. This is why the introduction of the scaling 4,, is
useful, as it allows us to naturally control the edge density of the graph. We assume
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that the scaling is at most of order ﬁ, because otherwise we are in the trivial case
where the graph is asymptotically almost or completely empty.

Random graph models like the classical Erdds-Rényi random graphs are homo-
geneous in the sense that for a typical realization the degrees of all vertices tend to
take a narrow range of values. Furthermore, all parts of the graph look more or less
the same. However, graphs arising in real-world settings do not generally satisfy this
property and tend to be inhomogeneous, with a relatively wide range of different ver-
tex degrees across the entire graph. In our model the weight distribution W determ-
ines the inhomogeneity of the graph, and the heavier the tails of this distribution the
more inhomogeneous the graph is. Recall that the weight distribution is not a func-
tion of the graph size and without any scaling factor the resulting graphs are dense
(i.e. with a number of edges that is quadratic in the graph size n). The parameter 4,
allows us, therefore, to control the edge density. When 4,, is constant, we are in the
dense regime. On the other hand, when 1,, = \/ﬁ, we are in the sparse regime with
a number of edges that is linear in n, which corresponds to graphs with finite aver-
age degree. Choices of 1, in between those extremes lead to graphs of intermediate
density with a number of edges more than linear but less than quadratic in n.

2.21 The clique number

Our main contribution is to show that the clique number of a graph G ~ G(n; W, 4,,),
denoted by w(G), is concentrated on at most two consecutive integers provided that
the following assumptions hold:

Assumption 2.1. There exists § > 0 such that

P(%%;(u/is 1/}:5)_) 1, asn — oo. (2.2)

This assumption, which seems relatively benign, ensures that all edge probabil-
ities are bounded away from 1 with high probability. Alternatively, it can be regarded
as a restriction on the denseness of the graph, requiring that 1,, grows fast enough,
which causes the resulting graphs not to become too dense. Our second assumption
strengthens the above for large 4,,.

Assumption 2.2. If liminf,_, log(4,)/log(n) > 0, then for every n > 0

P(maxWiS An >—>1, asn — oo. 2.3)
ieV 1+7

Note that this assumption is only a restriction when the scaling is large (i.e. when
Ay, is a positive power of n). Moreover, in many cases, Assumptionis a direct con-
sequence of Assumption [2.1](e.g. when all or enough moments of W are finite, or
when W has a regularly-varying distribution). We only need Assumption[2.2]to elim-
inate some pathological cases. This issue is discussed in more detail in Section
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The clique number in graphs from our model depends both on the amount of
inhomogeneity (captured by W) and the average edge density (which is close to
(E[W1]/4,)?). Under Assumptionsand it turns out that the relation between
the conditional moments of the weights fully characterizes the asymptotic clique
number. To simplify notation define the truncated weight W as the random variable
with distribution

]P(WSx)=]P’<W§x|W§1/E_—"5), forall x € R, (2.4)
where § > 0 comes from Assumption In other words, the distribution of W'is the
conditional distribution of W given W < 4,,/(1 + ). The relative truncated moments
(abbreviated to relative moments in the rest of this chapter) are defined as follows:

Definition 2.1 (Relative moments). Given a weight W and scaling 4,,, the r-th relat-
ive moment is defined by

_ E[w|w< 2] g

E[w|w < 2| E[W]
[ ‘ _1+5]

(2.5)

Cn,r

Note that the relative moments ¢, , depend on the graph size n, but only through
the scaling 4,,. To avoid notational clutter, we often omit the explicit dependence of
Cp,r ON Q.

Building towards our result stating that the clique number is highly concen-
trated, we define next the typical clique number. Unfortunately, the typical clique
number depends in a cumbersome way on the relative moments ¢, ,_,. Therefore, it
is only possible to give an implicit characterization in the general setting.

Definition 2.2 (Typical clique number). Letw, € [1, o) denote the solutioninr > 1

of
log(n) — log(r) + log(cy ,—1) + 1
r =

log(1,/E[W])
We call w,, the typical clique number of G(n; W, 4,,).

+1. (2.6)

Note that the typical clique number w,, needs not be an integer. Also, it is not
immediately obvious that w,, is well defined because there could either be no solution
or might have multiple solutions. However, the following lemma shows that the
typical clique number w,, is well defined:

Lemma 2.1. Under Assumption|2.1|the typical clique number w,, from Definition
exists and is unique.

The following theorem is our main result and shows that asymptotically almost
all graphs generated by our model have a clique number that differs at most one from
the typical clique number w,,:
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Theorem 2.1. Let ¢ > 0 be arbitrary. Under Assumptions2.1land[2.2]the clique num-
ber w(G,) of a random graph G,, ~ G(n; W, A,,) satisfies

lim P (w(Gy) € [lwy — &l [0n +¢l]) = 1, 2.7)

where wy, is the typical clique number from Definition|2.2]

It is important to note that the typical clique number w,, depends on the 6 from
Assumption [2.1| through the behavior of the truncated weights W. This might give
the impression that the clique number w(G,) of a graph G, must also depends on
d, which it obviously does not. However, provided § is small enough to ensure that
Assumption[2.1]holds, the dependence of the typical clique number w,, on & vanishes.
This is further discussed in Section 2.4 below.

Theorem2.1|shows that the clique number converges to at most one of two pos-
sible values with high probability, provided we take ¢ < 1/2. This shows two-point
concentration of the clique number for rank-1 inhomogeneous random graphs. To
find the explicit values of these two points, we need to find an explicit solution of
(2.6), which is generally difficult, see Section [2.6]for the details. To facilitate this, we
give two alternative asymptotic characterizations of the typical clique number w,,.

Lemma 2.2. Under Assumption[2.1|the typical clique number w,, is equal to the solu-
tioninr of

r = log(ncy, r_1) — log, log,(nc,, 1) +log,(e) + 1+ o(1), (2.8)

where we abbreviate b = 1,,/E[W].

Note that when the weight distribution is degenerate (i.e. has probability 1 on a
single point) we obtain an Erdés-Rényi random graph, and ¢, ,_, = 1 forallr € N.
Using Lemma 2.2} our result in Theorem 2.1|reduces to the main result in [125]]. On
the other hand, when we consider inhomogeneous graphs, Lemma[2.2shows that we
essentially have to rescale the number of vertices n by the relative moments ¢, ,_; to
account for the inhomogeneity.

The second characterization pertains the setting where the scaling is such that
it gives rise to relatively sparse graphs. In this case, many of the edge probabilities
have become so small that the shape of the distribution W stops playing a role, and
the typical clique number w,, converges to a constant independent of the weight dis-
tribution:

Lemma 2.3. Let a € (0,1). Under Assumption[2.1|the following are equivalent:
(i) The scaling satisfies A, = n®*+°(),
(ii) The typical clique number satisfies w, = 1+ 1/a + o(1).

This result states that when the typical clique number w,, converges to a constant,
the scaling 4,, is essentially a power of n, and the converse is also true.
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It is important to note that we required some assumptions to show two-point
concentration of the clique number. A natural question to ask is whether these as-
sumptions are strictly speaking necessary. Although we cannot formally make this
statement, we can argue that Assumption cannot be significantly relaxed: con-
sider for instance a graph G,, ~ G(n; W, 4,,) where the weights have a positive prob-
ability p > 0 of becoming larger than the scaling 4, that is P(W > 4,) = p > 0.
Then the vertices belonging to these weights form a clique because the probability of
an edge between any of these vertices equals 1. Hence, the clique number will have
approximately a binomial distribution, that is w(G,) ~ Bin(n, p), and we cannot ex-
pect the clique number w(G) to be concentrated on any fixed length interval.

This shows that Assumption defines a rather sharp threshold. Below this
threshold the clique number w(G) is at most logarithmic and highly concentrated,
whereas above this threshold the clique number has polynomial size and cannot be
concentrated on any fixed length interval.

2.3 Examples

Theorem|2.1]shows that the typical clique number w,, must be very close to the clique
number w(G,) of a graph G, ~ G(n; W, 1,,). However, Definition[2.2]does not give an
explicit expression for w,,, but rather it gives an implicit definition as the solution of
the fixed-point equation (2.6). Nevertheless, we may derive the asymptotic behavior
of w, for several interesting choices of weights W and scalings 4,, illustrating the
different regimes one might encounter. Note that in most cases these derivations are
far from trivial, see Section 2.6 for the details. Interestingly, in all the examples that
we consider, the typical clique number w,, is primarily determined by the scaling,
namely w, ~ k, log 1, /E[W](n) where k,, is typically just a constant but can be as large
as O(loglog n).

The maximum weight in the graph plays a crucial role in Assumption [2.1]and it
is directly related to the tail probabilities of the weight distribution by the relation

P (rgt/xWi < x) =(1-P(W>x)". (2.9)
Because of this relation we find that the tail behavior of the weight distribution plays
a key role in the asymptotic behavior of the clique number, and we identify three
main classes of weight distributions based on this.

When the weight distribution has bounded support, the behavior of the clique
number is very similar to an Erdés-Rényi random graph. For weights with unboun-
ded support, the behavior of the clique number depends on how heavy the tails are.
For weights with heavy-tailed distributions, the scaling must grow roughly as a power
of n to ensure that Assumption [2.1]is satisfied. This restriction on the scaling makes
the graph highly sparse, which causes the effect of inhomogeneity due to the weight
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distribution to disappear. Interestingly, when the weights have a light-tailed distri-
bution, the behavior of the clique number strongly depends on the scaling 4,, with
different regimes depending on how 4,, is chosen.

2.3.1 Weights with bounded support

In this section, we consider the clique number w(G,) for graphs G, ~ G(n; W, 1,,)
with weight distributions W that have bounded support. The best-known example
in this class is the Erdés-Rényi random graph. In our model, this corresponds to
a degenerate weight distribution W, with all the mass at 1 (denoted by Degen(1)).
Note that Assumption|2.1|is trivially satisfied by taking 4,, > s for any constant s > 1,
and the edge probability is simply p, = 1/4%. In this case, the relative moments are
Cpr—1 = 1forall1 <r < n, and we immediately see from Lemmathat

W, = log/ln(n) —log Anlogﬂn(n) + log/ln(e) +1+0(1)
= 2log, /pn(n) —2log, /pnlogl /pn(n) +2log, /pn(e/z) + 1+ o(1). (2.10)

This result was also obtained by Matula [[125].

For other weight distributions, vertices with large weights are more likely to
be in the largest clique than vertices with small weights. This idea can be used to
show that the first order behavior of the clique number remains as in but with
Pn = (Wpa/An)? and where wy,,, is the supremum of the support of W. Therefore,
for weights with bounded support, the first order behavior of the clique number re-
mains unchanged when we replace the random weights W by the maximum of their
support wy,,.. This happens because vertices with small weight have, asymptotically,
a negligible probability of being part of the largest clique.

To see this, note that the edge probabilities are bounded by p;; < (Wnax/A,,)? for
alli # j € V. Plugging this into gives the following high probability upper
bound on the clique number w(G,,) of a graph G, ~ G(n; W, 1,),

log(n)

(2.11)
To obtain a matching lower bound we can use the following simple heuristic. In-
stead of considering the whole graph, consider the subgraph induced by the ver-
tices with large enough weights, in particular the subgraph induced by the vertices
U,={ieV : W >t,}for some t,. On this subgraph all weights are larger than ¢,,
and therefore we can bound the edge probability by p;; > (t,/Ap)? foralli # j € U,.
Since |U,| ~ nP(W > t,) we can use to obtain the following high probability
lower bound on the clique number,

log(|Uy|)
log(1,/t,)

log(n) + log(P(W > t,))

w(G,) = (1+0(1)) log(A,,/t,)

=(1+0(1) (2.12)
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Note that this lower bound holds for every t,, so we can find an optimal ¢, that
maximizes the right-hand side of (2.12). For weights with bounded support, taking
t, = Wpax — 0(1) suffices, provided that the o(1) term vanishes slowly enough to
ensure that log P(W > t,,) = o(log(n)). This gives

log(n)

w(Gy) = (1+ 0(1))W-

(2.13)
This is precisely the leading order behavior in (2:10), but with p,, = (Wya,/2,)%

Determining the asymptotics of the clique number w(G,) more accurately re-
quires significantly more effort, because the argument above no longer suffices and
one needs to actually solve from Definition In Table [2.1] the typical clique
number is shown for some weight distributions. As explained above, the first or-
der behavior is the same in all these examples. However, it can clearly be seen that
weights with less mass around the maximum of their support have a smaller second
order term, as expected.

Table 2.1: The asymptotic behavior of the typical clique number w,, for some weights W with
support on [0, 1]. Here I'(-) denotes the gamma function. See Sectionfor the derivation of
these results.

w Typical clique number w,,

Degen(1) loglln(n) — log/lnlog/ln(n) + login(e) +1+0(1)
Ber(q) logﬂn(nq) - 10g/1nlog/1n(nq) + log/ln(e) +1+0(1)
Unif(0, 1) logﬂn(n) -2 loglnlog/ln(n) + logﬂn(e) +1+0(1)
Beta(a, ) log, () — (1.+ B)log; (1 +B)log; (m)

+ log/ln(e) + 10g/1n(1“(oc + B)/T(a)) + 1+ 0(1)

2.3.2 Weights with light tails

In this section, we consider the clique number w(G,) for graphs G,, ~ G(n; W, 1,,)
with weight distributions W that have unbounded support but light tails. Thisis argu-
ably the most interesting setting, and where the effect of inhomogeneity is the most
pronounced. For such weight distributions the maximum weight M,, := max;cy W;
is typically highly concentrated around its expectation E[M,,]. Therefore, we can
choose any scaling 4,, slightly larger than E[M,,] to satisfy Assumption [2.1] For this
class of distributions we observe two very distinct behaviors depending on the choice
of scaling 4,,.

The slowest scaling that still ensures that Assumption is satisfied is 4,, =~
(1 + ¢)E[M,,], with ¢ > 0. For a given weight distribution, this is the densest graph
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for which we can apply Theorem 2.1} In this case, we see that the shape of the weight
distribution has a real impact on the asymptotic behavior of the typical clique number
w,, as shown in Table In other words, the asymptotic behavior of the clique
number depends on the chosen weight distribution, and this amounts to more than
constant multiplicative factors in the various terms.

We consider three distributions, namely the half-normal, the Gamma and the
log-normal. For both the half-normal and Gamma distribution we see that the typical
clique number is of order log(n), whereas in an Erdés-Rényi random graph with the
same edge density the cliques are smaller, of order log(n)/ log log(n). For log-normal
weights the first order behavior of the typical clique number w,, is the same in the
corresponding Erdds-Rényi random graph although with different constants. Note
that the effect of inhomogeneity is much weaker for log-normal weights. Because the
log-normal distribution is “nearly” heavy tailed, this is consistent with our findings
in the next section, where we show that, for heavy-tailed weights, the specific shape
of the distribution is not relevant anymore.

If the scaling is such that Assumption [2.1)is more easily satisfied (and therefore
resulting in sparser graphs) then the contribution of the weight distribution becomes
far less prominent. In particular, we consider 1,, ~ E[M,,]'*%, with ¢ > 0. This
choice of scaling leads to behavior that is qualitatively similar to that in Section|2.3.1
As soon as ¢ > 0, the resulting graphs become so sparse that the shape of the weight
distribution has no severe impact on the asymptotic behavior of the typical clique
number w,,, and only multiplicative factors are affected. This can be seen in Table[2.3]

Table 2.2: The asymptotic behavior of the typical clique number w,, for some light-tailed
weights W and scaling 4,, ~ (1 + p)E[M,,] with ¢ > 0 arbitrary. For comparison we
include the clique number of an Erd6s-Rényi random graph with the same edge dens-
ity, that is p, = (E[W]/A,)?. Here I'(-) is the gamma function, and we write & (p) =
—k/W_y(—1/(e(1 + go)k)) € (0,1), where W_;(+) is the lower branch of the Lambert-W func-
tion, see (2.39). See Section[2.6]for the derivation of these results.

w An Typical clique number w,,
IN(0, 0)| (1 + @)y202log(n) (14 0(1)) &2(p) log(n)
Comparable Erdds-Rényi graph (1 + 0(1)) 21og(n)/ loglog(n)
Gamma(a, ) (1 + ¢)log(n)/B (1+0(1)) & (¢) log(n)
Comparable Erdds-Rényi graph (1 + 0(1)) log(n)/ loglog(n)

LN(0,1) (1 + p) exp(y/21og(n)) (1 + o(1))+/21og(n)
Comparable Erdds-Rényi graph (1 + 0(1))+/(1/2)log(n)
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Table 2.3: The asymptotic behavior of the typical clique number w,, for some light-tailed
weights W and scaling 4, ~ E[M,]'*? with ¢ > 0 arbitrary. For comparison we include
the clique number of an Erdds-Rényi random graph with the same edge density, that is
p = (E[W]/4,)?. See Section [2.6|for the derivation of these results.

w An Typical clique number w,,

IN(0, o) V22 logm) 7 (1 + o(1)) (2/g)(log(n)/ loglog(n))
Comparable Erdés-Rényi graph (1 +0(1)) (2/(1 + ¢))(log(n)/ loglog(n))
Gamma(a, 8) log(n)**%/p (1 +0(1)) (1/¢)(log(n)/ loglog(n))
Comparable Erdés-Rényi graph (1 +0(1)) 1/ + ¢))(log(n)/ loglog(n))
LN(0,1) exp(y/21og(m) ** (1+0(1) (1 + ) = Ve + 9))V2Togn)
Comparable Erdés-Rényi graph (1 +0(1) (/A + @)/ (1/2)log(n)

The heuristic to obtain a high probability lower bound on the clique number,
as explained in the previous section, also remains valid for light-tailed distributions.
Interestingly, also in this case the lower bound seems to be tight. That is, for the ¢,, that
maximises the lower bound in , we find exactly the same behavior, including the
same constants, of the clique number as in Tablesand However, because the
weights are no longer bounded from above, we are not aware of a simple method to
obtain a matching upper bound. Nevertheless, we strongly suspect that this heuristic
also gives the correct first order behavior of the clique number for other light-tailed
distributions.

2.3.3 Weights with heavy tails

In this section we consider the clique number w(G,,) for graphs G, ~ G(n; W, 41,)
with weight distributions W that have heavy tails, which we define as distributions
whose moments are not all finite. For these distributions, finding the clique number
is surprisingly straightforward. To apply Theorem [2.1]we need a scaling 4,, such that
Assumptionsandare satisfied, and we necessarily have 1,, > n®*°() for some
a > 0. This means that for heavy-tailed distributions we can always apply Lemma/2.3]
which shows that the typical clique number w,, is bounded and completely determ-
ined by the scaling.

A notable special case of this was treated in [109] and [24} 25|, where the clique
number in scale-free graphs with a model similar to ours was considered. In those
works the weights have a power-law distribution and the scaling is chosen as 4,, =
\/n. The authors find that the clique number asymptotically becomes either 2 or 3
when the variance of the weights is finite. Using Lemma [2.3|we first determine that
w, — 3, since the scaling is 4,, = ﬁ Therefore, it follows from Theorem that,
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asymptotically, the clique number must be either 2 or 3, precisely the same result.
Note that for this scaling, having weights with finite variance and Assumptions 2.1
and 2.2 are equivalent.

In the highly inhomogeneous case, where the weights have infinite variance, we
require a scaling of 4, > n®+t°( for some a > 1/2 in order to satisfy Assumptions
and However, when the scaling is this large, the resulting graphs are asymp-
totically almost or completely empty. On the other hand, as explained at the end of
Section when a < 1/2 the clique number will approximately have a binomial

distribution and thus cannot concentrate on any fixed length interval.

2.4 Discussion and overview

In this section we remark on our results and discuss some possibilities for future
work.

Typical clique number. Let us first remark on our main result, Theorem 2.1} that
shows that the clique number w(G,) of a graph G, and the corresponding typical
clique number w,, must be very close. As explained in Section [2.2]the typical clique
number w, still depends on the § from Assumption 2.1} whereas the clique number
w(G,,) of a graph G,, obviously does not. This is certainly not desirable, and it should
be possible to define the typical clique number w,, independently of §. In all examples
that we considered in Section [2.3]this is indeed possible, since in those examples:

gy B[V W< 5]

= 1+5) _ 1 4o B iy < n (214
EIWE - glw|w < 2] Uro gy forallrsen @19

We conjecture that a similar statement should hold in general, or at least for a wide
class of weights W and scalings 4,,. When proven, this would imply that the trun-
cation in Definitions [2.1] and [2.2] can be ignored. This would solve the issue of the
seeming dependence between the typical clique number w,, and the & from Assump-
tion[2.1] and at the same time, make explicit computations of the typical clique num-
ber w,, somewhat easier.

Connection between Assumptions2.1land2.2l Most of our results only require
Assumption but to prove our main result we require the slightly stronger As-
sumption However, in most cases that we checked, Assumption [2.2|is implied
from Assumption[2.1] and the choice of weight distribution W and scaling 4,,.
Suppose that 4,, > n*+°() for some a € (0, 1). Then we necessarily need to have
E[WY¥] < oo in order to satisfy Assumption When a slightly larger moment
of W is also finite, that is E[W19+¢] < oo for some ¢ > 0, then both assumptions
are simultaneously satisfied. To see this, note that by the moment condition we have
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P(WYe+€ > n) < o(1/n). Now take any 7 > 0, then for n large enough
a+o(1)
P(ws i) ex (v )
7 1+17n

< P(W > n®/(1+a) = p(Wle+e > p) < o(1/n). (2.15)
Hence, both Assumptions[2.1]and 2.2 - are simultaneously satisfied.
Alternatively, Assumption [2.1]is also sufficient when W is regularly varying of
index 8 < 0. In this case, for any 7 > 0, we have

P (W > 1’1—"}7) s
——— (o) () (2.16)
P (W > _) 1+6
146
By Assumption 2.1 we have P(W > 1,/(1 + §)) = o(1/n); therefore, we also have

P(W > A,/(1 + 1)) = o(1/n). Hence, Assumption2.2]is also satisfied.

Different models. In our model, the edge probabilities are p;; = min(X;;, 1),
where X;; = (Wi/4,) - (Wj/4,,). We require the minimum because otherwise some
edge probabilities could exceed 1. To achieve the same effect one has other options;
some common examples are p;; = 1 — exp(=Xj;) or p;; = X;;/(1 + X;;). Changing
the model in this manner does not have a significant influence on the asymptotic
clique number, provided Assumption 2.1 holds. To see this, note that we can bound
the edge probabilities of these models by min(X;;/2,1) < p;j, p;j < min(X;j, 1) with
high probability. Obviously, the clique number is then also bounded by the clique
numbers obtained from the models with edge probabilities as given in these bounds.
Since these bounds differ only by a constant multiplicative factor, it is easily seen
from Definition[2.2that both lead to the same leading order asymptotics of the clique
number when the scaling is diverging. When the scaling is constant, the situation
is more subtle and the precise clique number will change by a multiplicative factor
that depends on the specific model considered.

Instead of the change in truncation described above, we could also consider dif-
ferent interactions between the weights. We currently only consider so-called rank-1
inhomogeneous random graphs, where the probability of an edge is proportional to
the product of the weights of the incident vertices. Instead, we could model different
types of interaction by considering an arbitrary symmetric function, called a kernel.
It would be interesting to see whether our results can be extended to this more gen-
eral setting. In particular, whether the two-point concentration of the clique number
is specific to rank-1 inhomogeneous random graphs, or whether this remains true for
a wider class of kernels.

When weights have bounded support, the heuristic explained in Section [2.3.1
can be extended to obtain first order behavior of the clique number for a large class
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of kernels. For these kernels, this gives a simpler approach to finding the asymptotic
behavior of the clique number than the method described in [66] which provided
a general answer. Moreover, based on the results in Section it might also be
possible to extend these results to unbounded kernels.

Planted clique problem. In the planted clique problem one starts by generating a
graph as usual. After generating this graph we select a small number of vertices and
connect all of them, so that they form a clique. Given such a graph with a planted
clique, the problem is to locate this clique with high probability.

The work on this problem has focussed on two cases. In the first case, the under-
lying graph is an Erd6s-Rényi random graph. In principle, this problem can be solved
as soon as the planted clique is of size O(log(n)). However, if one is interested in al-
gorithms that can recover the largest clique in polynomial time, then the best-known
algorithms require the planted clique to be of size O(\/ﬁ), see [8,162,/74]. The second
case focusses on the very inhomogeneous case, with graphs that have a power-law
degree distribution. Here the largest clique can be recovered in polynomial time, see
[821109].

Alternatively, one could consider the similar hypothesis testing problem. Here
we observe a graph where it is unknown whether a clique was planted, and the prob-
lem is to decide whether it was planted or not. Instead of a clique, one could plant
a denser subgraph and test whether that was planted or not, see 11} 12]]. Using the
model from Section [2.2]all these problems can be considered in a single framework.
It would be particularly interesting to see what the effects of inhomogeneity and
sparsity are on the computational complexity in these problems.

2.5 Proofs

This section is devoted to proving the results in Section The proofs of Lemmas

and [2.3)are fairly self explanatory. To prove Theorem 2.1 we use the same
approach as Matula [125], using the first and second moment method to obtain an

upper and lower bound on the clique number separately.

2.5.1 Proof of Lemma Existence and uniqueness of the typical clique
number

Lemma [2.1] shows that Assumption [2.1]is sufficient to guarantee the existence and
uniqueness of the typical clique number w,, in Definition[2.2] We first show that there
must be at least one solution to (2.6 and then show that this solution is unique.

To simplify notation, let f,(r) be the right-hand side of (2.6), that is

log(n) —log(r) + log(cp, r—1) + 1

tog (o ELW]) +1. (2.17)

Ju(r) =



2.5. Proofs 27

To prove the lemma we must show that the solution set of (2.6)), given by {r > 1 :
r = f,(r)}, is non-empty and consists of a single point. First note that c, ,_, is a con-
tinuous function in r (since these are relative moments of a truncated distribution).
This in turn implies that f,(r) is continuous in r. To ensure that the solution set is
non-empty, first note that

_log(n)+1
Jall) = log (A,/E[W]) 1=l
and ;
log (22 /E[W]
fulmy = B L 1)—0g(1+5/ ) <

log (AH/E[W]) *

Hence, there exists at least one value r € [1,n] satisfying r = f,,(r). To show the
uniqueness of this solution we simply show that the slope of f,,(r) is strictly smaller
than 1. Note that

log (2,/E[W])

if (V) _ (C;q,r—l/cn,r—l) - (1/1’)
or’" log (An/IE[W])
B (E[log (W/E[W]) W =] /E[W"1]) — (1/r)
log (An/]E[W])
An ~
log (2 /E[W]) - (1/r)
log (4, /E[WT)
where ¢;, ,_; denotes the partial derivative of c,, ,_; with respect tor. Since the partial

derivative of f,(r) is strictly less than 1, there can be at most a single solution of
r = f,(r). Hence, the typical clique number is well defined. O

<1, (2.18)

2.5.2 Proof of Lemma[2.2} Alternative characterization of the typical clique
number

Here we derive an alternative representation for the typical clique number w,, as
formulated in Lemma 2.2} This is sometimes more convenient than the original in
Definition[2.2]

By Lemma[2.1|we know that the typical clique number w,, exists. Therefore, we can
solve (2.6) to see that the typical clique number is also the solution of

_ Wy (ncy,_1eblog(h))
a log(b) ’

where b = 1,,/E[W] and W,(-) denotes the principal branch of the Lambert-W func-
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tion, see (2.39). Using the approximation Wy(x) = log(x)—loglog(x)+o(1) as x - oo,
as shown in [|56[], we obtain

r = log,(ncy,r_1eblog(b)) — log,log(ncy, ,_ eblog(b)) + o(1)
= log,(ncy,,—1) — log,log,(ncy, 1) +log,(e) + 1 + o(1). O

2.5.3 Proof of Lemma.3} Bounded typical clique number

Here we show that the scaling 4,, is a positive power of n if, and only if, the typical
clique number w,, converges to a constant. To this end, we first derive a small lemma:

Lemma 2.4. Let a € (0,1). If the scaling satisfies A,, > n®+t°) then

1Og(cn,l/oc+o(1))

gt /Ew])

Proof. By Assumption[2.1}
P(riréa‘l;(Wi 3/1,,) —(1-PW> 1) - 1.
Let ¢ > 0 be arbitrary, then for n large enough and using the above we obtain
P (WY > n) < P (W) > 1) = P(W > 2,) = 05).

Therefore, using the tail formula for expectation,

E[WYe=¢] < (1 + o()E [W Va1 miaro<py]
< (1 +o(1)E [WVaE1gmra-ccpy

=1+ 0(1))/ P (WYVae1wia—ccny > x)dx,
0

where 11} denotes the usual indicator function. Note that WY/ 1ywVan<n < n, so
we can change the upper integration limit. This gives

E [WVe=¢] < 0(1) + (1 + o(1)) f p (Wle=¢ > x)dx
1

< 0(1) + (1 +o(1)) f " % dx = 0(1) + (1 + (1)) log (n).
1
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Based on the above we conclude

1Og(E[W1/a+o(1)])
log(2,,)

log(E[WVa—¢] 4%)
log(2,)

loglog(n)
=1+ 0(1))W

lOg(cn,l/oc+o(1))
log(4,/E[W])

= (1+0(1))

<1 +o0(1)

+2e+0(1) = 2¢ + 0o(1).

Since € > 0 can be taken arbitrarily small, this completes the proof. O

We are now ready to prove Lemma The main idea is that, as n — oo, most
terms of (2.6) become negligible and the remaining terms no longer involve n.

Proof of Lemmal[2.3] First suppose that 1, = n**°® with « € (0,1). By Defini-
tion 2.2]the typical clique number w,, satisfies

_ log(n) — log(w,) + log(cn,wn—l) +1

oglL/ET7]) +1. (2.19)

n

Plugging w, = 1 + 1/a + o(1) into (2.19) and using Lemma[2.4}

_ log(n) + log(¢y,1/a+0(1))
" log(A,/E[W])

_ log(n)

= log(nx+o/E[W])

+1+o0(1)

1
=—+41 1).
a+ +0(1)

Hence (2.19) is satisfied for w, = 1 + 1/a + o(1) and by Lemma [2.1] this must be the
unique solution.
For the other direction, suppose that w,, = 1 + 1/a + o(1) with a € (0, 1). Then,

by Definition[2.2]and Lemma

1= 10g(n) - log(wn) + log(cn,wn—l) +1
B log (An/]E[W])

+0(1).

n

_ log(n)
~ log (1,/E[W])

Solving for A,, we see that A,, = n®+°() since E[W] is uniformly bounded. O
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2.5.4 Proof of Theorem[2.Jt Concentration of the clique number

In this section we prove Theorem our main result. First we derive some useful
results characterizing the relative moments. Then the proof itself is split into two
parts: the high-probability upper bound on the clique number in Sections|2.5.4.2{and
[2.5.4.3using the first moment method, and the high-probability lower bound on the
clique number in Sections[2.5.4.4]and [2.5.4.5] using the second moment method. In
both parts we separately consider two cases: w,, — oo and w,, is bounded. In fact, a
third might be possible, namely liminf,, ,, w, < limsup, @, = co. However, in
that case we can apply the reasoning below to a maximal subsequence of w,, conver-
ging to infinity, and control the remaining terms by the argument used when w,, is
bounded.

2.5.41 Auxiliary results

Binomial coefficients play an important role in counting the number of cliques.
Therefore, it is crucial to have tight bounds on the binomial coefficient, provided by
the lemma below. This lemma and the corresponding proof can be found in [155]:

Lemma 2.5. Suppose thatr = o(ﬁ), then the binomial coefficient can be approxim-

ated by
(7)= a+omr—(5)"

\27r

Another important ingredient for the proof of Theorem is to have sharp
bounds on the relative moments from Definition 2.1} which are provided by the fol-
lowing lemma. By definition, the typical clique number w, is the solution to (2.6).
If we consider the right-hand side and left-hand side of separately, then we
see that these two functions must intersect at w,. Moreover, the right-hand side of
will always grow more slowly than the left-hand side, as shown in the proof of
Lemma 2.1} This means that there exists a straight line in between these two func-
tions, intersecting at w,, as illustrated in Figure Using this line we can then find
bounds on the right-hand side of which in turn lead to bounds on the relative
moments.

Lemma 2.6. Under Assumption the relative moments c,, ,_; from Definition
can be bounded by

y Bn((r—-1)—(wp—1))+(wp—1) r
1> L —, oralll <r < w,,
n,r—1 <E[W]) f n

y Bn((r—-1)—(wp—1))+(wp—1) r
1 < L —, orallw, <r <n,
n,r—1 < E[W] ) f n
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with f3,, given by
log (%/E[W])
" log(4,/E[W])

and where § > 0 arises from Assumption[2.1]

<1, (2.20)

Proof. Let f,(r) be as defined in (2.17), then the typical clique number w,, is the solu-
tion in r of r = f,,(r). Consider g, (r) = 8,(r — w,,) + w,, which is the line through w,,
with slope 8,,, as shown in Figure We will show that, for all n, the line g,(r)
is a lower bound on f,(r) when r € [1,w,], and an upper bound on f,(r) when
r € [wy, nl.

The slope of f,(r) was derived in and is bounded by B,, given in (2.20).
Hence, we have g,(r) < f,(r) when r € [1,w,] and g, (¥) > f,,(r) otherwise.

To finish the proof note that, for all r € [1, w,,],

5,1((1’ - 1) - (wn - 1)) +w, = gn(r)

< ()= log(n) — log(r) + log(c, r—1) +1

= +1.
log(1,/E[W])

Exponentiating both sides yields

( A, )ﬁn(("—l)—(“’n—l))‘*'(“’n_l) < ey r—1€

E[W] -

Multiplying both sides by r/(ne) gives the first result. The second result follows sim-
ilarly. O

100

25 50 75 100

Figure 2.1: Example of the line g, (r) with slope 8,, through w,, (solid line). Note that this line
is a lower bound on f,,(r) for all r € [1, w,,], and an upper bound on f,(r) for all r € [w,,, n].



32 2. Cliques in rank-1 inhomogeneous random graphs

2.5.4.2 Upper bound with diverging typical clique number

In this section we prove the upper bound of Theorem [2.1] assuming that w,, — 0.

Define the event /1

Assumptionenforces that P(J, s) — 1 asn — oo. A trivial, but crucial, observa-
tion is that the joint distribution of the weights (W, ..., W,,) conditional on the event
Jy.s is the same as that of a sequence of i.i.d. truncated weights (W}, ..., W,)). In other
words

Wi oo W) | T = (Why s W), (2.22)

where W, are i.i.d. random variables with the same distribution as W. This statement
can be checked by an elementary computation.
Let w(G,,) be the clique number of the graph G,, and define N, to be the number
of cliques of size r in G,,. Then, by Assumption[2.1]and the first moment method,
P(w(Gp) 2 1) = (1 + o(D)P((Gy) 2 7| T )
= (1 +0(1)P(N, 2 1| %0)

< (1 + 0o()E[N; | Tp,s]. (2.23)
Then by linearity of expectation,

E[N;, | Ts] = Z P(Cisacliquein G, | %, 5)

ccv,|Cl=r
W, W
= E /1—1 . /1—’ Al j;,,cg]
ccv,|Cl=r i<jeC n
ccv,|C|=r i< Ao An

n W\~
- (7|(%) ] @2

_n E[w]\ 1\
(e (57) )
To prove the upper bound of Theorem [2.1] . we need show that E[N, |7, s] — 0, as

n — oo, when r > |w, + €|, and since r is integer this implies r > w, + €. Using
Lemmas|[2.5)and 2.6|we can further bound the above expression as

1 /ney B[]\ '
E[N, | 751 < m(7> (Cn,r—l(Tn> )
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1 (E[W] r(r=1)=r(Bn((r—1)—(wp—1))+(@n—1))
<(1+0(1)) AW
r n

1 (]E[W] )_(1—6n)'r((wn—1)—(r—1))

=(1+0(1)) , (2.25)
\27mr An
where 3, comes from Lemma 2.6] Using the definition of 3, we have
Ay NP RIW (4,0 + 6) 1
n = ~ %)= . (2.26)
E[W] An E[W] 1+36

Combining (2.25) and (2.26) and because r — w,, > € we obtain

~r(wn=r)
EIN, | 5] = (1 + o) —= (1)

Jomr \1+8

<@+ 0(1)); ( ! )rs. (2.27)

Vo \1+8

Since w, — oo itis easily seen from (2.27) that E[N, | 7, s] = Owhenr > |w,+¢].
Hence it follows from (2.23)) that P(w(G,) > |w, + €]) — 0. O

2.5.4.3 Upper bound with bounded typical clique number

Here we prove the upper bound of Theorem [2.1]assuming that w,, is bounded. First
we consider the case where w,, converges, in this case there exists an a > 0 such that
wy, = 1/a + 1+ o(1). We want to apply all the steps in Section [2.5.4.2] but instead of
conditioning on the event in we will condition on the event

T = {meanW < fjn}, (2.28)
where 7 > 0 comes from Assumption[2.2]

Since w, = 1/a + 1 + o(1) it follows from Lemmathat A, = n®+to) and by
Assumption we have P(7,,)) — 1. Moreover, by repeating the steps in Lemmas
and [2.4]it can easily be checked that replacing § by 7 in Definitions [2.1] and
the typical clique number remains equal to w,, = 1/a + 1 + 0o(1). Therefore, we can
follow all steps in Section[2.5.4.2but conditioning on 7, ,, instead of 7, 5. This gives

P(a(Gy) 2 1) = 1+ 0(1)P(@(Gp) 2 1| Tn,y)
< (14 0o(1)E[N; | T,y

1 1 re
<a+o)=(r37) - (229)
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Since > 0 is arbitrary and r = w,, + € is bounded it follows from that we can
make P(w(G,) > r) arbitrarily small, hence P(w(G,) > r) — 0.

To complete the proof we consider the case when w,, does not converge. In this
case, we know that every subsequence (n;);cy contains a further subsequence (n;, )JeN
along which w,,, converges. Applying the arguments above shows that every sub
sequence (nl)leN has a further subsequence (nl )ien along which P(w(Gy, ) >r)—0,
and it follows that P(w(G,) > r) — 0. O

2.5.4.4 Lower bound with diverging typical clique number

In this section we prove the lower bound of Theorem 2.1 assuming that w,, — oo.
Recall that w(G,,) denotes the clique number of the graph G,, and N, is the number of
cliques of size r in G,,. Then, by the second moment method, and using the truncation
event 7, s given by together with Assumption 2.1}

P(w(Gy) <r) =1+ 0o(1)P(w(Gy) < 7| Tp,s)
=1+ o()PNN, = 0] F,5)

Var(Ny | %5
AN O(D)<

E[N? | T

=rem EIN 170l

1). (2.30)

Hence we need to show that E[N? |, s]/E[N, | 7, 5]> — lasn — oo, with r =
|ew,, — €]. The first moment of the number of cliques N, was computed in (2.24)), and

is given by L
E[N, | 7551 =(:’)E[(%’) ] . (231)

Similarly, the second moment of the number of cliques N, is also found using (2.22)
and linearity of expectation as

E[N?| 7,51 = Z P(C, and C, are both cliques in G, | 7y, s)
|Cyl=r,|Ca|=r
I W WJ 211, Wi v
B i<jeC, ,1n i<jeCz A, A,
W,
(Cil=r1Cal=r I L/

i<jeCinC, ,1n An

r ~ . r—172(r=k) ~ 2(r-1)—(k-1)1¥
=y > ]E[(AE> ] E (/?—/) (2.32)
k=0 |cy=r]Col=r, | \Mn n
.

g I 9 N
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G &) G &
(a) Example of all the edges connectingtoaver-  (b) Example of all the edges connecting to a ver-
tex in Cq \ C,. texin Cq N Cj.

Figure 2.2: Example of edges connecting to vertices in different parts of C; U C,.

The equality in comes from counting how many times each vertex is an
endpoint of an edge, and thus how many times each weight is present in the product.
We count two cases separately:

e Vertices in C; \ C, will need edges to each other vertex in C;. So, each vertex
in C; \ C, will be r — 1 times in the product of and similarly for vertices
in G, \ C;. Since we have 2(r — k) vertices in C; \ C, and C, \ C; we get the
E[W"=112=K) term. See Figure

e Vertices in C; N C, will need edges to each vertex in C; U C,. So, each vertex in
C; N C, will be 2(r — 1) — (k — 1) times in the product of (2.32) and we have k
vertices in C; N C,. So we get the E[W2"=D-(k-D]k term_ See Figure [2.2(b)l

Combining and we obtain

S M N |

IE[N2|T5] d (k r—k
ZLrivnol _ Z u
EINATnsl i (§ [( ) ]
Z - (an(r D—(k— 1)) (IE[W]) —k(k=1)
_k:O ( ) Cir 1
—k(k—1)

n=ry /. [
<1+ k r—k ( n2(r 1)—(k— 1)) ( )
1;1 (:1) nr 1 An
_ . o
<1+ max r(li) ’:—1:) Cn 2(r —(k—1) k(k—1)
T sk (M) ‘

(2.34)

nrl

_nr
= bk

We will show that maxye(, by — 0as n — co. To continue we consider two cases:
Dk=r;and (iD1 <k<r-1.
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Case (i): Here k = r, so we want to show that b}*"

by"" and by Lemmas|2.5 n 5/and 2.6

b””:ri( 1 >r< Ay )V(r—l)
" (':) cn,r—l E[W]

<1+ o(l))r\/?(Ly (cn r 1) (]E?%/] )r(r_l)

ne

<1+ o(l))r\/?( l’i

[
= (1 + o())r\27r < ]E?"

— 0 asn — oo. By definition of

=

)r((r D=Bn((r-1)—(wp—1))—(@,—1))

) —(1=-Bu)r((wp—1)—(r-1))

%z

where 3, is given in Lemma
Using (2.26) together with the fact that r = |w,, — €] < w,, — ¢ yields the bound

—-(1-B)r((wp—1)—(r-1))
bP" <1+ o()ry2nr ( )

<A+ o(1))rv2nr (

Since w, — oo it is easily seen from (2.33)) that b;"" — 0

E[W]

cr

1+ 5) (2.35

Case (ii): Here we must show that maxye[,_1; b’ — 0asn — oo. First we apply
Lemma2.5/on the binomial coefficients, which gives

(WGk P S
=t i (%) ((nr_ge> ()

k — r —k k
=1+ 0(1)), | 27Tk(l" B (%) (l’ln i’rik) ((,:_ r)e)
=1 +0(1)),/ 271'k(: s (%)k(;:lgk (2.36)

Now, forall1 < k < r—1wehave thatk < w,, —¢ -1 < w, — 2¢ and therefore
2(r—1) = (k=1) 2 w, — 1. So, we can apply Lemma|[2.6/on both ¢, 5(-_1)—(k—1) and
on ¢, ,_1, yielding

k _
(Cn,z(r—l)—(k—1)> ( An )k(k b
C%z,r—l ]E[W]

(e e
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( 1 )k(ﬁn(Z(r—1)—(k—1)—(wn—1))+(wn—1))
n

E[W]
A\~ 2KBr(r=D~(@p=1)+(@n=1)
n
(IE[W]>
N k ~(1-Bn) k((@p—1)—(k—1))
=<2(r 1) (Zk 1)+1ne> ( /1,1> (2.37)
r E[W]

Combining (2.36)) and (2.37)) we obtain

r (r—k2(r—1)—(k—1)+1e2)k
2nk(r—k)\ k r
(/1 )—(l—ﬁn)-k((wn—l)—(k—l))

n

by" < (1 +o)r

E[W]

<1 +o0()r

r (r —k 2)k /1n —(1-Bn)k((wp-1)—(k-1))
27tk(r — k) k IE[W] .

Here we can use (2.26) again. This gives

by < (1 +o()r

. (r_ k262>k ( A, >—(1—ﬁn>-k(<wn—n—(k—1>)

k(=) \ Kk B[]
k. 0\ 1 K@)
< (@ +o(r Zﬂk(r—k)( K 26) <1+5)

wp— k
= (1 +o(D)r, /m(zeﬁ(% - 1)(%5) k) . (2.38)

Fix ¢ € (0,(1 +2e?)™!) and recall that w,, — oco. Then it can easily be seen from
that max; ck<(1—¢)r by" — 0since (1+68)~(©n~%) — 0 exponentially, eventually
dominating the other terms. Finally, to show that max_¢),<k<r b’ — 0, note that
2e(r/k—1) < 1 and therefore (2e*(r/k—1)(1 + 6)‘(“’n—k))k — 0 exponentially, again
dominating the remaining terms.

Hence maxyc(, by — 0asn — oo and r = |w, — ¢|. Using (2.34) and (2.30) it
follows that P(w(G,) < |w,, —€]) = 0asn — oo. O

2.5.4.5 Lower bound with bounded typical clique number

Here we prove the lower bound of Theorem [2.1]assuming that w,, is bounded. First
we consider the case where w,, converges, in this case there exists an a > 0 such that
wy = 1/a+ 1 + o(1). We want to apply all the steps in Section [2.5.4.4} but instead of
conditioning on the event 7, s given in we will condition on the event 7, ,, given
in (2.28). As shown in Section the typical clique number w,, is unaffected by
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this change, and by Assumption[2.2Jwe also have P(7, ) — 1.
Now, following all steps in Section|2.5.4.2|but conditioning on 7, ,, instead of 7, s
we obtain

E[N? | T

P(w(Gy) < 1) = 1+ 0())P(@(G,) < 7| Tpy) < (1 + O(D)m

- 1.

By combining (2.35) and (2.38), and using that r = w,, — € is bounded we get

N2 I €
P(w(G)<r)<(1+o(1))H 130(1)(ﬁ)_

Since we can make 5 > 0 arbitrarily large it follows that P(w(G,) < r) — 0.

To complete the proof we consider the case when w,, does not converge. In this
case, we know that every subsequence (n;);c contains a further subsequence (n;, )JeN
along which w,,, converges. Applying the arguments above shows that every sub
sequence (nl)leN has a further subsequence (;. )JeN along which P(w(G,, ) <r)—0,
and it follows that P(w(G,) < r) — 0. O

2.6 Derivation of examples

In this section we derive the asymptotic behavior of the typical clique number w,
for some given weight distributions W and scalings 4,,. This can be very difficult in
general, but for several choices of weights good asymptotic characterizations can be
given. An overview of these results can be found in Tables]2.1} 2.2} and 2.3}
Throughout the derivation of the examples below we make use of the Lambert-W
functions, which are obtained from the solutions in y € R of the equation

x =yeY, (2.39)

When x > 0 this has a unique real solution, while for x € (—1/e,0) there are two
real solutions. This gives rise to two branches: the principal branch, denoted by W, :
[—1/e, 00) — [—1, 00) and the lower branch, denoted by W_; : [—1/e,0) — (—o0, —1].
For an overview of this function and its properties see [[56].

2.6.1 Bernoulli weights

Let W have a Bernoulli distribution with parameter p, that is W ~ Ber(p), and take
any scaling 4, > ¢ > 1. In this case, we have an Erdés-Rényi random graph with
connection probability 15,2 on approximately np vertices, with all remaining vertices
being isolated. Therefore, by (2.10), we expect the typical clique number w,, to be

w, = log/ln(np) - logﬂnlogln(np) + logﬂn(e) + 1+ o(1).
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In this section, we show that the same result is obtained by solving (2.6]) from Defin-
ition[2.21
The relative moments from Definition [2.1|are given by
E[Wr—l] E[Wr—I]
Cn,r—l - E[W]"_l - ]E[W]r_l =p

2—r

The typical clique number w,, from Definition [2.2]is given by the solution in r of

. log(n) —log(r) + (2 —r)log(p) + 1 4

Tog(in/p) L

Solving this we obtain
_ Wo(npei,log(1,))
" log(4,)
where W, denotes the principal branch of the Lambert-W function, see (2.39). We can
simplify the solution above using the approximation W;(x) = log(x)—loglog(x)+o(1)
as x — oo from [56]. This gives

w. = log(nped, log(1,)) — loglog(npe, log(4,))
" log(4,)
log(npeA, log(1,)) — loglog(np)
= +o(1
log(1,) @

= log/ln(np log(1,)) — log/lnlog(np) + log/ln(e) +1+0(1)

+0(1)

= logln(np) - loglnlogln(np) + log/ln(e) +1+o0(1),

which is exactly the expected solution.

2.6.2 Beta weights

Let W have a beta distribution with parameters « > 0 and § > 0, thatis W ~
Beta(a, 8), and take any scaling 4,, > ¢ > 1. Then the relative moments from Defini-
tion 2.1]are given by

_EW B 2 e a
Cnyr—1 = ]E[W]r_l = E[W]r-1 - g o{+ﬁ+i’/<“+ﬁ>

_ T(a+r—-1) T(a+ B) a !
T Ta@+pf+r—-1) I '<a+5> :

Using Stirling’s approximation, the above can be simplified for large r. This gives

log(cnr—1) = —Blog(r) + log(T(a + B)/T(@)) + (r — 1) log (%{3) +0(1).
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Therefore, the typical clique number w, from Definition [2.2]is given by the solution
inr of

log(n) — (B + 1) log(r) + (r — 1) log(fﬁ) +log(T(a + B)/T(a)) + 1
r= +1+o0(1).

1Og(/1"/(ai+[3))

Solving this we obtain

1
(neAnT(a+B)/T(a)) +° 1og(,1,,)>
1+

log(4,,)

As in the previous example, using the approximation Wy(x) = log(x) — loglog(x) +
o(1), we obtain

(a+fym

Wy =

+ o(1),

1+p) log( (”e’lnr(“*“ﬁ)/li(;))liﬁ logw))
o= log(,) .
(1+pB)log log< ("e’l"r(“ﬁ)i i(;‘)) * 1°g(/1n))
- log(,) +o
log(ned, I'(a + B)/T(a)) + (1 + B) log<%) — (1 + B)loglog(n)
- og(@,) + ol

= logln(nel“(oc +A)IT(@)—1+p) logﬂn((l +8) log/ln(n)) +1+0(1)

= log; (n) —(1+p) log/ln((l +8) log/ln(n))
+log, () + log/ln(l“(oc +B)IT(@) + 1+ o(D).

2.6.3 Gamma weights

Let Whave a Gamma distribution with shape a and rate 3, that is W ~ Gamma(a, §3).
First we assume that truncating the weight distribution has asymptotically almost no
effect on the relative moments from Definition 2.1} We begin by assuming that

r 1 r—1

]E[W] W (2.40)

Cn,r—l

for all r < w,,, and use this to find the typical clique number w,,. After that, we will
show that the assumption in (2.40)) is valid.
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By the assumption in ([2.40)

=1 T(e+r—1)

(1 +0()) e

E[w
Cnr1 =0+ 0(1))W =

To satisfy Assumption[2.1]we must have 4,, - oo, and therefore

log(cy r-1) _ log(T(e + r — 1)) — log(T'(er)) — (r — 1) log(cx)

— — + o(1).
log(14,/E[W]) log(4,/E[W])

Using Stirling’s approximation again relying on the fact that r is large, the typical
clique number w,, is given by the solution in r of

. log(n) — log(r) + log(T(ct + ¥ — 1)) — log(I'(«)) — (r — 1) log(ax) + 1

log (xlnﬁ/oc) +1+0(1)
log(n) — log(r) + (a +r— g) log(a+r—2)+2
B log(4,,8/ct)
_ (o +r—=2)+log(I'(a)) + (r — 1) log(a) + 2 +1+0(1)
log(1,8/x)
_ log(n) + (a+r— 2)10g(0¢ +r— ;)
log(4,,8/a)
(a+r—2)+1log(T(@)) + (r — 1) log(a)
- 2 +1+0(1).
log(1,8/a)
Substituting x = r + o — 5/2, we get
log(n) + (o — x — E) log(a) + xlog(x) — x — log(T(@) +2 5
X = 2 -3 + a+ o(1).

log(4,8/a)

Solving for x we find w,, + — 5/2, and therefore the typical clique number w,, is given
by

_ 2log(n) — (3 — 2a)log(BA,) + 4 — 2log(I(a)) | 5
o W, ( 2log()—G—2c) logBA+a—21ogTayy T2 %t o(1), (2.41)
e 268, )

where W_; denotes the lower branch of the Lambert-W function, see (2.39).
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2.6.3.1 Firstscaling: 1, = (1 + ¢)log(n)/B

Let 4, = (1 + ¢)log(n)/B, with ¢ > 0. We will show that in this case (2.41)) simplifies
to the result in Table[2.2] This gives

log(n) — (3/2 — a)log((1 + ¢) log(n)) + 2 —log(I'(«)) 5
n = + - —a+o(1)
—w (_ log(n)—(3/2—a)log((1+¢) log(n))+2—log(T'(cx)) ) 2
-1 e(1+¢) log(n)
log(n) (3/2 — a)log((1 + go) log(n)) + 2 — log(I'(«)) +

)+ o) 2

—a+o(1)

Wa <_ e(l1+¢p)
log(n)

—
Wa <_e(1+¢))

It remains to show that our assumption from (2.40) holds. We will do this in two
parts: (i) where we show E[W"~!]/E[W"~!] - 1 for any r < w,; and (ii) where we
show (E[W]/E[W])"~! = 1 for any r < w,,. First, observe that for any k > 1 we have

=1 +0(1))

E[W] E[wk|w <
E[wk] — E[Wk]

1+6]

1 ‘/'1+n§ kf () dx ]P’(Zk 1+5)

An k dx An
]P(W< )f xk fy(x) dx ]P)(W<$)

(2.42)

where Z; ~ Gamma(a + k, 3).

Part (i): To simplify notation, let a := (1 + ¢)/(1+ ), b := =1/W_; (=1/(e(1 + ¢))),
and z, == w, + « — 1 = (1 + o(1)) blog(n) + o — 1. Note that, because ¢ > § > 0 we

have )
_1+9 _ IS S A
‘1+5>1>< W‘1< e(1+¢)>> =b

Finally, let X; ~ Exp(f). Then using (2.42) and Assumption 2.1|we have

E[wr1]

=1+ o(l))]P’( 1’1 5)

[Zzp]
> (14 o(l))P(Z x < log(n)>

=1+ 0(1))(1 — <[Z [fo >(1+ o(l))é%»

> 1+ 0(1))<1 _ exp( [2al((1 + 0(1)) )) (2.43)
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where I(x) := xf3—1—1log(xp) is the rate function of an exponential distribution with
rate 5. Hence, for n large enough and because a/b > 1 we have

((1 +o()g b) =1+ (1))1( 7 b) =(1+ o(l))((a/b) —1- log(a/b)) > 0. (2.44)

Combining and we see that E[W')/E[W""!] - 1.

Part (ii):  From (2.42) and integration by parts we obtain

B[] PA<{) (1 +apiii+o)

E[W]  pw <o) (@ pl/1+3)

(BAn/(1 + 8))* exp(=pA,/(1 + 3))
ay(a, A,/(1 +6))
log(n)

=1-

— o)=L

where y(:,-) is the lower incomplete gamma function and we recall that a = (1 +
©)/(1 + 8) > 1. Hence, we have (E[W]/E[W])"~! - 1foranyr < n.
From parts (i) and (ii) we see that our assumption in (2.40) indeed holds.

2.6.3.2 Second scaling: 1, = log(n)'*%¢/B

Let ,, = log(n)!*%/B, with ¢ > 0. We will show that in this case (2.41) simplifies to
the result in Table[2.3] This gives

log(n) — (3/2—a)(1 + @) loglog(n) + 2 — log(T'(a))

n —w (_log(n) (3/2—a)(1+¢) loglog(n)+2— log(I‘(cx))) + z —at O(l)
-1 elog(n)l+®
_ log(n) — (3/2 = a)(1 + ) loglog(n) + 2 —log(I'(@)) | 5 o+ o(1)
1 2
W (_elog(nw) +oll)
B log(n) log(n)
= 4+ o) gy = O 0 gty

Compared to Section|2.6.3.1|the scaling 1,, is larger and the typical clique number
w, is smaller. Therefore, it is evident that our assumption from (2.40)) is also valid in

this case.
2.6.4 Half-normal weights

Let W have a half-normal distribution with parameters 4 = 0 and o > 0, that is
W ~ |X|, where X ~ N(0, ). We proceed in the exact same way as for the Gamma
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distribution, and assume first that

) roapa ]

Chyr—1=
for all r < w),. To satisfy Assumption [2.1|we must have 1,, — oo, and therefore

log(c,—y) (5 = 1)log(m) + log(T(r/2))
log(A,/E[W]) log(A,/E[W])

+ o(1).

Using Stirling’s approximation and the fact that the typical clique number w,,
grows with n, the typical clique number w,, is given by the solution in r of

log(n) — log(r) + (g — 1) log(m) + log (F (g)) +1

r= log(/ln/ 202/71') +1+0(1)
_ log(n) —log(r) + (g - 1>log(7r) + (g - %)10g<£ - 1) —I43
= g3 ) +1+0(1)
= log(n) " ( )log( ) (%) (log(m) — 1) + 10g<e zﬂ) +140(1).
log(A,/v 202/ 7)

Substituting x = (r — 3)/2, we get

log(n) + xlog(x) + x(log(7) — 1) + log( ‘/_)
x== —1+0(1).

2 log(A,/v/ 202/ 7)

Solving for x we find (w,, — 3)/2, and therefore the typical clique number w,, is given
by

_ 2log(n) —4log(4,) + 4 — log(n)

n— 2log(n)—4log(1y,)+4—log(m)
—Wal- el

+3+0(1), (2.46)

where W_; denotes the lower branch of the Lambert-W function, see (2.39).
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2.6.4.1 Firstscaling: 1, = (1 + ¢)oy/21log(n)

Let4,, = (1+p)oy/21og(n), with ¢ > 0. We will show that in this case (2.46)) simplifies
to the result in Table[2.2] This gives

_ 2log(n) —4log((1 + @)\/2log(n)) + 4 — log(m) 3+ o(1)
n o <_ 2log(n)—410g((1+§a)\/2Iog_(n))+4—10g(7f))
-1 2e(1+¢)2log(n)

_ 2log(n) — 2loglog(n) — 2 log(\47(1 + @)?/e?)

~W (_e(1+¢)2) +o(M)
2log(n)

IR ———
-1 e(1+¢)2

It remains to show that our assumption from (2.45)) holds. We will do this in two
parts: (i) where we show ]E[W/r‘l]/IEl[Wr‘l] — 1for any r < w,; and (ii) where we
show (E[W]/E[W])"~! — 1forany r < w,,. First, observe that for any k > 1 we have

+3+4+0(1)

(1+0(1))

in
Wi _EWHIWsE] g kpmar P 1+5)
E[wk] E[wk] T P(W < 2y Sy X fp()dx T op(w < —)
1+8
(2 47)
. . k+1 A4, 1
where it can be recognized that Z; ~ Gamma(T, o ;)

Part (i):  Firstlet a = (14 ¢)/(1 + &) and b == —2/W_, (=1/(e(1 + ¢)*)) to simplify
notation. Note that, because ¢ > § > 0 we have

2a2=2(1+T§) >2>2< ( m»_lzb.

1

2

Finally, 1+5 - — ). Then using (2.47) and Assumption 2.1/we have
E[W]
m >(1+ 0(1))P( [wn/2] < e )

[wp/2]

— 1+ o(l))]P’( 3 X < ayf20 10g(n)>

i=1

[wn/2]
= (1+0(1))<1— ( wj Z X; > (1+o(1))2 logﬁl)))

> 1+ 0(1))(1 - exp(—[con/Z]I((l + 0(1))2% lozga(n)>)>’ (2.48)
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. e . In 1
where I(-) denotes the rate function of an exponential distribution with rate =~ — =

) 2
ay/log(n)/(202). Hence, for n large enough and because 2a%/b > 1 we hawe1+ 2

1((1 + o(l))Z% 101%) =1+ 0(1))<2%2 —1- 10g(2%2>> > 0. (2.49)

Combining (2:48) and (2:49) we see that E[W"!|/E[W"!] > 1.

Part (ii):  From (2.47) we obtain

2
B[] PE<%) 1-en(-({5)5)  1-exp(-alog)

E[W]  p(w < o) erf( 22 L) "~ erf(ay/Tog(n)/(27))’

1+6 1+8 202

where erf(+) is the error function and recall a = (1 + ¢)/(1 + 8) > 1. Hence, we have
(E[W]/E[W])! = 1foranyr < n.
From parts (i) and (ii) we see that our assumption from was indeed valid.

1
2.6.4.2 Second scaling: 4,, = o/21og(n) I

1+
Let A,, = ov/2log(n) qo, with ¢ > 0. We will show that in this case (2.46) simplifies
to the result in Table[2.3] This gives

_ 2log(n) — 2(1 + @) log(2log(n)) + 4 — log(m)

—w (_ 2log(n)—2(1+¢) log(2 log(n))+4—10g(7r))
-1 e(2log(n))!1+¢

_ 2log(n) — 2(1 + ¢)log(2log(n)) + 4 — log(m)

+3+0(1)

n

+3+0(1)
1
—Wa (_e<21og(n))¢> +o(1)
_ 2log(n) _ 2 log(n)
=+ o) i e 1ogy ~ oM G g logn)-

Compared to Section[2.6.4.1|the scaling 4,, is larger and the typical clique number w,,
is smaller. Therefore, it is evident that our assumption from (2.45) is also valid in this
case.

2.6.5 Log-normal weights

Let W have a log-normal distribution with parameters 4 = 0 and o = 1, thatis W ~
exp(X), where X is standard normal. Then one can show that the relative moments
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from Definition 2.1]are given by

log(cpr_1) %(V -1(r-2)

v__ —— +o(). (2.50)
log(A,/E[W])  log(1,/E[W])

provided that r < w,,. For brevity of presentation, we omit the details of this deriva-
tion.
Using this in Definition[2.2} the typical clique number w,, is the solution in r of

log(n) — log(r) + >(r = )(r —2) +1
T log(1n/v/e)

To solve this, we bound the solution with the following two bounds

+1+o0(1).

log(n) + <(r = 1)(r =2) +1

log(/ln/\/g) +1+0(1),
. log(n) —r + %(r—l)(r—2)+1 140D
B log(An//e) '
Solving the above gives
w, < log(4,) — Vlog(,,)? — 2(log(n) + 1) + 1 + o(1), (2.51)
wp, > log(A,) — V(1 + log(4,,))? — 2log(n) + 2 + o(1). (2.52)

Combining and (2.52), and plugging in 4, = (1 + ¢) exp(1/21og(n)), we obtain
the result in Table Similarly, the result in Table is obtained by plugging in
An = exp(y/21og(n)) e

It remains to show that our assumption from holds. We will do this in two
parts: (i) where we show E[W'~!|/E[W"~!] - 1 for any r < w,; and (ii) where we
show (E[W]/E[W])"~! = 1forany r < w,. First, observe that for any k > 1 we have

~ An An
]E[Wk] _ E[Wk l W< l+_5] _ 1 jbl+6 xka(x)dx
E[w¥] E[W*] P(W < 22) Jo X< fwlx) dx
e[ k=logAn)
! erf< V2 ) (2.53)
1-— erf<_l(17£2/1”))

where erf(-) denotes the error function.
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Part (i): It follows from that w, < log(1,) + 1 + o(1), and therefore by (2.53)
we have forallr — 1 < w,, — 1 < log(4,,) + o(1),

~ _ wn_1_10g(/1n)) _ (@)
]E[Wr 1] 1 erf(—ﬁ N 1—erf "

> >
E[wr-1] 1-— erf<—_ kjg”)) 1- erf(—_ kjg”))

Part (ii):  From (2.53) we obtain

r—1
(E[W])r_l ~ 1- erf(l_lf%(ﬂ")) _ 1-— erf(O(l) - \/log(n)) !
E[W] B 1— erf(‘lL(/ln)) 1-— erf(O(l) - \/log(n))

V2

Hence, we have (E[W]/E[W])"~! — 1 for any r < n!~¢, with ¢ > 0.
From parts (i) and (ii) we see that our assumption from (2.50) was indeed valid.




Chapter 3

Quasi-cligues in
inhomogeneous random graphs

Based on:
|Quasi-cliques in inhomogeneous random graphs,

K. Bogerd,
Submitted.

Given a graph G and a constant y € [0,1], let @?(G) be the largest integer r
such that there exists an r-vertex subgraph of G containing at least y(7,) edges. It was
recently shown by Balister, Bollobas, Sahasrabudhe and Veremyev [[13] that w®(G) is
highly concentrated when G is an Erdds-Rényi random graph. This chapter provides
a simple method to extend that result to a setting of inhomogeneous random graphs,
showing that w®(G) remains concentrated on a small range of values even if G is
an inhomogeneous random graph. Furthermore, we give an explicit expression for
w?(G) and show that it depends primarily on the largest edge probability of the graph
G.

3.1 Introduction

Let G = (V,E) be a simple graph, with vertex set V and edge set E. Given a subset
of vertices S C V, let G[S] denote the subgraph of G induced by S. That is, G[S] is
a graph with vertex set S and edge set {(i,j) : i,j € S} N E. A clique is a subset
of vertices C C V such that G[C] is a complete graph, meaning that all vertices in
G[C] are connected by an edge. Cliques are an important concept in graph theory,
and are often used as a model for community structure [|6} 121} |133]]. In particular,
the problem of finding the largest clique or largest community in a given graph has
received much interest [62}(63]].

49
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However, for many practical applications the definition of a clique can be too
restrictive. Often a few missing edges within a community are fine, as long as the
community remains sufficiently well connected. To this end, several relaxations have
been proposed for the definition of a clique [[150]. One of the most successful of these
is known as the y-quasi-clique, where y is a parameter [2]. For y € [0, 1], a y-quasi-
clique is a subset of vertices S C V' such that G[S] contains at least y(";‘) edges. That
is, a y-quasi-clique is a subset of vertices such that a fraction y of all possible edges
between them is present.

Just as for cliques, one would like to know the size of the largest quasi-clique in
a given graph [3| |45, [158]. However, it comes as no surprise that finding the largest
quasi-clique is a computationally hard problem [37,/148(149]], similar to the problem
of finding the largest clique [73} 101} |115]. To circumvent this difficulty, a common
approach has been to study the related problem of determining the size of the largest
clique or quasi-clique in random graphs. For cliques this approach has been very
fruitful, and it turns out that the size of the largest clique is highly concentrated in a
variety of random graph models. The first results of this type were obtained for Erdé&s-
Rényi random graphs (30,125, [126} [127]], and later similar results were obtained for
random geometric graphs [137]], and inhomogeneous random graphs [27, [66].

Recently, the size of the largest quasi-clique was also studied in an Erdds-Rényi
random graph, where it was shown that the largest quasi-clique is again highly con-
centrated [13]], see also [[78}(79,114]]. The aim of this chapter is to extend that result to
the setting of inhomogeneous random graphs. In particular, we formalize a heuristic
presented in Section from the previous chapter, and show how this (together
with the result from [13]]) can be applied to show that the largest quasi-clique re-
mains concentrated on a narrow range of values even in an inhomogeneous random
graph.

3.2 Model and results

We are interested in understanding the behavior of the largest quasi-clique in an in-
homogeneous random graph. To this end, define the y-quasi-clique number w®(G)
of a graph G as the size of the largest subset of vertices S C V such that the induced
subgraph G[S] contains at least y( ‘“29‘) edges, where y € [0,1] is a parameter. Note
that w®(G) is the familiar clique number of G, usually denoted simply by w(G).

In this chapter, we study the behavior of w?”(G) when G is distributed according
to the random graph model G(n, x). This model has two parameters: the number of
vertices n, and a symmetric measurable function called a kernel x : [0,1]*> — (0, 1).
Below we introduce the key concepts of this model, for a more detailed overview
we refer the reader to Lovasz’s book [119]]. An element of G(n, ) is a simple graph
G = (V,E) that has n € N vertices with vertex set V = [n] := {1,..,n}, and a
random edge set E. Each vertex i € V is assigned a weight W;, which is simply a
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uniform variable on [0, 1], that is W; ~ Unif(0,1). Conditionally on these weights,
the presence of an edge between two vertices i, j € V, with i # j, is modeled by
independent Bernoulli random variables with success probability

pij = P((i, ) € E|(Wilker) = x(W;, W)). (3.1)

The kernel (-, -) and the vertex weights W; are both not allowed to depend on
the graph size n, and therefore the edge probabilities p;; are independent of n. This
means that the graphs we consider are necessarily dense and have a number of edges
that is quadratic in the graph size.

This brings us to the main result of this chapter, which is to show that the y-
quasi-clique number w?”(G) of a graph G ~ G(n, k) is concentrated on a small range
of values. Furthermore, this result shows that the size of the largest quasi-clique
depends primarily on the densest part of the graph, where the edge probabilities are
close to their maximum value. This is made precise by the following result.

Theorem 3.1. Let x(-, ) be a kernel that is continuous and attains it maximum value
at the point (c, c) for some ¢ € [0, 1], and let pyay = x(c,c). Given pp.« <y < 1, define

21
o9 og(n)

" D(Y’ pmax) ’ (3.2)

where D(y, p) is the Kullback-Leibler divergence between the Bernoulli distributions
Bern(y) and Bern(p), given by

ylog(Z)+(1-plog(-L) ify<1,
D(y, p) = 1(” ) <1‘p ) - (33)
log(;) yr=1
Then, for every € > 0,
(co@(c;) € [(1 -, (1 + )l ]) 51,  asn— . (3.4)

To display the relevance of the above result, we show that it can be applied
to many well-known random graph models. The simplest example is probably the
Erdés-Rényi random graph, which is obtained by setting the kernel x(x, y) to a con-
stant independent of x and y. Another commonly used example are the so-called
rank-1 random graphs, where x(x,y) = @(x)@(y) for some function . Often the
function ¢(-) = F;!(+) is the inverse cumulative distribution function of some distri-
bution X, so that ¢(W;) can be interpreted as a sample from that distribution. This
results in a model similar to that considered in the previous chapter. The final model
that satisfies the conditions in Theorem [3.1]is the stochastic block model [106]], also
called the planted partition model in computer science. This model is obtained when
the kernel x(-, -) is only allowed to take on finitely many different values.
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Note that Theorern gives the first-order behavior of &% from (3.2)). More pre-
cise results are known for the clique and quasi-clique number in an Erd6s-Rényi ran-
dom graph [13, 126, or for the clique number in rank-1 random graphs [27]. Spe-
cifically, in those cases the quasi-clique number and clique number are concentrated
on two consecutive integers. Therefore, it might be reasonable to expect that it is
likewise possible to show such a two-point concentration result in the more general
model we consider in this chapter. However, this would require a significantly more
detailed analysis. The main difficulty here is that the higher order terms of w? will
likely depend in a complex way on the whole kernel (-, -) and not just on the max-
imum value x(c, ¢). This was also observed for rank-1 random graphs in Section[2.3.1]
from the previous chapter, where several examples are explicitly computed. Thus,
the method we use in the proof of Theorem 3.1 will likely not be precise enough to
characterize the higher order terms of o and a different approach would be needed
for this.

3.3 Proof

We end this chapter with the proof of Theorem 3.1} This proof is based on the ideas
presented in Section from the previous chapter combined with the results in
[13] and [126]]. Below we consider the upper and lower bound of separately.
Furthermore, we use standard asymptotic notation as explained in Section

Upper bound: We first define a coupling between the random graph G(n;x) and
the Erdds-Rényi random graph G(n; py.x), Where we recall that p,,.,. = x(c, c) is the
maximum edge probability. For i # j € [n], let Uj; ~ Unif(0, 1) be independent uni-
form random variables on [0, 1]. Conditionally on these uniform random variables
and the weights W;, with i € [n], define

G=(V,E), with V=I[n], and E={G)): U; <x(W, W)} (3.5)
G' =(V,E), with V'=[n], and E' ={G)): U< x(c,)}.

It can easily be seen that G is an inhomogeneous random graph, that is G ~ G(n, x).
Similarly, G’ ~ G(n, ppay) is distributed as an Erdds-Rényi random graph with edge
probability p... = x(c, c).

Because the edge probabilities satisfy p;; = x(W, W}) < ppax almost surely, for
alli # j € [n], the coupling in shows that «?(G) < «?(G’) almost surely.
Furthermore, by [[13| Theorem 1] if y < 1 or [126, Theorem 6] if y = 1, it follows that

(G < (log(n) — loglog(n) + log(eD(y, pmax)/z)) +1+5¢,

D(¥> Pmax)
with high probability.
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Combining the above, we obtain

< m(log(n) —loglog(n) + log(eD(y, pmax)/z)) +1+¢

2log(n)

28 _ (146,
D(¥, Prmax) "

<(1+¢

with high probability. This shows that P (cu@(G) <1+ s)w(,{)) — 1, completing the
proof for the upper bound of (3.4).

Lower bound: Leté, = 1/log(n)and define S, :={ie V : W, € [c—6,,c+ 6,]} to
be the subset of vertices that have vertex weight W; close to ¢, where we recall that ¢
is such that the kernel x(-, -) attains it maximal value at the point (c, ¢). Note that the
set S,, is random and by Hoeffding’s inequality (see [36, Theorem 2.8]), for any fixed
t > 0, we have

P (|Sy| < E[|Sy|] — 1) < exp(—2t/n) - 0, (3.6)

where E[|S,|] = nP(W € [c — 8,,¢ + 8,]) = n'=°D by definition of §,. Further-
more, define p, := inf( ))ec—s,,c+8,12n0,12 (X, ) and observe that p,, — ppax by
continuity of the kernel. Therefore we conclude that D(y, p,,) = D(¥, Pmax)- UsSing
this, together with and t fixed, we obtain

_\ 2log(n) 210g(E[|S,|] — 1)
=50 pmed =~ D7D, pmad)
iy 21og([S,))
<a EB)D(% Prmax)
iy 21og(1Sa])
<@ s/4)—D(% o) (3.7)

with high probability.
Similarly to the coupling in (3.5), conditionally on the uniform random variables
Uij, fori # j € [n], and the vertex weights W}, for i € [n], define

G'=(V',E"), with V’'=[n], and E'={G0)): Uj<ps). (38)

Note that the graph G” is distributed as the Erd6s-Rényi random graph G(n, p,,) with
edge probability p,,.

Given a graph G, recall that G[S,,] denotes the subgraph induced by the vertices
in S,,. Because the kernel is continuous around the point (c,c), there exists an n
large enough such that §,, is small enough to ensure that the edge probabilities sat-
isfy p;; > p, almost surely, for all i # j € S,, (note that, if the kernel is continuous
everywhere then this holds for every n). Hence, the coupling in shows that
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w?(G) > w?(G[S,]) > ©?(G"[S,]) almost surely, provided n is large enough. Com-
bining this with and [13} Theorem 1] if y < 1 or [126, Theorem 6] if y = 1, we
obtain

@P(G) = w?(G[S,]) 2 @P(G"[Sn])

2
> 565 (108(1SnD — loglog(1s, ) + log(eD(r, p)/2) — ¢
>(1- s/4)%|5")|) >(1- a)]%p(")) =(1-¢)aw?,

with high probability. This shows that P (co(y)(G) >(1- g)co(,?) — 1, completing the
proof for the lower bound of (3.4). O



Chapter 4

Detecting planted communities in
inhomogeneous random graphs

Based on:

Detecting a planted community in an inhomogeneous random graph,
K. Bogera, R. M. Castro, R. van der Hofstaa, and N. Verzelen,

Bernoulli (accepted).

We study the problem of detecting whether an inhomogeneous random graph
contains a planted community. Specifically, we observe a single realization of a graph.
Under the null hypothesis, this graph is a sample from an inhomogeneous random
graph, whereas under the alternative, there exists a small subgraph where the edge
probabilities are increased by a multiplicative scaling factor. We present a scan test
that is able to detect the presence of such a planted community, even when this com-
munity is very small and the underlying graph is inhomogeneous. We also derive
an information theoretic lower bound for this problem which shows that in some re-
gimes the scan test is almost asymptotically optimal. We illustrate our results through
examples and numerical experiments.

4.1 Introduction

Many complex systems can be described by networks of vertices connected by edges.
Usually, these systems can be organized in communities, with certain groups of ver-
tices being more densely connected than others. A central topic in the analysis of
these systems is that of community detection where the goal is to find these more
densely connected groups. This can often reveal interesting properties of the net-
work with important applications in sociology, biology, computer science, and many
other areas of science [76]].
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Much of the community detection literature is concentrated around methods
that extract the communities from a given network, see [92, (142} 143]]. These meth-
ods typically output an estimate of the community structure regardless of whether
it really is present. Therefore, it is important to investigate when an estimated com-
munity structure is meaningful and when it simply is an artifact of the algorithm.

To answer this question, it has been highly fruitful to analyze the performance of
these methods on random graphs with a known community structure. The stochastic
block model is arguably the simplest model that still captures the relevant community
structure, and the study of this model has led to many interesting results [1}|35,(51}
124}, (135, |136]]. However, there are significant drawbacks because of this simplicity:
the communities are typically assumed to be very large (i.e., linear in the graph size),
and the graph is homogeneous within each community (i.e., vertices within a com-
munity are exchangeable and, in particular have the same degree distribution).

To overcome these issues, several suggestions have been made. For example,
the degree-corrected block model allows for inhomogeneity of vertices within each
community [116]. This allows one to model real-world networks more accurately,
while remaining tractable enough to obtain results similar to those obtained for the
stochastic block model [85} 95, 96, 111, [112]]. However, the degree-corrected block
model still assumes that communities are large. To detect small communities, Arias-
Castro and Verzelen consider a hypothesis testing problem where the goal is not to
find communities, but instead decide whether or not any communities structure is
present in an otherwise homogeneous graph [[11} [12].

In this chapter, we also focus on the detection of small communities and we in-
vestigate when it is possible to detect the presence of a small community in an already
inhomogeneous random graph. In particular, we present a scan test and provide con-
ditions under which it is able to detect the presence of a small community. These res-
ults are valid under a wide variety of parameter choices, including cases where the
underlying graph is inhomogeneous. Furthermore, we show that for some parameter
choices the scan test is optimal. Specifically, we identify assumptions that ensure that
if the conditions of the scan test are reversed then it is impossible for any test to detect
such a community.

4.2 Model and results

We consider the problem of detecting a planted community inside an inhomogeneous
random graph. This is formalized as a hypothesis testing problem, where we observe
a single instance of a simple undirected random graph G = (V, E), with vertex set V'
and edge set E. We denote the adjacency matrix of G by A4, i.e. A; = 14Gi,j)eE}. That
is, Aj; =1 if and only if there is an edge between the vertices i, j € V. Because we
only consider simple graphs, we have A;; = 0foralli € V.

Under the null hypothesis, denoted by H,, the observed graph is an inhomogen-
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eous random graph on |V| = n vertices, where an edge between two vertices i, j € V
is present, independently of all other edges, with probability p;;. In other words, the
entries of the adjacency matrix A are independent Bernoulli random variables such
that Py(4;; = 1) = p;;. The alternative hypothesis, denoted by Hj, is similar, but
within a subset of the vertices the connection probabilities are increased. Formally,
there is a subset C C V of size |C| = r, called the planted community, for which the
edge probabilities are increased by a multiplicative scaling factor pc > 1. Concretely,
under the alternative hypothesis the edge probabilities are P;(A4;; = 1) = pcp;;j for
i,j € Cand Py(A;; = 1) = p;; otherwise. Note that the scaling pc is allowed to de-
pend on the location of the planted community C C V. This is necessary because our
graphs are inhomogeneous, making the problem difficulty dependent on the location
of the planted community C C V. Specifically, on a sparse region of the graph it is
relatively difficult to detect a planted community so a strong signal p is required to
ensure a significant difference between the edge probabilities under the null hypo-
thesis Py(A;; = 1) = p;j and the edge probabilities under the alternative hypothesis
Py(A;j = 1) = pcp;j- On the other hand, when the community is planted on a dense
region the problem is easier and a smaller signal p. could be sufficient. Throughout
this chapter, we assume that the location of the planted community C C Vis un-
known, but that we do know its size |C| = r. In particular, we focus on the setting
where r — oo and is much smaller than n.

In our analysis we begin by considering the (unrealistic) case where the paramet-
ers p;j are all known. This allows us to get a precise characterization of the statistical
difficulty of the problem. In Section[4.2.3|we relax this assumption and show that it is
possible to adapt to unknown parameters under some conditions on the structure of
the edge probabilities p;;. In particular, there we will assume that the random graph
is rank-1, so that p;; = w;w; for some vertex weights (w;)i_; .

To summarize, our goal is to decide whether a given graph contains a planted
community, or equivalently to decide between the hypotheses:

Hy: There is no planted community, that is

Bern(p;;), ifi#j,
Ajj~ .
0, otherwise.
H;: There exists a planted community C C V of size |C| = r, and p¢ > 1, such that
Bern(oc p;j), ifi#j,andi,jeC,
Ajj ~ {Bern(p;)), ifi#j,andig Corj¢&C,
0, otherwise.

Note that in the above definition we are implicitly assuming that p is not too
large, so that pcp;; < 1foralli, j € C.

Given a graph, we want to determine which of the above models gave rise to
the observation. A test T, is any function taking as input a graph g on n vertices,
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and that outputs either T,,(g) = 0 to claim that there is reason to believe that the null
hypothesis is true (i.e., no community is present) or 7,,(g) = 1 to deem the alternative
hypothesis true (i.e., the graph contains a planted community). The worst-case risk
of such a test is defined as

Rn(Tn) = ]PO(Tn #0)+ max Po(T, #1), (4.1)

ccv,|Cl=r
where Py (-) denotes the distribution under the null hypothesis, and Pc(-) denotes the
distribution under the alternative hypothesis when C C V'is the planted community.
A sequence of tests (), is called asymptotically powerful when it has vanishing
risk, that is R,,(T;,) — 0, and asymptotically powerless when it has risk tending to 1,
that is R,,(T},) — 1.

Notation. Our primary goal is to characterize the asymptotic distinguishability
between the null and alternative hypothesis as the graph size n increases. Through-
out this chapter, when limits are unspecified they are taken as the graph size satisfies
n — oo. The other parameters p; j, oc, and r are allowed to depend on n, although this
dependence is left implicit to avoid notational clutter. Furthermore, we use standard
asymptotic notation as described in Section|1.5

We write e(C) = Zi,jeCAi j for the number of edges in the subgraph induced

by C C V, and e(C,—C) := Eiec jecAU for the number of edges between C and its
complement —C = V'\ C. Finally, define the entropy function

h(x) = (x+1)log(x + 1) — x. 4.2)

This function plays a prominent role in most of the results in this chapter.

4.2.1 Information theoretic lower bound

We start with a result highlighting conditions under which all tests are asymptotically
powerless. Here we assume that the edge probabilities p;;j, the scaling parameters
pc, and the size of the planted community |C| = r are all known. When some of
these parameters are unknown, the problem of detecting a planted community might
become more difficult, hence any test that is asymptotically powerless when these
parameters are known remains asymptotically powerless when they are unknown.

We prove a lower bound under two different sets of assumptions. To state these
assumptions we define the average edge probability as p,, = Eq[e(D)]/ ('3 ‘) for any
D C V. Our assumptions correspond to different regimes of the problem in terms of
planted community size r. For large communities we need to restrict, in a moderate
way, the amount of inhomogeneity in the underlying graph, with larger communities
requiring stronger restrictions on the amount of inhomogeneity. This results in the
following assumption:
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Assumption 1.1. There exists § € (0, 1/2) such that the following conditions hold:

(i) The planted community cannot be too large, that is r = O(n!/2-%).

(i) Onsubgraphs D much smaller than the planted community C, the relative edge
density p,,/p cannot be too large. That is, there exists 0 < y, = o(1) such that

max max DI Pp <5 (4.3)
cevicl=r  DEC. o 10D~ :
ID|<ri(n/ryn 1“1 Pc

(iii) Every potential community C must be dense enough. Specifically,

1 r
c&‘,?c’i:r 5_(: B O(log(n/r))' (4.4)

Note that the inhomogeneity restriction in Assumption [L.1][(ii)] only applies to
small subsets D C C. In particular, we have [D|/|C| < (r/n)'" in (4.3), and thus if
the edge probabilities differ by at most a multiplicative factor of O(log(n)), for some
fixed constant k > 0, then can always be satisfied by choosing a sequence ¥, that
converges to zero slowly enough. For example, in the homogeneous setting where the
graph is an Erdés-Rényi random graph we know that all edge probabilities are equal
and therefore is easily satisfied for any fixed § € (0,1/2).

If the planted community size r is much smaller than allowed by Assumption[1.1}
then it is not needed to have a restriction on the inhomogeneity, provided that the
graph is dense enough. This gives the following assumption:

Assumption 1.2. We assume that the following two conditions hold:
(i) The planted community is small enough. We require that r = n°®,
(ii) Every potential community C must be dense enough. Specifically,

cJhax 10g<_i> = O(l(;g(—n/r)>.
cV.[Cl=r Pe og(r)

Note that we only need one of the two assumptions above to hold in order to
prove the lower bound in this section. The difference between these two assumptions
is that Assumption[I.1]works best when the planted community is large, whereas As-
sumption[I.2)is more easily satisfied if the planted community is small. Furthermore,
we need that the underlying graph is not too dense. This is made precise in the fol-
lowing assumption:

Assumption 2. We require that maxccy,cj=r Max; jec P& pij —> 0asn — co.

This assumption accomplishes two goals. First, since pc > 1 it forces p;; — 0
for every i, j € V. This ensures that the number of edges in subsets of the vertices is
in essence a sufficient statistic for the testing problem. Secondly, at a more technical
level, p;; — 0 is necessary for the Poisson approximations we use and it ensures
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that the differences in edge probabilities p;; are not magnified too much under the
alternative. We note that Assumption [2]is not needed when the underlying graph is
homogeneous (i.e., when the null hypothesis corresponds to an Erdgs-Rényi random
graph), see [11].

We further discuss Assumptions|[1.1} and [2]in more detail in Section[d.3] In
that section we give several examples of random graphs that satisfy these assump-
tions.

This brings us to the main result of this section, providing conditions under
which all tests are asymptotically powerless by deriving a minimax lower bound:

Theorem 4.1. Suppose that Assumption[Zand either Assumption[I.1jor[I.2|holds. Let
0 < € < 1 be fixed. Then all tests are asymptotically powerless if, for all C C V of size
ICl=r,

Eole(D)]h(pc —1)
X Dllog/D) =& (4.5)

Condition has its counterpart in the work by Arias-Castro and Verzelen
[11, see (9)], who derive a similar result when the underlying graph is an Erd6s-Rényi
random graph. However, because of the inhomogeneity in our graphs, the maximum
in (4.5)) is not necessarily attained at the planted community C C V of size |C| = r, but
it could be attained at any of its smaller subgraphs D C C. This is why our condition
is more complex.

The result in Theorem[4.1]happens to be tight, even in some scenarios where the
edge probabilities p;; are unknown, as we construct a scan test that is powerful when
the inequality in is, roughly speaking, reversed. This is described in the next
sections.

Finally, the proof of Theorem4.1]is given in Section[4.5.5)and follows a common
methodology in these cases, by first reducing the composite alternative hypothesis
to a simple alternative hypothesis and then characterizing the optimal likelihood ra-
tio test. This is done via a second-moment method, but it requires a highly careful
truncation argument to attain the sharp characterization above.

4.2.2 Scan test for known edge probabilities

In this section we present a scan test that is asymptotically powerful. We first con-
sider the case where all edge probabilities p;; and the community size |C| = r are
known. Although this case is unrealistic in practice, it allows us to understand the
fundamental statistical limits of detection. In a sense, knowing the edge probabilities
p;j is the most optimistic scenario, and so the focus is primarily on whether or not it
is possible to detect a planted community. In the subsequent section we relax this as-
sumption by showing how the scan test can be extended when the edge probabilities
p;j are unknown.



4.2. Model and results 61

Our test statistic is inspired by Bennett’s inequality (see [[36, Theorem 2.9]),
which ensures that, for any ¢ > 0,

t
Py(e(D) — Eyle(D)] > t) < ex (—]E e(D h(—)), 4.6
where we recall that h(x) = (x+1)log(x+1)—x. Note that this inequality is also valid
when we are under the alternative hypothesis (by simply changing the subscripts 0
to C). Plugging in t = Ey[e(D)]h~!(s/Ey[e(D)]) yields the bound

P, (]Eo[e(D)]h([% - 1] ) > s) <e 5. 4.7)

This result motivates the use of the statistic

Eq[e(D)]h ([e(D)/Eole(D)] - 1],)

K .
W= IDTTog(n/ D)) ’ (“48)

where the superscript k is used to differentiate between the setting with known edge
probabilities, and the setting with unknown edge probabilities in the next section.
Note that the statistic ‘[53 can be computed because Ey[e(D)] is a function of the
known edge probabilities p;;.

To construct our test, we simply scan over the whole graph, rejecting the null
hypothesis when there exists a subgraph D C V of size |D| < r with an unusually high
value for 7K. To be precise, fix ¢ > 0, then the scan test rejects the null hypothesis
when

Tk =

€
max T >1+-.

4.9
DcV,|D|<r 2 (4.9)

This test is essentially based on the number of edges e(D) in subsets D C V of size
1 < |D| £ r; rejecting the null hypothesis when there exists a subset D C V for which
the number of edges e(D) becomes substantially larger than its expectation Ey[e(D)].
So we are essentially looking for an overly dense subset. Furthermore, the reason we
need to scan over subsets smaller than r is because of the possible inhomogeneity in
our model; some edges carry little information and therefore it can be beneficial to
ignore these edges and simply scan over a smaller subgraph instead.

Note that the proposed test is not computationally practical due to the very large
number of sets one must consider in the scan (unless r is very small). However, in this
chapter we are primarily interested in characterizing the statistical limits of possible
tests, apart from computational considerations. See also the discussion in Section[4.4]

In order for the scan test to be powerful under the alternative we need E[e(D)]—
oo for the most informative subgraph D C C, because otherwise there is a non-
vanishing probability that e(D) contains no edges under the alternative (by a standard
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Poisson approximation), making it impossible for the scan test to detect the planted
community. This subgraph is characterized in the following definition:

Definition 4.1. For every subgraph C of size |C| = r, the most informative subgraph

is
Eole(D)]
D* := argmax —————2- (4.10)
Bec 1D] log(n/IDD
The subgraph D* in the definition above is essentially the densest subgraph un-
der the null hypothesis. Using the above we can state the main result of this section,
which provides conditions under which the scan test in (4.9) is asymptotically power-
ful:

Theorem 4.2. Suppose that all edge probabilities p;; and the community size r are
known. Then the scan test [4.9)) is asymptotically powerful whenr = o(n), Ec[e(D*)] —»
oo forall C C Vof size |C| =r, and

Egle(D)lh(oc - 1)
X Dlog/Dp = t& (4.11)

where € > 0 comes from the definition of the scan test in (4.9).

This result is more widely applicable than the lower bound from Theorem
The condition E-[e(D*)] — oo is less stringent than either Assumption or
Also, there is no need for a condition like Assumption[2] This is because we can use
the upper bound from Bennett’s inequality and therefore do not need the Poisson
approximations necessary in deriving the lower bounds. To make this precise and to
make the result in Theorem [4.2]directly comparable to Theorem [4.1] we provide the
following corollary:

Corollary 4.1. Suppose that all edge probabilities p;; and the community size r are
known, and that either Assumption[1.1]or[1.2Jholds. Then the scan test in (4.9) is asymp-
totically powerful when for all C C V of size |C| =1,

Eole(D)]h(pc — 1)
bec D log(n/ID]) z1+e (4.12)

where € > 0 comes from the definition of the scan test in (4.9).

To show that Theorem[4.2]applies in a broader setting than the lower bound from
Theorem [4.1] we also provide the following corollary. This shows that the scan test
is able to detect large communities (of size larger than /1), even when the edge
probabilities are very small and highly inhomogeneous:
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Corollary 4.2. Suppose that all edge probabilities p;j and the community size r are
known. Define ppax = Max; jey Pij and Py = Milyzjey Pij. If r > n% pryin > n=20,
and puax/ Pmin = 0(n%~0) for0 < b < a < 1, then the scan test in ([&.9)) is asymptotically
powerful when for all C C V of size |C| =,

Eole(D)]h(pc — 1)
X —Dllogt/D) =1 1% (4.13)

where € > 0 comes from the definition of the scan test in (4.9).

In the corollary above, both a and b above may depend on the graph size n. In
particular, if p ./ Pmin = O(1) then it is possible that a — b = 0(1), provided that
(a — b)log(n) — oo. For instance, it is necessary to have a — b = o(1) in order to
satisfy Assumption

A downside of the scan test presented in this section is that it requires knowledge
of all edge probabilities p;;. In practice, these are often unavailable to a statistician.
The next section is devoted to extending the scan test to cope with unknown edge
probabilities, assuming that the edge probabilities have a rank-1 structure.

4.2.3 Scan test for unknown rank-1 edge probabilities

In this section we show how the scan test from the previous section can be extended
to the setting where the edge probabilities p;; are unknown. We do still assume that
the community size |C| = r is known. As can be seen in (4.8), the scan statistic de-
pends on the edge probabilities p;; only through Ey[e(D)] = Zi<jeD pij- Therefore, a
natural way to approach the situation where the edge probabilities p;; are unknown is
to devise a good surrogate for Ey[e(D)] that can be computed solely based on the ob-
served graph (which could be a sample from either the null hypothesis or alternative
hypothesis). Clearly, this is not possible in full generality, but if the edge probabilities
have some additional structure then this become possible.

Here we consider the scenario where, under the null hypothesis, the edge prob-
abilities p;; have a so-called rank-1 structure. The resulting model is sometimes also
called a hidden-variable model. That is, we assume that each vertex i € V'is assigned
a weight w; € (0,1) and that the edge probabilities are given by p;; = w;w;. This
is probably one of the simplest models for inhomogeneous random graphs possible.
Note that this model is very similar to the degree corrected stochastic block model
[85/95,/116]), except that our focus is on the detection of small communities, whereas
the literature on stochastic block models is typically concerned with the detection of
much larger communities. Further, there are strong connections between this model
and the configuration model [43}[104].

To make it possible to estimate E,[e(D)] we need to assume that the graph is not
too inhomogeneous and not too sparse, as formulated in the following assumption:
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Assumption 3. Let w_,, = maX;c,w; and wy,;, = min;c, w;, then the maximum
allowed inhomogeneity is

Winay —ofv23 A B2
(E) = o(r 3 A 7wmin>. (4.14)

Using the above assumption, we will show that it is possible to estimate Ey[e(D)]
by using the observed edges going from D to the rest of the graph —D = V' \ D. Note
that the exponent 2/3 in Assumption [3]is not an arbitrary choice, but as we explain
below, it is actually the best possible exponent that still ensures that our estimator
works.

When C C V is the planted community, and we estimate Ey[e(D)] for a large
enough subgraph D C C using this approach, we will obtain an almost unbiased
estimate both under HO aswell as under H;. This is because enough of the edges used
in this estimate have the same distribution under the null and alternative hypothesis.
Our estimator is based on the identity

o NI ],

4 2iep
(4.15)
This identity is explained in more detail in Section [4.5.6.5} and it is valid when As-
sumption [3|holds and n is large enough. Note that both Ey[e(V)] and E,[e(D, —D)]
are the sum of a large number of edge probabilities p;; = w;w;, and most of these re-
main unaffected under the alternative hypothesis. Because of this, and since ZieV w?
will generally be negligible, we will estimate E[e(D)] by

(Ve¥) = (V) = 2¢(D. D))’
L .

e(D) = (4.16)
Here we have used that (Wp,/Wpin)?> < 1?3 by Assumption [3} which ensures that
the term >, w?/2 in ([@13) becomes negligible, and therefore that our estimator

eff?) is a good surrogate for Ey[e(D)]. This also explains the exponent 2/3 appearing
in Assumption [3] as this is the largest exponent that still guarantees that the term
Zie D w?/2 is negligible. This is discussed in more detail in Section @

In most cases, the estimator in can essentially be used as a plugin for the
scan test of the previous section. However, this estimator might not concentrate very
well when E[e(D)] becomes too small. To remedy this, we use a thresholded version
of the estimator given by

D) = (e(D) v 2L e (n/|D|)> (4.17)
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Using the thresholded estimator in (4.17), we can consider the same scan test as in
the previous section but with Ey[e(D)] replaced by the estimator e(D)¥. This leads to
the definition of the scan test for unknown edge probabilities as

. efl\))vh([e(D)/ef]\))V — 1]+)
o= ID[log(n/ID)

(4.18)

where the superscript u is used to indicate that we consider the setting with unknown
rank-1 edge probabilities.

As in the previous section, we scan over subgraphs and reject the null hypothesis
when T}, becomes too large. However, as explained above, when scanning over sub-
graphs D C V whose size |D| is much smaller than |C| = r we run into a problem
because of the bias in efb)v. Luckily this is not a problem because Assumptionen-
sures that asymptotically the maximum of 73, will always be attained at a subgraph
of size |D| > r!'/3, see the proof of Lemmain Section Therefore, for e > 0
fixed, the scan test for unknown edge probabilities rejects the null hypothesis when

€
™= max  THp>1+ . 4.19
pev,riBspler P 3 (4.19)
This brings us to the main result of this section, which provides conditions for
the scan test in (4.19) to be asymptotically powerful:

Theorem 4.3. Suppose that the community size r is known and that Assumption
holds. Then the scan test (4.19)) is asymptotically powerful whenr = o(n), Ec[e(D*)] -
oo forall C C Vof size |C| =1, and

EgleD)lh(oc - 1)
X —Dlogt/Dp =1 T& (4.20)

where € > 0 comes from the definition of the scan test in (4.19).

Comparing this result with Theorem we see that for rank-1 random graphs,
Assumption [3|is the only extra condition necessary when the edge probabilities are
unknown. Furthermore, by the same argument as in the previous section it can be
shown that either Assumption or|1.2|is sufficient to ensure that Ec[e(D*)] - oo.
Therefore, to make the result in Theorem4.3|directly comparable to Theorem 4.1 we
provide the following corollary:

Corollary 4.3. Suppose that the community size r is known and that Assumption
and either Assumption[1.1]or[I.2holds. Then the scan test is asymptotically power-
ful when, forall C C Vof size |C| =,

Eole(D)]h(pc — 1)
X —Dlogt/Dp = T& (4.21)

where ¢ > 0 comes from the definition of the scan test in (4.19).
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Moreover, a result similar to Corollary also applies in the setting with un-
known edge probabilities. This leads to the following result:

Corollary 4.4. Suppose the community size r is known and that Assumption 3| holds.
Ifr > n% Wy > 170, and W/ Wiin)? = 0(n=?) for 0 < b < a < 1, then the scan
test in is asymptotically powerful when for all C C V of size |C| = r,

Eole(D)]h(pc — 1)
B " Dllogeuip) > 1T (4-22)

where € > 0 comes from the definition of the scan test in (4.19).

4.3 Examples

The results in the previous section provide conditions for when it is possible to detect
a planted community C C V. When the scaling p. is large enough it is asymptotically
possible to detect a planted community using the scan test, and when the scaling o
is too small it is impossible for any test to detect a planted community. To understand
at which scaling pc this change happens, we need to characterize the behavior of

Eole(D)]h(pc—1) _

bed T D] Tog(n/ D)) (4.23)

The subgraph that attains the maximum above will be denoted by D* = D* and
was defined in Definition[4.1] In this section, we present several examples of differ-
ent random graph models and illustrate how depends on the inhomogeneity
structure. For clarity of presentation, the parameters in these examples are chosen
such that the scaling p. satisfying always converges to a constant.

In the examples below, the lower bound from Theorem |4.1|as well as the upper
bound from Theorems [4.2]and [4.3] are applicable because Assumptions and
are all satisﬁecﬂ Furthermore, it can be checked that Assumption and
are also satisfied. Thus, the only reason why Assumption does not hold in the
examples below is because the edge density condition from Assumptionis not
satisfied. The reason for this is that it is not possible to simultaneously satisfy that
edge density condition and have the scaling p- from converge to a constant
larger than 1. This means that a choice had to be made between either selecting
examples that satisfy Assumption[L.1Jor having pc—1 converge to a positive constant.
We choose for the latter option to improve the clarity of presentation.

There are, however, also many interesting examples where Assumptiondoes
hold. For instance, it is possible to satisfy Assumption in any of the examples

IThe examples in Section consider randomly sampled vertex weights, and therefore the assumptions in this
section hold with high probability. Furthermore, this section also contains some examples where Assumptioninstead
of Assumption|T.2]holds.
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below by simply increasing the community size r or the edge density (by increasing all
vertex weights by the same factor). Thus, in the examples below, it is possible to apply
Theorems[4.1} [4.2] and [4.3|because Assumptions|I.2] 2]and [3|hold, and this remains
true for larger community sizes or denser graphs but then because of Assumptions
[1.1}Jand[3] This explains how Assumptions|[I.1]and[1.2]are nicely complementing
each other to make our results applicable in a wide range of scenarios.

4.3.1 Erdds-Rényi random graph

The arguably simplest setting where we can apply our results is that of an Erdés-
Rényi random graph, where all edge probabilities p;; = p are equal, so that the graph
is completely homogeneous. In this case, the subgraph D* that attains the maximum
in (4.23) is always the complete planted community C C V. Letr = o(n), r — oo and
p — 0be such that r*p — co. One easily sees that (4.23]) becomes

ax ole@)]h(pc —=1)  Eole(O)]h(pc —1) _ rHy(ocp)
pcc  |Dllog(n/[D) — [Cllog(n/|C) ~ 2log(n/r)’

(4.24)

where Hp,(oc p) is the Kullback-Leibler divergence between Bern(p) and Bern(oc p).
Note that this is the same condition found by Arias-Castro and Verzelen, who con-
sidered the problem of detecting a planted community in an Erdés-Rényi random
graph [[11} see (9) and (15)].

4.3.2 Rank-1random graph with 2 weights

A slightly more complex setting is where the underlying graph has a rank-1 structure
with two different weights. Some of the vertices have large weight w,,,,, and the
remaining vertices have small weight w,;,. Therefore, there are three different edge
probabilities in the underlying graph: p;; = w2, when both endpoints have large
weight, p;; = w2, when both endpoints have small weight, and p; i = WmaxWmin
when one of the endpoints has large weight and the other small weight.

The subgraph D* that attains the maximum in depends crucially on the
amount of inhomogeneity in C C V, and because we only have two different weights
this translates to the ratio of vertices with large weight w,, and vertices with small
weight w,;, in C. Moreover, it can be checked that the maximum in (4.23) is attained
either on the whole subgraph C, or on the subgraph C,,, C C con51st1ng of only the
large-weight vertices in C. Specifically, assuming log(n/|C|) < log(n), the maximum
in (4.23) is attained at Cy,,, when

|C| -1+ (Wmax/wmin)2

|Cinax| > (1 +0(1)) (Wiax/Win — 1)?

, (4.25)

and otherwise it is attained at C. Here we can see that the amount of inhomogen-
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eity plays an important role in determining the maximum in (4.23), and therefore in
determining whether a planted community can be detected or not.

In Figure 4.1 we give two examples of the threshold scaling pc required for the
scan test to be asymptotically powerful. When, for every C C V, the scaling pc is
chosen above the blue curve then the scan test is asymptotically powerful by Theor-
ems[4.2land 4.3} and when it is chosen below the blue curve then all tests are asymp-
totically powerless by Theorem[4.1] Here we can clearly see a sharp bend in the blue
curve at the point where |Cp,,,| crosses the threshold in (4.25). This happens because
there are many vertices with large weight when |Cp,,| is large and it is optimal to
only use these vertices when trying to detect a planted community. However, there
no longer are enough vertices with large weight when |C,,,,| becomes too small and
it becomes more beneficial to also use the vertices with small weight.
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Figure 4.1: Example of the threshold scaling p. required for detecting a planted community
using the optimal subgraph D* (blue, left axis) and the threshold scaling p- required when us-
ing the whole subgraph C instead (dashed blue, left axis), together with the size of the optimal
subgraph |D*| (red, right axis). The specific numerical values are simply chosen to highlight
the different regimes possible; other choices produce similar results.

4.3.3 Rank-1random graph with 3 weights

Extending the setting in the previous section, we can consider a rank-1 random graph
with three different weights. Some vertices have large weight w,,,,, some vertices
have medium weight w4, and the remaining vertices have small weight wy,;,. In this
setting the situation becomes even more complex, and the subgraph D* that attains
the maximum in depends on the amount of vertices of each type in C C V.

In Figure[d.2)we give an example of the threshold scaling p¢ required for the scan
test to be asymptotically powerful in the setting with three weights. When, for every
C C V, the scaling p. is chosen above the surface then the scan test is asymptotically
powerful by Theorems 4.2]and and when it is chosen below the surface then all
tests are asymptotically powerless by Theorem We can see that when there are
enough vertices with large weight w,,,, then it is optimal to only use these large-
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weight vertices (green region), but as the number of large-weight vertices decreases
it becomes beneficial to include also medium-weight vertices (orange region) or even
small-weight vertices (blue region). Note that the cross-section with no medium-
weight vertices is the same as Figureand the cross-section with no large-weight
vertices is the same as Figure[4.1(b)}

Threshold pc

Figure 4.2: Example of the threshold scaling pc required for detecting a planted community
when using the optimal subgraph D*. In the blue region D* consists of all vertices, in the
orange region D* consists of both large and medium-weight vertices, and in the green region
D* consists only of large-weight vertices. The parameters used are r = |log(n)?], Wy =
1/1log(n), Wyeq = 1/(2.510g(n)), Wi, = 1/(6.51og(n)). These values are chosen for ease of
comparison with Figure

4.3.4 Rank-1random graph with an arbitrary number of weights

In this section we consider the setting where the graph contains several different ver-
tex weights. In this case it is more difficult to characterize the subgraph D* that
maximizes for a given subgraph C C V, and finding this subgraph becomes
optimization problem. This is because, for a given size |D|, we only need to consider
the subgraph D consisting of the |D| largest weights in C. Using this insight we can
approximate (4.23). Let F(x) be the empirical distribution function of the weights
in C, then

Eole(D)lh(pc—1) _ ()G Sk B )y hpe =)
Dgé‘( |D| log(n/|D|) - kergéfr} klog(n/k)

A 2
r (S B 0)dy) h(oe — 1)
~ max —
ae(0,1] 2 log(n)

(4.26)

>
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where Fz'(y) = inf{x € R : y < F-(x)} is the quantile function of F-(x), and we
have assumed that r = n°") such that log(n/r) < log(n) in the second approximation
above.

To apply we need to know Fp(x), which is different for every subgraph C C
V. However, instead of characterizing the threshold scaling o for every subgraph C,
we can instead consider a uniformly chosen subgraph C. In this way, if the vertex
weights are sampled from a distribution W with distribution function F(x), then we
know from the Glivenko-Cantelli theorem that F-(x) will eventually be close to F(x),
uniformly in x. With this in mind, we can consider the required threshold scaling p~
when C is a uniformly chosen subgraph and the vertex weights are sampled from a
distribution W.

In Tablel4.1|this is done for a community of size r = |log(n)*| and weight distri-
bution W = (s + X)/log(n)*?, where we consider several different distributions X.
We add a small constant s to ensure that none of the vertex weights can become too
small and we have normalized the weights by log(n)*? to ensure that in each example
the maximum weight is less than 1 with high probability. These choices ensure that
Assumptions and [3] hold with high probability. Furthermore, we have that
rE[W1?/log(n/r) = O(1), and by this guarantees that p- = O(1), so we obtain
a numerical value for p that is asymptotically independent of n.

Table 4.1: The threshold scaling pc required to detect a planted community C that is planted
uniformly at random (based on setting the approximation in equal to 1 and then solving
for pc). We provide the analytic results together with a numerical example where E[X] = 1.
The community size is r = |log(n)*].

w Threshold p¢ |D*|
s+X » -1 2
—log(n)3/2’ X ~Degen(5) h ((s+5)2>+1 r
§=1, s=0.1 3.311 1.000 - r
s+tX -1 2 2
TR X~Bern(q) h <—q(s+t)2 A s )+1 qr or r
q=0.5, t=2, s=0.1 2.624 0.500 - r
s+X . —1(27 b-a 2 b+s
,  X~Unif(a,b) —_— el
log(n)3/2 4 (b+s)3 3 b-a
a=0, b=2, s=0.1 3.144 0.700 - r
s+X -1 _# sA—1
W, X~Exp(4) h <2e3/1—1 >+1 € r

A=1, s=0.1 2.939 0.407 - r
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Table 4.2: The threshold scaling pc required to detect a planted community C that is planted
uniformly at random (based on setting the approximation in equal to 1 and then solving
for p¢). We provide the analytic results for community size r = |n/4log(n)*|. Note that, the
threshold scaling p is equal to 1 + ®(n~'/®) in these examples because h(x) = x?/2 as x — 0.

w Threshold p¢ |D*|
o XeDegen(®) h-1<ﬁ ﬁ)+l r
10;:%’ X~Bern(q) h™! ( — <q(s+t)2 (stqt)Z ))+1 qr or r
10;%, X~Unif(a,b) h! ( i (b+s)3 >+ 1 g z%z r
Jﬁ, X~Exp(1) h=! (L/ e ) esA-1,

Moreover, in Table We consider the same examples as in Table but with
a larger community size r = |n'#log(n)*|. In this case Assumption does not
hold because the community size r is too large. However, we can now apply As-
sumption [1.1] instead. To see this, note that Assumption [1.1][(i)] and [(ii)] hold with
high probability provided § < 1/4. Furthermore, Assumption also holds with
high probability because the edge probabilities differ by at most a factor log(n)? (i.e.,
Pmax/ Pmin = O(log(n)?)) with high probability.

This shows that Assumptions[1.1]and [I.2)are nicely complementing each other.
For small communities (as in Table[d.1)) our results can be applied because Assump-
tions [1.2] . [} and [3] hold with high probability, and for large communities (as in
Table our results can still be applied because Assumptions [L.1] [2] and [3] hold
with hlgh probability.

4.4 Discussion

In this section we remark on our results and discuss some possibilities for future
work.

Unknown community size. When presenting our results, we have always as-
sumed that the size of the planted community is known. In practice, this is often
not the case and it would be necessary to estimate the community size before testing.
In our case, the scan test can easily be extended to the setting of unknown community
size. To see this, note that the scan test can detect any planted community provided
thatitisnotlarger than r. Hence, one can simply use the scan test with a large enough
value for r and it will detect a planted community of size at most r.
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Alternatives to the scan test. When the community size |C| = r becomes much
larger than allowed by Assumptionor that is r > +/n, then the scan test is no
longer optimal. This was considered by Arias-Castro and Verzelen for an Erd§s-Rényi
random graph [11]], where they show that for large communities, a statistic based on
simply counting the total number of edges is optimal. A similar idea can also be ap-
plied in the inhomogeneous settings. This suggests that such a test is asymptotically
powerful, if for all C C V of size |C| =,

Ec[e(O)] =~ Eole(O)]
Eole(V)]

Alternatively, when the communities become extremely large such that r = @(n)
then our model becomes a version of the degree corrected stochastic block model
[116]]. In this case, it might be beneficial to consider tests based on spectral methods
[35,[95] 124, [136].

Another setting where the scan test is no longer optimal is when the underlying
graph is very sparse. In this case, one could consider tests similar to those considered
by Arias-Castro and Verzelen [12].

Beyond the rank-1case. In Section[4.2.3)we consider unknown edge probabilities
by additionally assuming a rank-1 structure. This can likely be generalized to edge
probabilities that have different structural assumptions, provided Assumption [3]is
suitably adjusted. The main difficulty in obtaining a result similar to Theorem
would then be to find an estimator for E,[e(C)] and show a consistency result similar
to Lemmal4.2} Such a result will depend heavily on the precise structural assumptions
made.

Relaxation of Assumptions[l.1} and2] All assumptions needed to prove the
information theoretic lower bound in Section require that certain conditions
hold for all sets C C V of size |C| = r. This can be slightly relaxed because it is only
necessary that these conditions hold for most sets C C V. Specifically, there needs
to exists a class € such that the conditions in Assumptions and [2| hold for
all C € € and P(C € €) — 1, where P(-) denotes probability with respect to a
uniformly chosen set C C V of size |C| = r. To see this, one only needs to modify the
truncation event in to also include all sets C ¢ C. That is, one needs to modify
the truncation event to I;> = I- U {C & C}, where I is the original truncation event

from (4.52)).

Computational complexity. In general, the computational complexity of scan
tests is not polynomial in the graph size n. In the homogeneous settings, it has been
conjectured that polynomial time algorithms are not able to achieve the minimax
rate [98]]. Inhomogeneity in the graphs can make computations easier - for instance
in very inhomogeneous cases it is possible to recover the largest clique of a graph in
polynomial time [82]. It thus remains an interesting avenue for future work to thor-
oughly characterize the statistical limits of tests under computational constraints.

(4.27)
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4.5 Proofs

In this section we prove our results. We start with the proof of Theorem [4.2]because
it is the simplest and it sets the stage for some of the arguments in the proof of The-
orem We end this section with the proof of Theorem 4.1} which shows that the
results obtained in Theorem[.2]and Theorem[4.3]are, roughly speaking, the best pos-
sible.

4.5.1 Proof of Theorem Scan test for known edge probabilities is power-
ful

In this section we prove that the scan test in (4.9) is asymptotically powerful. That is,
under the conditions of the theorem, both type-I and type-II errors vanish.

Type-I error. We will show that Py(7% > 1 + ¢/2) — 0. This is done through a
relatively straightforward use of Bennett’s inequality and the union bound. Using
(Z) < (%) , it follows that

]P’0<1"‘21+§>=]P0( max T‘[‘,21+§>

DCV,|D|<r
Eole(D)] h ([e(D)/Eole(D)] - 1] ) ¢
- P"(f?z?é‘rpggf%ik k log(n/k) 21+ 5)
Eole(D)] h ([e(D)/Eole(D)] - 1] ) e
: 1sZkgngV%>|=k ]P’o( klog(n/k) =i E)

¢ 3 (orlemn(2)
.y (e(g)“)’;%qo

1<k<r 1—e (1
n
The first and second inequality follow from a simple union bound and Bennett’s in-
equality given in (4.7)). The final step relies on the fact that k/n < r/n and r = o(n).
Therefore we conclude that the scan test has vanishing type-I error.

Type-Il error. Showing that we have vanishing type-II error starts by realizing that
Po(Th > 1+ ¢/2) > Po(TK. > 1+ ¢/2), for every C C V of size |C| = r, where D*
was introduced in Definition[4.1] The rest of the proof entails showing that for every
C C Vofsize |C| =T,

Eole(D*)] h(pc — 1)

k
Tp» = (1 +0,.(1)) |D*| log(n/|D*|)

(4.28)
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Together with this implies that, for every C, we have ]I’)C(T]'f-,* >1+¢/2) —> 1.

Let C C V be an arbitrary subgraph of size |C| = r and recall D* := D* from
Deﬁnition(we drop the explicit dependence of D* on C to avoid notational clut-
ter). To prove it suffices to show that

Eole(D*)] h([e(D*)/Eole(D*)] = 1], ) = (1 + 0,,(1)) Eo[e(D*)] h(pc = 1) (4.29)

To see this, note that x — h(x — 1) is convex, with derivative h’'(x — 1) = log(x)
and therefore h(x — 1) > h(y — 1) + (x — y)log(y). Using this, together with x =
e(D*)/Egle(D*)] and y = Ecle(D*)]/Egle(D*)] = pc > 1, we obtain the lower
bound

[e(D*)]

. e(D*) " Ec[e(DY)]
Eole(D*)] ([EO[ ] 1L>—E°[e(’3 (5o 1)
Ecle0)])

> (e(D*) - ]Ec[e(D*)])log<]E0[e i
= (e(D*) — Ec[e(D*)])log (oc) -

Eole(D*)] ([ «D) 1]) Eole(D*)] h(pc — 1)

It follows by Chebyshev’s inequality that

(e(D*) = Ecle(0)]) og (pc) = Ory Ecle@")] log(ec).

Therefore, the inequality in (4.29) holds when

VEcle(D*)]log(pc)
Eole(D*)]h (oc — 1)
To show this, we consider three cases depending on the asymptotic behavior of pc.

Although these three cases do not cover all possibilities, they suffice, by the argument
in Remark (.11 below.

= o(1). (4.30)

Case 1 (pc — 1): Using ﬁlog(x) =(x—1)asx — 1,and h(x — 1) < (x — 1)?/2 as

x — 1 gives
\/ Ecle(D*)]log(pc) = (1 + 0(1)) 4/ Eole(D*)](oc — 1),

and

Eole(D")]h(pc — 1) = (1 + 0(1)) Eq[e(D*)](oc — 1)?/2.
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Hence, by we have
Eole(D)](poc — 1)* < 2Eo[e(D*)]h(pc — 1) > 2|D*|log(n/|D*|) — co.

Combining the above gives

Ecle(D)[log(ec) _ 2 B
Eledhec-D Y e

This shows that holds when pc — 1.

Case 2 (pc — a € (1,0)): In this case 1/pc log(oc) = O (h(pc — 1)), and by
we have Eg[e(D*)]h(oc — 1) > |D*|log(n/|D*|) — oo. Therefore

\/ Ecle(D®)]log(pc) = 4/ Eole(D*)]/pc loglec) = o(Eq[e(D*)]h(pc — 1)).

This shows that (4.30) holds when po - a € (1, ).

Case3(pc — o0): Using h(x—1) < xlog(x) as x — oo and because E[e(D*)] — o

we have
VEc[e(D*)]log(pc) 1

Eole(D*)Ih(oc = 1)~ \/Eg[e(D")]

This shows that holds when p — o0, and therefore that holds in all the
three cases.

= o(1). (4.31)

Remark 4.1 (General p. sequences). Note that p- might not fit one of the above
cases, but may rather oscillate between a combination of the three. However, this is
not a problem. For every subsequence of pc, there exists a further subsequence along
which the scaling o satisfies one of the three cases. Hence, holds along this
(further) subsequence, which implies that also holds along the full sequence.
This type of argument will be used in several more places in the proofs.

The proof of Theorem is now easily completed using (4.28) together with
(4.11). For every C C Vof size |C| =,

Eole(D*)] h([e(D*)/Eole(D*)] - 1], )

[D*[ Tog(n/[D*])

Eole(D*)] h(lpc = 114)
[D*] Tog(n/[D*])

> (1+0p(1))A +¢).

">k, =

> (1+0,.(1))

Hence, P (7% > 1 + £/2) — 1. This shows that the type-II error vanishes, completing
the proof. O
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4.5.2 Proof of Theorem Scan test for unknown rank-1 edge probabilities
is powerful

In this section we prove that the scan test in is asymptotically powerful, but
we first derive some auxiliary results. The first of these shows that if a planted com-
munity can be detected then it can be detected based on the evidence of the subgraph
D* from Deﬁnition Moreover, by Assumption it follows that D* must be relat-
ively large. Specifically, we show that |D*| > r'/3, This explains why the scan test in
is defined to only scan over subgraphs larger than r/3.

Lemma 4.1. Forany C C V of size |C| = r, let D* be as given in Deﬁnition When
Assumption[3 holds then |D*| > r'/3.

Proof. We use a proof by contradiction. For any D C V of size |[D| < r'/3, it follows
by Assumption [3that

Eole®)] _ D=1 _ why
ID|log(n/|D[) = 2 log(n/|DI)
O(}’) Wrznin
=2 log(n/ri/3)
ICl =1 whi Eole(C)]
2 log(n/|C|) ~ |C|log(n/|C])’

Hence, a subset D C V of size [D| < r'/* does not maximize the right-hand side of
([@.10)), and therefore |D*| > r/3. -

In the second auxiliary result we quantify the deviations of e@) around Eq[e(D)].
We note that the lemma below remains true when all (1 + o,, (1)) terms are replaced
by (1 + 0,(1)) terms. So, this results holds under both the null and alternative hy-
pothesis. This crucial property is key to ensure that we can deal with unknown edge
probabilities.

Lemma 4.2. Let D be a set of subsets of the vertices V, such that r'/3 < |D| < r for all
D € D. Under Assumption[3land

e(V) = (1 + 0, (M)Eo[e(V)],
e(D,—D) = (1 + 0, (1))Ey[e(D, —D)], uniformly over all D € D.

the deviations of e(D) around Eole(D)] satisfy

efl\)) .
——<— =1+4+0,(1), uniformly over all D € D.
Eole@)] ~ ' T formly
Additionally, the statement above remains true when all (1 + o, (1)) terms are replaced
by (1 + 0,.(1)) terms.
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Proof. Define f(x;,x;) := (\/x_l —x; - 2x2)2 for x; > 2x,. Then the partial deriv-
atives of f(x;,x,) are given by

O (x x)=—(\/x_1_ x1—2x2)2 ___ JGax)

6x1 172 \/x_l ,xl_zxz \/X_l ,—x1_2x29

i(x x)=2\/x_l_ V4 2% 2 f(x1,%3)

oxy "7 Vxp —2x, \/xl—sz(\/x_l_M)'

We use a Taylor expansion of f(xi, x,) around (a;, a,) with a; > 2a,. Specifically,
there exists (&, §,) with £, in between x; and a;, and &, in between x, and a,, such
that

flr ) = fana) + 2, )0 —a) + 2,8 (- a). (@432)
1 2

To continue we use together with (x;,x,) = (e(V),e(D,—D)) and (a;,a,) =
(Eole(V)], Eole(D,—D)]). Because e(V) = (1 + 0,(1))Eo[e(V)] by assumption, it
follows that for any &; between e(V) and Eq[e(V)] we have & = (140, (1))Eq[e(V)].
Similarly, by assumption we have e(D, —D) = (140, (1))Eo[e(D, —D)] uniformly over
all D € D, and therefore it follows that &, = (1 + 0, (1))Eo[e(D, —D)]. Hence,

f(e(V),e(D,—D))
f(Eole(V)], Eo[e(D, —D)])
(1 +0,(1)) (e(V) — Eole(V)])

 VEole) W Eo[e(V)] — 2Eole(D, —D)]
2+ 0, (1)) (e(D, —D) — Eo[e(D, ~D)])

+
VEole(W)] = 2Eo[e(D, —D)|(V Eole(V)] — VEo[e(V)] — 2E[e(D, —D)])

e(V) — Eole(V)] e(D, —D) — Eo[e(D, —D)]
Eole(V)] Eole(D,—D)]

(4.33)

=1-(1+o0,(1) +(2+0,(1)

=1+o0,(1),

where we have used Ey[e(D, —D)] = o(Ey[e(V)]) and Ey[e(V)] — oo in the second
equality above, which is ensured by Assurnption To see this, note that w2, <1
and therefore (Wp e/ Wpnin)? < OGWinn) < o(g), hence

Eole(D,—D)] ID|nw2,, _ |D| /n _ (ID]\ _
S < (o < Tho(3) =0 ()=o)
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To continue, we will show that

f(e(V),e(D,—D)) = 4¢(D), (4.34)
 (Bole(V)}. Eole(D. ~D)]) = (1 + o()) (4 Eole)] +2 Y, w)  (439)
ieD

= (1+0(1))4 Eo[e(D)].

Here (4.34) follows directlifrom the definition in (4.16). To obtain the first equality in

. 1
(4.35) we use Assumptlonto ensure that ]Eo[e(V)]+E Ziveiz = (14+0(1)Ey[e(V)].
This is easily shown since
EoleW)] + 3. w? 2 2/3,,2 2/3
0 Zley i <1+ :szax S1+l’l.rn V‘Z)mm=1+2r_=1+o(1).
Eole(V)] (z)wmin (z)wmin n—1

For the second equality in (4.35) we need to show ),
end, we first show

ieD w?/Eq[e(D)] = o(1). To this

2

ZieD Wi < 1 (Wmin + Wmax)2

(4.36)
(Z b Wi)z 4|D| Whin Wmax
e

To see this, note that the ratio 3;._ w7 /(¥ wi)2 is maximized when a fraction
a = Wyin/(Wpin + Whay) Of the vertices in D has weight w,,,, and the remaining
1— «a fraction of vertices has weight wy,;,. Plugging this in we obtain (4.36). Then, by
Assumption [3|it follows that Wy, /Wi = o(r/?) and using that |D| > r'/3 together

with (4.36), we obtain

2
ZieD W 1 (Wrnin + Wmax)2 1 Whax _ O(l"l/3) _
=L < — < — = —35 = o).
(Z W) 4|D| Whin Wmax |D| Whin r
ieD 1

Hence, plugging (4.34) and (4.35) into (4.33])) gives

eD) _ fe(V),e(D,-D))
Eole(D)] =(1+0(1)) F(Eo[e()], Eo[e(D, —D)]) =1+ Opo(l)).

Finally, it can easily be checked, using the same steps as above, that the lemma re-
mains true under the alternative hypothesis (i.e., when all (1 + o, (1)) terms are re-
placed by (1 + 0, (1)) terms). O

We are now ready to prove Theorem [4.3] which shows that the scan test in is
still asymptotically powerful even when the edge probabilities are not known. To
this end, we again show that both the type-I and the type-II error vanish, which we
do separately below.
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Type-Ierror. Here we show Py(T" > 1+¢/3) — 0. To this end, we show that using

the truncated estimator e(D)" from (4.17) is asymptotically as good as using E[e(D)].

Specifically, we show that uniformly over all subgraphs D C V of size r'/3 < |D| < r,
Eole(D)]

max —— <1+ OPD(I)' (437)
DV, riB3ID|sr  g(D)Y

To show this, define the random set D := {D C V : rV/3 < |D| < r, e(D)¥ < Eo[e(D)]}
and rewrite (4.37) as

(MH{DGD} + Mﬂ{uw}). (4.38)
D¢V, r13<|D|<r e(DYV e(D)V

In the second term above we have D ¢ D, so this term is trivially less than or equal
to 1. Therefore we will focus on the first term in (4.38). For any D € D, it follows by
definition of the thresholded estimator e(D)" in (4.17) that

D2

ieD ieD
Now, by the second part of Assumption[3Jwe have 1 < ( ‘““") w2, and therefore
Wmm
Whin = Vr/n > 1/\/_ Using this we obtain

E,[e(D, —D)] = <§3 wi>(%j3 Wj) > 5_' log ( | g| ) ”‘T’Lm (4.39)

= (1+0(1))|D|log <|D|>

log <|D|> < e(D)v < Eple(D)] < (Z wl->2, hence |Tlog < ) Z w;.
<z

Recall that Bennett’s inequality ensures that, for ¢ > 0,

Py(e(D, —D) — Eqle(D,~D)] < —1) < exp (—Eo[e(D, —D)]h(m)).

To get a uniform bound over all subgraphs D € D, we use a union bound together
with (4.39). For any § > 0 and n large enough, this gives

P(gleig o(D, ~D) ~ Egle(D, ~D)] < ~(1 + 83/ 2 Eqle(D, ~D)] D] log(n/|D|))

< 2 2 Yede-pyza-8)pitogwip)}
1<k<r DCV,|D|=k

« ]P’(e(D, —D) — Eyle(D, -D)] < —(1 + 5)\/ 2 Ey[e(D, —D)] |D| log(n/|D|))
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IA

D0 > YEole®,~D)2(1-8)|Dllog’(n/D))}
1<k<r DCV,|D|=k

x exp(—]EO[e(D, ~D)] h((l +6) M))

Eo[e(D’ _D)]

(4.40)

A IA
A
A
A M
— J—
SN——
S = 2
~—, LS}
SN— —
= |
IA (=
= +
R
@ |5, )
R N 5}
N— i oQ
(e%) —
IS
\l, N—
SN—
o

For the step in (4.40) we have used the result in (4.39) together with h(x) < x2/2 as
X — 0, and the final step relies on the fact that k/n < r/n and r = o(n).
Then, using the above together with (4.39)), it follows that uniformly over D € D,

e(D,~D) — Egle(D.—-D)] _ ( |D|1og<n/|D|>)=o O @4

]EO[e(D7 _D)] IE’O[e(D’ _D)]

To bound the deviations of e(V') we use Chebyshev’s inequality,

V) — Eole(W)] _ I
Eole(V)] —0%( ]Eo[e(v)]) 0,,(D). (4.42)

Using (4.41)) and (4.42), it follows by Lemma[4.2]that uniformly over D € D,

) ()
Eole(D)] = Eole(D)]

This shows that the first term in (4.38) is less than or equal to 1+ 0,, (1), and therefore

that (4.37) holds.
Then, using it becomes relatively straightforward to show that the type-
I error vanishes. Indeed, note that ah([g - 1]+) < bh([% - 1]+) for a > b, and

therefore

=140, (D).

] . (D) h([e(D)eD) - 1], ) .
Po(021+3) = PO( BE ID[Tog (W/ID]) =1+3
rl3<|D|<r
1+ 0, B L@ A([a+o,az 2 1] )
ole +
<Fol B [lTog (771D Z1t3)

ri3<|D|<r
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Then using the same reasoning as in the proof of Theorem it follows that the
type-I error vanishes.

Type-II error. Here we show that Po(7¥ > 1 +¢/3) > Pe(Th« > 1 +¢/3) - 1, for
every C C V of size |C| = r, where D* = D* is defined as in (4.10). To this end, we
start by quantifying the deviation of eTD\* )/ Eo[e(D*)] under the alternative.

By Chebyshev’s inequality,

E(D*, —D*) - ]Ec[e(D*, —D*)] _ ; _
Ec[e(D*, —D*)] = Ou»c( ]Ec[e(D*,—D*)]) 0,.(1),

)~ Eelen] _ o ([T )_
Ecle(V)] _O“”C< IEc[e(V)]> or()

2 1 .
Moreover, pcw?:, < 1 and therefore @ = o(=w?;,) < o(=—) by Assumptlon
Whin r rpc
2 .
z W;““ ) Therefore

¥ Wmax

Hence pc <0 (

Ecle(D*,~D¥)] Ecle(D*,C\D")] _ Eole(D*,C\ D*)]
Y= E e, —Dm)] = T Egle@m v\ D) | TP E e, v\ DY)

ID*|(IC] = ID*]) Wihax r wy

w:
<1 <1 —maX <q 1).
Sl+ee D= prhwe, < Tre <1+o)

2
min min

By the above it follows that Eq[e(D*, —D*)| = (1 + 0(1))Ey[e(D*, —D*)], and simil-
arly Ec[e(V)] = (1 + o(1))Ey[e(V)]. Therefore

e(D*,—=D*) = (1 + 0, (1))Eo[e(D*,—D*)], and e(V)= (1 + 0,,(1)Eq[e(V)].
Then, applying Lemma[4.2](using the set D = {D*}), we obtain

e(D*)

—IEO[e(D*)] =1+4o0,/(1).

Therefore by definition of the thresholded estimator in (4.17)),

o o * |2
e(D*) = (e(D*) Vi anl 10g4(|D”*|>) (4.43)

[D*J?

= <(1 + 0, (1)Eo[e(D*)] V DT log* ( |1;l*| >) '

We continue by considering the two cases in the maximum of (4.43)) separately.
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Case I: Here we have XD\* ) =1+ 0,,(1)Eq[e(D*)]. Plugging this into the defin-
ition of the test statistic we obtain

, (1)
0+ = "D log(n/ D)
(ko )Egle@IA(| (1 +o, 5T ~1] )

[e(D*)]
|D*|log(n/|D*|)

The proof can then be completed by using the same reasoning as in the proof of The-
orem from (4.28) to (4.31). Here the additional o, (1) terms do not make any
difference.

Case 2: Here we have e(D*)¥ = (ID*|?/n) log* (n/|D*]). This corresponds to the
case where the underlying graph is very sparse, and therefore a very large signal pc
is required to detect a planted community.

We start by deriving a lower bound on pc. Using condition and the fact
that Eo[e(D*)] < (ID*|?/n)log* (n/|D*|) and h=1(x) > 1/x, we obtain

1 |D*|log(n/|D*|)> _1< n 1 ) =
pc>h (—Eo[e(D*)] > h BT gD > (1+o()Wn/[D*]. (4.44)

Wmax <

Moreover, by the second part of Assumptlonlwe have 1 < (

Wnin

therefore wy,;, > \/r/n > 1/4/n. Using this together with (#.44) gives

EC[e(D*)] > Pc |D* mln > Pc
e(D*y D <L> B 4( n )
e(D*) - log* o log o

Then, using that e(D*) = (1+40,,(1))Ec[e(D*)] by Chebyshev’s inequality and h(x —
1) < xlog(x) as x — oo, we obtain

— O0.

(D*)W’L(w — 1) > e(D*)Vh<(1 + o0, (1))M 1) (4.45)
e(D*)V ¢ e(D*)V
= (1 + 0, ()Ec[e(D)] mg(w)
e(D*)
— (1+ 0, ())Ec[e(D")] log<p M)
D)

Now, by the same argument as above we have wy;, > 1 /\/_ Hence, it follows that
Eole(D*)] > |D* w2y, > |D*[2/n, so that Eg[e(D*)]/e(D*)¥ > log™* (n/|D*|). Then,



4.5. Proofs 83

using (4.44),

log(oc Eole(D))/e(D*)") _ log(pc/ log (n/|D*)))
log(pc) - log(pc)
L loglog(n/ [D*|) _
=1 —log (o0 =1+o0(1).

Plugging this into (4.45]), we obtain

e(D*)vh(e(L*) - 1) = (1 + 0, (1))Ec[e(D*)] log(pc ]EO/[CE)*)])
e(D*)V D) -

> (1 + 0, (1)Ec[e(D*)]1og (oc)
= (1 + 0, (1)) Eo[e(D*)]h(oc — 1)

> (1+ 0, (1))(1 + €)|D*| log( | D*I)

where the final step follows from (4.20). Therefore, T3, > 1 + /3 with high probab-
ility, completing the proof. O

4.5.3 Proof of Corollaries and

To prove Corollaries [4.1)and [4.3| we need to show that either Assumption [I.1]or
is sufficient to ensure that Ecle(D*)] - oo for every C C V of size |C| = r. When
pc = O(1) this is a direct consequence of conditions and (4.21), therefore we
will consider the case where p- — 0.

Using h(x — 1) =< xlog(x) as x — oo together with (4.12) or (4.21)), we obtain

Eole(D*)]h(pc = 1)
log(pc)

|D7] log(n/ID"])

Ecle(D*)] = (1 +0(1)) log(oc)

> (1+0(1)) (4.46)

Below we consider the two cases where Assumption [1.1Jor Assumption[I.2|hold sep-
arately.

Case 1 (Assumption|[I.1]holds): First, by Definition 4.1/and Assumption [1.1] it fol-
lows that for every C C V,

EoleD™)]  _ Eole(O)]

|D*|10g(n/|D*|) - |C|10g(n/|C|) _( +o0 ( ))

(n/r)

where the final step is a consequence of Assumption In particular, this means
that we must have that |[D*| - 0.
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Then, for every C C V' we have pcp. < 1, and therefore pc < 1/p. <r < ﬁ for
n large enough by Assumption and Therefore, using (4.46)) and because
|[D*| — oo, it follows that

logy/m) _
log(y/m)

Case 2 (Assumptlonholds) For every C C V we have pcp. < 1, and therefore

log(pc) < log(1/p.) = o(log(n)) by Assumption [1.2 um Hence, using (4.46), we
obtain

|D”|log(n/|D™)

Ecle(D)] > (1 + o(1)) log(oc)

> (1+0(1) |D*

|D*|log(n/|D*1) |D*|log(n)
Ecle@™)] 21 +0(1) —————=—— 21 +0(1)) —(—="
cle®?)l log(ec) olog(n)
The above two cases show that either Assumption [1.1] or[1.2]is sufficient to ensure
that Ec[e(D*)] —» oo for every C C V of size [C| = r. O

4.5.4 Proof of Corollariesd.2land [4.4]

Begin by noting that the conditions in Corollary [4.4] imply the conditions on py,.x
and py,, that are stated in Corollary[4.2] To prove Corollaries[4.2]and 4.4 we need to
show that E-[e(D*)] — oo for every C C V of size |C| = r. Because ppax/Pmin =
o(n?-b), there exists a sequence x,, — oo such that p,./Pmin = 1 2/x,. We will
first show that [D*| > n?,/x,,, which we will do by a similar argument as in the proof
of Lemma Suppose |[D*| < nb\/x_n, then because r > n?,

]EO[e(D*)] < |D*| -1 Pmax
|D*|log(n/ID*|) = 2 log(n/|D*|)
_ |D*| -1 na_b Pmin
T2 x, log(n/|D*|)
pmm
<01
( )\/_ log(n/r)

r—1 Pmin < ]EO[e(C)]
2 log(n/r) — |C|log(n/|C])’

Hence, D* cannot be the maximizer in (4.10) when |D*| < n®,/x,,, and therefore we
must have |D*| > nP+/x,. Therefore,

I *|2 n2bxn n—2b
2

Ecle(D*)] = Eo[e(D*)] >

Pmin = — ©0.

The proof of Corollary[4.2)is then completed by applying Theorem[4.2} and similarly
the proof of Corollary[4.4]is completed by applying Theorem 4.3} O
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4.5.5 Proof of Theorem Information theoretic lower bound

To prove Theorem [4.1]we need to show that R,(T,,) - 1, where R,, is the worst-case
risk given in (4.1) and T;, — {0, 1} is any test deciding between the null and alternative
hypothesis. The first step is a reduction from the worst-case risk to the average risk

-1
R(T) =B, @) =D+ (1) T Pel1©)=0).
ccv,|C|=r

Note that the average risk is a lower bound for the worst-case risk, that is R,,(T,,) >
R, (T,). This average risk corresponds to a hypothesis test between two simple hypo-
theses, because the alternative hypothesis is now simple. The means that the like-
lihood ratio test is optimal (by the Neyman-Pearson lemma). In particular, the test
T**(G) = 1i(c)>1} minimizes the average risk, where L(G) is the likelihood ratio,
given in below. To avoid overloading the notation we write simply L to denote
L(G). The risk of this test is given by

R (T') = Po(L > 1) + Eo[L1g<y] = 1 — % Eo[|L —1[].

Therefore, to prove Theorem[4.1] it suffices to show that Ey[|L — 1|] — 0.
Given a graph g, the likelihood ratio L(g) is given by

(M Pe(G=g) _(m" _I
=" L RGp -(7) O L) = ElLel G

where E[-] denotes the expectation with respect to a uniformly chosen set C C V of
size |C| = r, and

SA\AG 1 = S\ 1AL
Le@= ] (pcp”) j( pcp”) g (4.48)

icjec \ Pij 1-pij

To bound Ey[|L — 1|] one generally resorts to the Cauchy-Schwarz inequality to con-
trol instead the second moment of L and obtain E4[|L—1|] < E,[I?]—1. However, in
our setting this bound is too crude, and the variance of L will be rather large in com-
parison to the first moment. To see this note that the second moment can be written
as

Eo[I?] = E®?[E, [Lc, L, ]]

Ajj 1-A;;
=IE®2[]E0[ I (Pclpijpczpij)J((l_pclpij)(l_pczpij)) ’H

P} — )2
i<jeCinC, pij (1= pij)

where E®2[-] denotes expectation with respect to two independently and uniformly
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chosen sets C;, C, C Vof size |C;| = |C,| = r. This second moment depends crucially
on e(C; N C,), the number of edges in the intersection of C; and C,. Although this
intersection is empty or very small with high probability it can be large with small
probability, resulting in a very large second moment if the number of edges inside it
is large as well.

To deal with this issue we use a more refined approach suggested by Ingster [108]]
and later used by Butucea and Ingster [50]] and Arias-Castro and Verzelen [11]]. This
approach relies on a truncation of the likelihood ratio

-1
. (n ]
L:= ( ) >, IreLe = E[IrcLel,
Y/ cev,icl=r

where L is as given by (4.48)) and I} is some truncation event. Using [ < L, the
triangle inequality, and the Cauchy-Schwarz inequality, we obtain the upper bound

EolIL — 1] < Eof|L — 1]] + Eo[L — L] < / Eo[2] - 2Eo[L] + 1 +1 — Eo[L]

Therefore, R,(T**) — 1 when both Ey[L] — 1 and E,[?] — 1. So, the ideal trunca-
tion event should lower the variance of L while still ensuring that the first moment
of I approaches 1.

Intuitively, we would like to use the truncation event to prevent “bad behavior”
at the intersection of two sets C; and C,. However, we can only state the truncation
event in terms of one of these sets. This creates a challenge. For a given set C C V,
the potentially problematic intersections are sets D C C for which Ey[e(D)] is large.
We will denote by & (see below) this class of “potentially problematic” sets.
The idea is then to construct the truncation event so that it removes the set C from
consideration if it contains a subset D € £ for which the number of edges e(D) is
significantly larger than its expectation Ey[e(D)].

To formalize this, it is helpful to express the likelihood ratio in a more convenient
form. Namely,

ij 1 —pcpij
Lo(g) = exp( Z Ajjlog (p;p J) +(1—A;j)log (ﬂ)) (4.49)

i<jec ij 1—pij
= exp( > Aybij(ocpi) — Aij(eij(pcpij))>7
i<jeC
with
q(1 — p;j)
6j(q) == log <—”) and  A(6) =log (1 — p;; + p;je®).
pij(1—q)
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Note that A;;(6) is the cumulant generating function of Bern(p;;), with Fenchel-
Legendre transform given by

Hp, (@) = SUP {ax = A0} = q6;5(q) — Aj(6(@), forq € (pij; 1),  (4.50)

where Hy(q) == q log(g)+(1 -q) log(i:—Z) is the Kullback-Leibler divergence between

Bern(p) and Bern(q).
Now, to construct the truncation event I, we begin by defining for each set C C
V a class of “potentially problematic” intersection sets as

Eo= {D CC: (pc—1)?Eyle(D)] > (1 —¢/2)D| <log( lDl) bn>}, (4.51)

where b,, - oo very slowly. For concreteness we will take b,, = loglog(n/r). Using
this, we define the numbers {p, in the lemma below, the proof of this lemma is mainly
technical and is therefore deferred to Section [4.5.6

Lemma 4.3. Let Assumption[2} and either Assumption[I.1|or[I.2lhold. Then for any
C C Vofsize|C| = rand D € & there exists a unique number {, > 1, such that for n
large enough,

1+ OEleD) (G ~ 1) = |0} log 757
Moreover, {p, satisfies 6;;(Sp pij) < 26;j(oc pij) for every i, j € D.

Using the numbers ¢ > 1 and &, from ([4.51)), we finally define the truncation
events as

Ic ={ > Aii6i(ecpi) < D) piflp 6ij(ecpij), forallD e gc}- (4.52)
i<jeD i<jeD

Loosely speaking 6; j(PcPi j) ~ log(pc), so the above truncation event will remove all
sets C C V for which there exists a subset D € £¢ with e(D) > {pEy[e(D)]. Utilizing
this truncation event, we need to show that both Eo[L] — 1 and Ey[?] — 1.

First truncated moment. Here we show that Ey[L] — 1. Since we are simply
considering a truncation of the likelihood, it follows from Fubini’s theorem that

Eo[L] = E[Eo[Irc Lel] = E[Pc(To)]- (4.53)

Hence, it suffices to show that P-(I;) — 1 for most C C V. Below we will show
the slightly stronger result that minccyc=r Pc(Te) — 1, which together with (4.53)
shows that Eo[L] — 1.
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Begin by noting that
0. . i,
max Bulpepyy) _ 1l-0,  asn— oo. (4.54)
ccv,|Cl=r i,jeC | log(poc)

To see this, consider

1-pjj
log (2P )
6:j(ocpij) - Og<1—PCPij
log (pc) log(pc)

Using Assumption[2]we see that the above converges to 0 uniformly over all i, j € C,
if pc is bounded away from 1. Otherwise, when p- — 1, we can simply use Taylor’s

(4.55)

theorem to obtain log( By )/ log(pc) < pij/(1 — pij) + 3p;j provided p;; is small

enough (e g, pij <1/3 sufﬁces) Hence, also in this case it follows from Assumpuonl
that (4.55)) converges uniformly to 0. Loosely speaking, this means that &; ](pc Di J)
log(pc) for all sets C C Vandi,j € C. This, together with a union bound and
Bennett’s inequality, allows us to control Po(I-). Indeed,

1—-Pc(Ip) < Z Pc( Z A;6ij(pcpij) > Z PiijQ'j(PCPij))

Deéc i<jeD i<jeD

<3 pc( D A> A +oW)p D, Pij)
Deéc i<jeD i<jeD

< Déc exp (-Ec[e(D)] ((1 +0(1)) ( D _ )))

= 3 exp(~+ 0Bl (2 - 1)),

DGEC

where the last step uses a property of the & function, which ensures that for ¢ > 1,
x > 0 we have \/th(x) < h(tx) < 2h(x).

To show that this vanishes we need the following lemma, the proof of which is
mainly technical and therefore deferred to Section|4.5.6] We remark that the defini-
tion of a,, in this lemma comes from the exponent in below.

Lemma 4.4. Define the sequence a, as

an = min_ min ({1 - )Eﬂ%ﬂm] W2 -1)- o757

CcV,|C|=r Deéc Pc

When (4.5), Assumption[2} and either Assumption[I.1|or[1.2}hold, then a,, — oo.
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Using Lemma[4.4]and grouping the sets D € & by their size |D|, together with the

k
bound on the binomial coefficient ( k) < (f) we conclude that, for n large enough,

1— min Po(Iy)

ccv,|Cl=r
&
ch‘%{?é‘:r%f"p< <1+o(1>)Ec[e(D>]h(— ))

r 95)
cgrlgl,?éizrg::l DESC’E%D‘:keXP (‘(1 +0(1))Ec[e(D)] h(P_c - 1))

max z Z ;exp( ((1+ (1)) e(D)] (gD 1)

CVICI=r {2 peeiipi=k (re/k)k

- log(re/k))>
3c£§,aé‘:r,§ (£>_;ESCZIDI—keXP< ((1 o (1))1Ec[e(D) (s“D_l)

- log(re/k)>)
< ()l >, exp(—k(a,—1) wse)

DCC, |D|=k

exp(—(a, — 1))
exp( (an_l))

- 0,

 exp (k@ —1) <

where the final step follows because a,, — oo by Lemmafd.4 Hence, from (4.53) we
see that Eo[L] — 1.

Second truncated moment. Here we show that Ey[?] — 1. In other words,
Eo[[?] = E®*[Eq [Irc,Ire,Le,Le,|] £ 14 0(2),

where we recall that E®?[-] denotes expectation with respect to two independently
and uniformly chosen sets C;, C, C V of size |C;| = |C,| = r. Let D = C; N C,, then
using (4.49) this becomes

]Eo[.iz] = ]E®2 []EO [Hrcl]lrchCchz]]

= I_E®2|:]E0|:HFC10FCZ €xp ( Z Alj (Gij(pcl plj) + Gij(pcz plj))
i<jeD

— A(8u(pe,piy)) — A6 j(pczpij))m’
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where we note that the sum runs only overi < j € D = C; n C,. The remaining
terms in the sum above (i.e., the terms i,j € C; U C, withi ¢ Dor j ¢ D) can
all be factorized because the A;; are independent, and all these terms have a zero
contribution because their expectation equals one.

Using the Cauchy-Schwarz inequality inside the expectation E®2[-], and that the
sets C; and C, are chosen independently, we obtain

Eo[?] = ]Em[Eo[]chl exp( Z A;j6ij(pc, pij) — Aij(eij(Pclpij)))
i<jeD

i<jeD

12
< IE@Z[IEO[]IFCI exp( E 24,i6;i(oc, pij) — 20:j(6ij(oc, pij)))]

i<jeD

1/2
X]Eo[ﬂfq eXP( > ZAijeij(Pczpij)—ZAij(eij(PczPij))>] ]

i<jeD
= E@Z[EO[lrcl exP( 2 2Ai8(pc,pij) — 205(83(pc, pU)))”
i<jeD

Next, we split this expectation into two parts based on whether D & ¢, or D € E¢,.
Thus we have the partition
Eo[L*] < Py + P,

where

Pl = I_E®2|:]1{D¢€C1} Eo[ﬂrcl exp ( E 2Aij6ij(pcl pll) - ZAU(QU(PC& pl})))]]’
i<jeD

P2 = IE®2|:]1{DEECI} IE'.0|:]lI‘cl exp ( Z Mijeij(pcl pl]) — 2Al](elj(pcl plj)))]]
i<jeD

Using this split, we first show that P; < 1 + o(1) and then show that P, < o(1).

Part 1: Here we show that P; < 1 + o(1). In this part we can simply ignore the
truncation events I, and obtain the bound

P, < ]E®2[]1{D¢SCI}IE0[ eXp( Z 24;6;j(pc, Pij) — 20j(6j(pc, Pij)))”
i<jeD

le@z[ﬂ{DeesCl}eXp( > A(ilj))],

i<jeD
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where

s — s 2
A(llj) - 10g(1+ (PClpl] pl]) )

pij(1 = pij)
Then using log(1 + x) < x and by Assumption [} uniformly over all i, j € D,

A <log(1+ (1 +0(D))(pc, — 12pij) < (1 + oo, — 1)?pjj.

Now, by definition of £, it follows that (1+0(1))(oc, —1)* Eg[e(D)] < |D|(10g(%)—
b,) for every D ¢ Ec,. Therefore

P, < E®2|1ipgec,exp((1 + o(D)(ec, — 17Eole(D)])|

< E®? []mmsu + 1ypj>13exp (IDI (10g(@) - bn))]

< P8(|D| < 1)+ Z exp (k (1og(’;—f) - bn>> Pe2(|D| = k)

k=
4 2 nk
<1+ ) exp (k <10g<r—2> — bn)> P®2(|D| = k). (4.57)
k=2
Note that |D| = |C; N C,| has a hypergeometric distribution under P®2, hence
- (G
P(D| = k) = 7=k
(+)
k
—(a+omnE=T)

<exp (—k <10g<%§ :— O(1)>> . (4.58)

Plugging this into (4.57), we obtain

PL<1+ kz:,ZeXP (k (10g(':—§> — b, - 10g<':—§) + 0(1))>

<1+ ) exp(k(O(l) - bn)) <1+o0(1),
k=2

where the final step follows because b,, = loglog(n/r) — 0.

Part 2: Here we show that P, < o(1). First, define

g e l log(gD)

"~ 2log(ec,)’ (4:39)
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where ¢, was defined in Lemma4.3] Then, by the same reasoning as in (4.54)),

max max max log(¢p)/loglpc,)
GV, |Cy|=r Deéc, i.jeD |0;i($ppij)/6ij(oc, pij)

- 0, asn — oo. (4.60)

6;j(¢ppij)
28;j(pc, pij)
By definition of the truncation event I'c, in (4.52), forany D € Ecys

D Aii6i(ecpi) < Y. pilo 8ij(ecpi))-
i<jeD i<jeD

Loosely speaking, this means that, £ = < 1 uniformly over i, j € D.

Then for x € [0, 1], we obtain the bound
P2 = I_E®2[]1{DESCI} ]EO[]].Fcl exp ( z ZAU-Gij(pcl plj) - 2Alj(6u(,ocl plj)))]]
i<jeD

< E®2[]1{D€€cl} ]Eo[ exp ( >, 28(ec, pij)[XAij +1- x)gDpij]
i<jeD
= 2Aj(81(pc, Pij)))]

= I_E®2[]].{DE€C1} exp( Z ALJ(ZGU(pCI plj)x)
i<jeD

+(283j(pc, pij) = 261j(Pc, Pij)X)Sppij — 20 j(8ij(Pc, Pij)))]-

To obtain the best possible bound we optimize the above with respect to x. Here
it can be seen from (4.50) that each individual term in the sum is minimal when

0;: S
= %. Therefore, by (4.60) it follows that the overall optimum is attained
ijlPc,Pij

at x = (1 + 0(1))&, where & was defined in (4.59)). Plugging this in, and using (4.60)),
gives

P, < ]E®2[]1{De£c1} eXp( > A?})],
i<jeD
where
A := (Aij(eij(gDpij)) - ?Dpijeij(gDPij)) - 2<Aij(9ij(,ocl pij)) — $opij6ij(ec, pij)>
—Hp, (oPi) = 2(Hoe, p, CoPi) — Hp, Co i)
= Hyp,(Cppij) = 2Hoc p;;($pPi): (4.61)
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where we have used (4.50) in the second equality. To relate the Kullback-Leibler

divergence H,(q), appearing in (4.61)), to the function h(x) from we need the
following lemma, the proof of which is deferred to Section|4.5.6

Lemma 4.5. Forany 0 < p < q < 1/2 (possibly depending on n) it follows that,

H,(q)
ph(3-1)

where Hy,(q) is the Kullback-Leibler divergence between Bern(p) and Bern(q), and h(x)

is given in (4.2).

-120(p+q),

Recall that ¢, < pZ by Lemma and therefore max; jep p;j{p = o(1) by As-
sumption Similarly, it follows that max; jep p;joc = 0(1) and max; jep p;j = o(1).
Then, using Lemmawe obtain the bounds, uniformly over i, j, € D,

;(Pij$p)
p—JD 1| =0(p;j¢p + 1) < max O(pij(¢p + 1)) = o(D),
Pijh(éb - 1) i,je
H, ij c(pi g )
L@]D —1| = 0(pi¢p + pc)) < max O(p;(¢p + pc)) = o(1)-
pijPCh(E - 1) i.je

Using the uniform bounds above, we can express A(Z) from (4.61)) in terms on the
function h(x). This gives, uniformly over i, j € D,

A(lzj) = H (plng) pclplj(plng)
= (1+0(1)) (pijh(gD - 1) = 2p¢, pijh(g—CD - 1))

Therefore, for D € Ec,» We have

TP < |>

i<jeD
=@+ 00»% ije:D [pijh(gD - 1) - 2PC1pijh(§_?l - 1)] - log<@)
RHE--

= (ree{ ) e 7))
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Then, by definition of ¢, in Lemmaf4.3|and a,, in Lemma[4.4] this becomes

n|D
max  max — Z A(Z) ( |2 l)
C1CV,|Cy|=r Deéc, |D| i5ep r

p
e, [e(D)IA( 22 - 1)

D]

< max max 2|lo 14+0(1
CiCV,|Ci|=r Deéc, g<IDI) (1+ o)

< -2a, - —o.

Combining the above and grouping the sets D € ¢, by their size |D|, together with

(4.58)), we obtain
4 nk
P, < E®2[]1{De£c } exp( Z A(2)>] < Z exp (k (—2an + log<r—2>)> P(ID| = k)
k=1

i<jeD
< i exp (k( 2a, + log( nk) log(n_ic) + 0(1))>
< Y exp(k(—2a, + 0(1))) - 0

where the final step follows because a, — oo by Lemmad.4] This shows that P, =
o(1).

Following our steps, we conclude that Eo[L] — 1and Ey[?] = P;+P, < 1+0(1),
and therefore R, (T'®) — 1. Finally, the risk of any test T}, is bounded by the average
risk of the likelihood ratio test, that is R,(T,,) > R,,(T*™®) — 1, completing the proof
of Theoremi4.1] O

4.5.6 Auxiliary results

In this section we provide the proofs for Lemmas 4.3} 4.4} and[4.5] To simplify this,
we first compile Assumptions[1.1]and [L.2]into a single result. This is the only place
in the proof of Theorem [4.1]where Assumptions[1.1]and[I.2)are used directly. Thus,
Theorem [4.1] can simply be extended to other assumptions, provided one can prove
Lemma[4.6|below under the new set of assumptions made.

Lemma 4.6. Let (4.5)), Assumption[2} and either Assumption[I.1|or[1.2lhold. Then, for
allC C Vofsize |C| =randforallD € &,

log(r/|D|)

Tog(n/r) (log(pc) v 1) = o(1). (4.62)

Furthermore, log(n/r)/log(pc) — oo forall C C V of size |C| = r.
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4.5.6.1 Proof of Lemma

Below we consider two cases depending on whether Assumption or Assump-
tion |1.2| holds. We note that some of these inequalities below only hold when 7 is
large enough.

Case 1 (Assumptions[2]and[1.1]hold): For all C C V of size |C| = r, define n¢ > pc,
such that _
ICIpch(nc - 1) 2

2 log(n/r) =1- 3%

where ¢ comes from (4.5)). Further, by Assumption we obtain

2 log(n/r)

h(nc—1) < =o(1). (4.63)

(e}

Hence, n¢ — 1 and thus (9¢c — 1)?/h(nc — 1) — 2 for every C C V of size |C| = r.
Using this together with Assumption we obtain, for all C C Vof size |C| =r
and for all D C C of size |D| < r/(n/r)¥», that

(pc—1>2—E°Ej§|D”s< 12 g 1P
-1
- (1= Foyre(}) s e
<(1——s)log( )25(1+0(1))
<@ 5/2)(log<n|D |> bn>, (4.64)

where we recall that b,, = loglog(n/r). Furthermore, the final inequality above (in

({4.64)) follows since

28 log(n/r) < 281og(n) < log(n/r?) + 0(1) < log(n|D|/r?) + O(1)
< (1 + 0(1)) (log(n|D|/r?) — by,),

because r = O(n'/?~%) by Assumption

Therefore, by definition of £ (see ) it follows that, for all C C V of size
|C| = rand D € Ec, we have |D| > r/(n/r)», or equivalently log(r/|D|)/ log(n/r) <
%, = o(1). Furthermore, by we have po — 1forall C C Vof size |C| = r.
Combining this, we obtain

log(r/|D])
log(n/r)

log(r/|D) _

(10 (pC)Vl)— log(n/r) S

= o(1).

This shows that (4.62) holds.
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To complete the proof, we need to show that log(n/r)/log(oc) — o for all C C
V of size |C| = r. This is trivial because pc — 1, and therefore we have proved
Lemmald.6 when Assumptions[1.1]and [2/hold.

Case 2 (Assumptions2]and[1.2hold): Forall C C Vofsize|C| = rwehave pcp, < 1
and therefore

log(pc) < log(1/p.).
Hence, by Assumption and (i)} we obtain, for all C C V of size |C| =,

lg()
og(n/r)

This shows that (4.62)) holds. Similarly, for all C C V of size |C| = r, we obtain

log(r/|D])

log(n/r) (l 8e )Vl)

(log(1/po) v 1) = o(D).

log(pc) . log(r)
log(n/r) ~ log(n/r)

log(1/B) = (L),

which shows that log(n/r)/log(pc) — .
This proves Lemmad.6/ when Assumptions[1.2]and 2] hold. O

4.5.6.2 Proof of Lemma
Begin by defining g;; by

@jPij  _ (Pcpij)2 (1 - pij)
1 —qij pij Dij (1_PCpij)2’

which implies that 6;;(q;; p;j) = 26;j(oc p;j)- By Assumption 2] Iwe have p;; — 0 and
Pip;; j — Oforevery i, j € Vand therefore it follows that g;; < P2

We show below that h(g;; — 1) > (2 + o(1))(oc — 1)? for alli, j € D when n is
large enough. Using this and the fact that D € ¢ gives

(1+£)L %

D] Eole(D)]h(gij — 1) = (2 + o)1 + €)(oc — 1)?

> (2 4+ 0(1))( + )(1 —¢/2) (log(anD ') - bn>

>2(1+¢/4) (log(n |D|> - bn>

n D 1
|D| 2 log(n/r) )"

>2(1+¢/4) 10g<
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Then by Lemma for every D € &¢, we have |D|/r > (n/r)=°®, and therefore

(1+a:)i E

ID| D] 12 log(n/r)

€/4 |D|2 1 1+¢/4

z 21°g< |D|)+21°g<<|D|) ( =z 1og(n/r)) )
g/4—0(1)(1+¢/4)
>2log<|D|)+21 g<<r) )

>210g<|D|) o

Note that h(x — 1) is continuous and increasing on x > 1. This means that, for large
enough n, there is a unique solution ¢, € (1, min; jep §;;) such that

ole(D)]n(Gij — 1) > 2(1 + ¢/4) 10g< n |D|* ? 1 )

1+ E) Eo[e(D)]h(¢p - log< ID|)

Moreover, it follows that 6;;($p pij) < 6;j(G;j pij) = 26;j(oc pij) for every i, j € D
because {p € (1, min; jep G;;)-

We are left to show h(g;; — 1) > (2 + o(1))(p¢c — 1)2, which we do by considering
different cases depending on the asymptotic behavior of pc (which is sufficient by

Remark [4.1).

Case 1 (pc — 1): By definition of g;;,

(1 - pij)pe
1 - p;j(2pc — P&)

Qij—1=(Pc—1)(1+ )x2(pc—1).

Then, using the above together with h(x — 1) < (x — 1)?/2 as x — 1, we obtain
- - 2
h(G;;—1)=(q;;—1) /2= 2(pc — D%
Case 2 (oc — a € (1,00)):  Using g;; < pg, we obtain

hGij =1 _ h(pg =1) _ ptlogpg) — pt +1

(oc—1?2 " (pc—1* ~ (pc —1)?

20c(pcloglpc) — pc + 1)
(pc —1)?

Case 3 (oc — o0): Using g;; < p& and h(x — 1) < xlog(x) as x — co, we obtain

=1+

>2+o0(1).

h(qij - 1) ( (1)) g(qu)

Goe—12 = ) > (2 +0(1))log(pc) = 0.
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In particular, h(q;; — 1) > 2(oc — 1)? when n is large enough. O

4.5.6.3 Proof of Lemma@

First note that (4.5) implies

. _ . IDllog(n/ID)
hpc=1) < (1 - P g,
and Lemmal[4.3|implies
_y_ 1 |Dllog(n/|D])
Mo == 137 “E @]
Therefore,
h(p —1) > 1 (4.65)

h(pc—1) — 1—¢%
To prove the lemma we consider three different cases depending on the asymp-
totic behavior of p¢ (any other case is handled as in Remark[4.1)).

Case 1 (oc — 1): From the proof of Lemma we have {p € (l,mini,jeD Gij)s
where §;; < p% — 1, and therefore {5, — 1. Then using h(x — 1) < (x — 1)?/2 as
x — 1 together with (4.65)), we obtain

=1 _hGp-1 1
(oc =17 " hloc—1) = 1=’

Using this, we obtain
o v({D_PC)Z_l (s pc—1V
pch(Pc 1) T 20c 2 ¢p—1) <1 $p— 1)
> (1+o0(1)h(lp— 1A -V1-e2)=0(1)h(p—1).

This result, together with Lemma4.3] yields

E[e(D)] h(% - 1) > 0(1) =

Eole(D)] h(¢p —1) 2 Q1) log (n/|D]).

IDI IDI

Finally, by Lemma it follows that r/|D| < (n/r)°®, and therefore

1By Ecle@) (22 1) ~1og( )
> Q(l)log( |D|) 10g< |D|) > (Q(1) — o(1)) 1og(§) - .

1-¢)
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Case2(pc — a € (1,0)): By (4.65) it clearly follows that p- < {¢. Also, h(x —1) is
convex and has derivative log(x). It follows that h(x—1)—h(pc—1) < (x—pc) log(x)
for x > pc. Using this,

1og({p)({p — pc) 2 hlpc — 1) (ZEQZ D 1) > h(pc— 1) (ﬁ - 1).

In particular, this result implies that ¢ is lower bounded away from pc (i.e. {p >
pc + Q(1)). Now, using that h(x) > g log(x + 1) we obtain

)2l
> %TPC (log(¢p) — log(ec))

o ; Pe log($p)
> Q1) h(pc — 1),

> Q1)

where the last step follows from the fact that ¢ is lower bounded away from p.. To
proceed similarly as in case 1, we need to relate h({p—1) to h(pc—1). From the proof
of case 2 in Lemma it follows that {p < g;; < p&, and since p¢ is bounded away
from 1 it follows that h(oc — 1)/h({p — 1) > Q(1). Therefore we conclude that

pch(g—D - 1) > (1) h(¢p — 1),

From this point onward the proof continues as in case 1.

Case 3 (pc — ©): Wehave {p > pc — o0 and h(x — 1) = xlog(x) as x — 0.
Therefore it follows by (4.63) that

1 . hp—1) _ ¢plogp) _ $p ( + 108(§D/Pc))
1-22 = h(pc—1) ~ pcloglpc) ~ log(pc) /-

Hence, {p/pc > 1+ Q(1). Further, using { < §;; < p¢, we obtain

pch(Cp/pc —1) _ {plog($p/pc) — ¢ + pc
h(ép-1) $plog($p)
_ log($p/pc)
log($p )

> Q(1);—=—

+0(1)

10g(§ )
1

> it
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Here it was crucial to use the fact that {p/pc is lower bounded away from 1. Finally,
by Lemma [4.6|we obtain log(r/|D|) < o(log(n/r)/ log(pc)), and therefore we get

(1 - &)= Ele(D)] h(g—D _ 1) _ 1og<i>

D] c DI
1 I’l({D - 1) < r >
> 001)— Eyle(D)] —=———= —log| —
1oy Bl g0y ~ o8y
log(n/|D]) ( r )
> Q(1)——————= —log| —
D logtoe) 81D
log(n/r)
>(Q(1) —o(1 - 0,
2 (0 =Wty =
where log(n/r)/ log(pc) — oo follows from Lemmal4.6 O
4.5.6.4 Proof of Lemma
Define the function
- q _ 1-q
(@ =Hy(q)—ph 5—1 =(@-p)+(1-qlog T—p)
Then the derivatives of f,(q) are given by
ofp(@) o (1 - p) Ph@® 1 Ph@ 1
6g  “\1-q/° o 1-q o  (A-q?

Therefore, for 0 < p < g, a Taylor expansion of q around p shows that there exists
& € [p,q] such that

_ 1 — )2 1 —_ )3
hl@ = 20— ) (@q—p)+ TOGE (a—p).
Now, we continue by considering two cases depending of the value of q/p.

Case1(q/p <5): Hereweusethath(x—1) > (x—1)?/4foralll < x < 5. Therefore,

@ _4ph@ _ _4p [(=p? (@@—p)
ph(;!)—1)‘(q—p)2 (@-p?l2(1-p) 601 —§)7?
_2p 2 4q-p
“T-pT3a-ey
< 0(p) + O(q),

for some & € [p, q].
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Case2(q/p > 5): Here we use that h(x — 1) > (x — 1) for all x > 5. Therefore,

@ 5@ _ a-p  (@-p7?
ph(1-1) Sq-p - 20-p Tea-gp =P +0W@

for some & € [p, q].
To complete the proof, note that f,(q) > 0and ph(g—l) >0forall0< p<gq<1.

Therefore, it follows that

(@
<—F 2 <0 )
ph(?—)—l) (r+q -

4.5.6.5 Derivation of equation

The choice of estimator in Section is based on the equality from (4.15). In
this section we give a more detailed derivation of this equality. First, observe that
Zi ep Wi 2 Zie p Wi> Which is ensured by Assumption To see this, note that r 2= <

Wmin

r*3 A4fnr < n*>. Hence, for n large enough,
w
W”“”‘) > Wiin((X + o(1))n — n*5) > 0.

Zwi_zwi=wmin((n_r)_r i

ig¢D ieD min

w;, we obtain

Then, using that ZMD wi >

2%iepWi = \/(ZieVWi>2 - \/(ZieD Wi 2 Wi>2 (4.66)
= \/(Zievwi)z - \/(ZieD Wi+ Yiep Wi>2 42 ngD WiW;

= \[2Eole(V)] + 2, WP — [ 2Eole(V)] + X, w? — 4Eo[e(D, ~D)],

Finally, plugging into the definition of Ey[e(D)], we obtain
1 2 1 1 2 1
]EO[e(D)] = z(ZieD Wi) - EZiED le = g(zzieD Wi) - EzieD le
2
(V2Eole()) + w2~ 2EoleV)] + T wf — 4Eole, D)) |

2
= —_ — w3
8 2ieD !

2
(V/Bole)T+ L2 w? — Bl + LT w7~ 2Eole, D)) | S
= — =2, wi.

4 2iep !
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Chapter 5

Detecting a botnet in @
random geometric graph

Based on:

|Detecting a botnet in a network,

|G. Bet, K. Bogerd, R. M. Castro, and R. van der Hofstad,
Submitted.

We formalize the problem of detecting the presence of a botnet in a network as a
hypothesis testing problem where we observe a single instance of a graph. The null
hypothesis, corresponding to the absence of a botnet, is modeled as a random geo-
metric graph where every vertex is assigned a location on a d-dimensional torus and
two vertices are connected when their distance is smaller than a certain threshold.
The alternative hypothesis is similar, except that there is a small number of vertices,
called the botnet, that ignore this geometric structure and simply connect randomly
to every other vertex with a prescribed probability.

We present two tests that are able to detect the presence of such a botnet. The
first test is based on the idea that botnet vertices tend to form large isolated stars that
are not present under the null hypothesis. The second test uses the average graph
distance, which becomes significantly shorter under the alternative hypothesis. We
show that both these tests are asymptotically optimal. However, numerical simula-
tions show that the isolated star test performs significantly better than the average
distance test on networks of moderate size. Finally, we construct a robust scheme
based on the isolated star test that is also able to identify the vertices in the botnet.

103
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5.1 Introduction

Complex networks are often described in terms of a large number of vertices that are
connected using the same underlying probabilistic mechanism. In practice, however,
these networks might contain a small number of vertices that follow different con-
nection criteria. Examples are fake user profiles in a social network (like Facebook
or LinkedIn) or servers infected by a computer virus on the internet. We refer to
such a set of anomalous vertices as a botnet. Typically a botnet represents a poten-
tially malicious anomaly in the network, and thus it is of great practical interest to
detect its presence and, when detected, to identify the corresponding vertices. Ac-
cordingly, numerous empirical studies have analyzed botnet detection problems and
techniques, see (75, 88}, 189, [129} [163]] and the references therein. In this work we
look at the problem from a statistical point of view, and characterize the difficulty of
detecting a botnet based only on structural information from the observed network.

More precisely, we formalize this problem as a hypothesis testing problem where
we observe a single instance of a random graph. Under the null hypothesis, this graph
is a sample from a random geometric graph [91,(151] on n vertices where every vertex
is assigned a location on a d-dimensional torus and two vertices are connected when
their Euclidean distance on the torus is less than a given radius. Under the altern-
ative hypothesis there is a small number k of vertices, called the botnet, that ignore
the geometric structure and instead connect to every other vertex with a prescribed
probability. In other words, n — k vertices still connect based on the underlying geo-
metry, while each of the k botnet vertices forms connections uniformly at random
with every other vertex (botnet or not). In practice, botnets are built to imitate regu-
lar nodes in the network, and so we assume that the expected degree of every vertex is
the same under the null and alternative hypothesis. This assumption rules out trivial
scenarios where the botnet can be detected simply by looking at the edge density or
degree structure.

Our contribution. We propose two different tests to detect whether an observed
graph contains a botnet. The first test is a local test, based on the number of isolated
stars that can be observed in the given graph. For convenience we refer to this test
as the isolated star test. For a given vertex, its isolated star is the largest subset of its
neighbors such that none of them are connected to each other by an edge. Hence, an
isolated star is the largest independent set on the subgraph induced by the neighbors
of a vertex. Under the null hypothesis, none of the vertices can become a large isol-
ated star because the underlying geometry ensures that most neighbors are directly
connected. However, because the botnet vertices are connected uniformly at random
throughout the graph they are likely to become large isolated stars.

Our second test is based on graph distances in the observed graph and thus it
has a more global nature. We refer to this test as the average distance test. Under
the null hypothesis, vertices that are separated by a large Euclidean distance will also
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be separated by a large graph distance. However, under the alternative hypothesis,
the botnet vertices typically create shortcuts, making many paths much shorter. Un-
der appropriate assumptions, the effect of the shortcuts is large enough to signific-
antly decrease the average graph distance. This phenomenon was first investigated
by Watts and Strogatz [162].

Both of our methods can be used to test for the presence of a botnet. Our res-
ults show that a botnet can be detected, with high probability, when the expected
number of edges connected to all botnet vertices is diverging (i.e., when the expec-
ted vertex degree diverges or when the botnet size is unbounded). Remarkably, this
means that a single botnet vertex can be detected provided that the graph is not of
bounded average degree. We also show that this result is optimal, meaning that it is
impossible for any test to detect the presence of a botnet when the expected number
of botnet edges is bounded. We complement our theoretical results for the n — oo
asymptotic regime with numerical simulations that illustrate the performance of our
tests on graphs of finite size. These results empirically show that the isolated star test
performs much better than the average distance test, with the difference being more
pronounced when the dimension of the underlying geometry is large.

Related work. Recently there has been an increasing interest in the development
of statistical techniques and algorithms that exploit the structure of large complex-
network data to analyze networks more efficiently. In particular, several recent pa-
pers have studied hypothesis testing for random graph models. In [11,12], the au-
thors consider the problem of detecting a denser subset of vertices in an Erd6s-Rényi
random graph, or in an inhomogeneous random graph [28].

The setting of [47] is perhaps the closest to our setting. The authors consider the
problem of deciding whether a given graph is generated by some underlying spatial
mechanism. More specifically, in their model, the null hypothesis is an Erdds-Rényi
random graph, and this is compared to a high-dimensional random geometric graph
under the alternative. As the dimension tends to infinity, the two random graphs
become indistinguishable, and they identify how large the dimension can be so that
these models can still be distinguished.

The authors of [[84] propose a test based on observed frequencies of small sub-
graphs to distinguish between an Erdés-Rényi random graph, seen as the null hypo-
thesis, and a general class of alternative models that include stochastic block models
and the configuration model. Similarly, [40] proposes a test to distinguish between
mean-field models and structured Gibbs models. Finally, [102}|134} [147]] investigate
detection problems in a dynamical setting, where the goal is to detect changes in the
graph structure over time.

In this paper we specifically consider the problem of detecting a botnet in undir-
ected graphs. For instance, servers infected by a computer virus on the internet or
fake user profiles in social networks like Facebook or LinkedIn. A related and very
interesting problem is that of detecting botnets in directed networks, such as Twit-
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ter. These are heavily involved in the spread of fake news [22} 57,129, 154]. In both
settings we are trying to identify nodes in the network that are anomalous or disrupt-
ive. However, the way these anomalous nodes manifest themselves is rather different
than in our model.

5.2 Model formulation and results

In this section we formalize the problem of detecting a botnet in a network as a
hypothesis testing problem for graphs. We are given a single observation of a ran-
dom graph G = (V,E), where V = {1,...,n} is the vertex set of size |V| = n and
E C{(i,j) e VXV :i< j}is the random set of edges. We use i « j to indicate that
i, j € Vare connected. That is, we write i « jwhen (i, j) € E and i «+ j otherwise.
In particular, G is a simple graph, so it does not contain any self-loops or multiple
edges.

Under the null hypothesis, denoted by Hy, the observed graph G is a realization
of a d-dimensional random geometric graph G(n, d, p) on n vertices and with average
edge probability p. Formally, let T := [0,1]¢ be the d-dimensional unit torus, with
distance function

d . 2
Dy(x,y) = \/ijl min(|x; -y, 1 — % —y1)", for x,y € T9. (5.1)

This is simply the Euclidean distance on the unit (hyper-)cube with the ability to
“wrap around” the boundaries. We refer to T4 as the embedding space. For each ver-
texi € V, let X; be a d-dimensional vector-valued random variable uniformly distrib-
uted on T%. We denote the components of this random vector by X; = (Xj 1, ..., Xj q)
and note that these components are independent uniform random variables on the
unit interval [0, 1].

For an edge probability p, two vertices i, j € Vare connected when D.(Xj, Xj) <,
where r is chosen such that the average edge probability is p, that is P(D(X;, X;) <
r) = p. In other words, r is such that the probability of a random point X; landing in a
ball of radius r is equal to p, which gives the explicit relation p = (\/7_1 N4/T(d/2+1),
where I'(-) denotes the gamma function. Throughout the rest of this paper we assume
that p — 0 as n — o0, so the average degree is sub-linear in the graph size n. For
further details on this model and many of its properties we refer the reader to [[151].

The alternative hypothesis, denoted by H,, is similar except for a small sub-
set of vertices called the botnet. These vertices ignore the geometric structure and
simply connect to every other vertex independently with probability p. Formally, the
observed graph under the alternative hypothesis is a realization from G(n,d, p; k),
which is a random geometric graph on n — k vertices together with a subset of ver-
tices B C V of size |B| = k, called the botnet. That is, each pair of verticesi, j € V' \ B
is connected precisely when D.(X;, Xj) < r. The remaining vertices in the botnet B



5.2. Model formulation and results 107

are connected independently and with probability p to every other vertex in V. Note
that, by construction, the expected number of edges under the alternative hypothesis
is exactly the same as under the null hypothesis.

Another way to sample a graph G(n, d, p; k) from the alternative hypothesis is
to first sample a graph G(n,d, p) from the null hypothesis. Then randomly select
k vertices and delete all edges incident to them, and finally reconnect these vertices
to every other vertex independently and with probability p. An example of this is
shown in Figures and where we compare the model under the null and al-
ternative hypothesis in 2 dimensions. However, remember that the vertex locations
as shown in Figure|5.1] are not available for the inference problem and we can only
observe which vertices are connected. In Figure[5.2]a representation of the graph that
does not rely on the Euclidean embedding is given, illustrating how the botnet edges
faintly “shorten” the connections between different parts of the network.

(a) Null model G(n, d, p). (b) Alternative model G(n, d, p; k).

Figure 5.1: Example of the model under the null and alternative model in 2 dimensions, were
we identified opposite sides of the square so that edges can “wrap-around” the sides. Note that
this representation uses the embedding of the vertices in the torus that is not available for the
inference problem. The graph contains n = 200 vertices with k = 4 botnet vertices and average
degree np = 5. The botnet is highlighted in red.
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(a) Null model G(n, d, p). (b) Alternative model G(n, d, p; k).

Figure 5.2: The same example graphs as in Figure[5.1] but drawn using a force field layout.
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General assumptions and notation. Throughout the rest of this paper all un-
specified limits are assumed to be taken as the graph size n tends to co. We also use
standard asymptotic notation: a,, = O(b,) when a,,/b,, is bounded, a,, = Q(b,,) when
b, = O(ay), a,, = ©(b,) when a,, = O(b,) and a,, = Q(b,), and a,, = o(b,,) when
a,/b,, — 0. Furthermore, we write a,, < b, to indicate that a,, = (1 + o(1))b,,, and
a, < b, when a, = o(b,), or a,, > b, when b,, = o(a,). Finally, we say that a
sequence of events holds with high probability if it holds with probability tending to
lasn — oo.

Given two vertices i,j € V, we write i < j when these vertices are directly
connected by an edge, and i «» j when there exists a path between them. Further,
we assume that the dimension d > 2 remains fixed, but the edge probability p and
the botnet size k are allowed to depend on n, although this dependence is left implicit
in the notation. We also require that p — 0 in such a way that np = Q(1) because
otherwise the resulting graphs will be such that most vertices are isolated. Finally,
we assume that the botnet size k satisfies 1 < k < o(n).

5.2.1 Detecting a botnet

In this section we obtain a necessary condition for detecting the presence of a planted
botnet in the asymptotic regime n — oo. Given an observed graph, we want to decide
whether it was sampled from Hy or from H;. To this end, define a test T as a function
mapping G to {0, 1}, where T(G) = 1 indicates the null hypothesis is rejected (i.e.,
the test indicates that the graph contains a botnet), and T(G) = 0 otherwise. The
worst-case risk of such a test is defined as

R(T) :==Po(T(G) #0)+ max Pp(T(G)#1), (5.2)
BCV,|B|=k
where Py(-) denotes the distribution of the random geometric graph under the null
hypothesis, and Pg(-) denotes the distribution of a graph with the botnet B C Vunder
the alternative hypothesis.

Our goal is to determine when can we distinguish H, and H; as the graph size
n diverges. To this end we consider a sequence of tests (7,,)5-; and we call such a
sequence asymptotically powerful when it has vanishing risk, that is R(T,,)) — 0 as
n — oo. Hence, a sequence of tests is asymptotically powerful when it identifies the
underlying model correctly in the limit n — oo.

Before we introduce our tests, we define the threshold (in terms of the model
parameters) below which it becomes impossible for any test to be asymptotically
powerful. We later show that above this threshold the isolated star test is asymptot-
ically powerful. The average distance test is also asymptotically powerful in this re-
gime, assuming some additional technical assumptions are satisfied. This threshold
is given in terms of the parameters of the alternative model. Intuitively, it corres-
ponds to the setting where the expected number of edges connected to all botnet ver-



5.2. Model formulation and results 109

tices is bounded, which happens precisely when both the average degree np and the
botnet size k are bounded. In this case, there is a positive probability that all botnet
vertices are isolated. When this happens it becomes impossible to reliably distinguish
the null and alternative hypothesis. This is formalized in the following theorem, the
proof of which is postponed to Section|[5.5.4;

Theorem 5.1. When npk = O(1) no test can be asymptotically powerful (i.e., all tests
have risk that is strictly larger than zero).

In the rest of this section we present the two different tests that can detect the
presence of a planted botnet in the regime npk — oo.

5.2.1.1 Isolated star test

In this section we define a test that can detect whether an observed graph contains
a planted botnet based on the presence of isolated stars. For a given vertexi € V,
let NG) = {j € V : (i,j) € E} denote the subset of its neighbors. The isolated
star S(i) C N(i), at vertex i € V, is the largest independent set on the subgraph of G
induced by N(i). In other words, every j € S(i) is directly connected by an edge to
i, and no pair of vertices in S(i) are directly connected (i.e., for every j,k € S(i) we
have (j, k) ¢ E).

Intuitively, under H,, the observed graph does not contain large isolated stars
because of the underlying geometric structure. In fact, any isolated star under H,,
cannot be larger than the kissing number %, which is the maximum number of non-
overlapping spheres of the same radius that can be placed tangent to some central
sphere in dimension d. To see this, note that our model is equivalent to the model
where every vertex is the center of a sphere of radius 7/2, and two vertices are connec-
ted when their spheres touch or overlap. This means that, under H, it is impossible
to observe an isolated star that is larger than the kissing number x,4. For example,
the kissing number for dimension d = 2 is x, = 6, so it is impossible to have more
than six vertices in a given neighborhood without some of them being connected, see
Figure|[5.3|for an example.

Figure 5.3: Example of an isolated star around the vertex i € V. Although the neighborhood
consists of vertices N(i) = {1, ..., 6}, the largest isolated star is S(i) = {1, ..., 5}.
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However, under the alternative hypothesis the observed graph can, and likely
will, contain large isolated stars. In particular, a botnet vertex is quite likely to have
an isolated star that is almost as large as its degree. Therefore, it will be likely to
observe a few isolated stars that are larger than the kissing number x;. Hence, we
can scan the graph and compute the size of the isolated star at every vertex. Then we
reject Hy when we see an isolated star that is larger than the kissing number.

Definition 5.1. Let x4 be the kissing number in dimension d. The isolated star test
rejects the null hypothesis for a given graph G when max;cy, |S(i)| > xg4.

Checking whether there exists a vertex that has an isolated star that is larger than
the kissing number can be done in O(ZieV d}‘é) time, with d; the degree of vertex
i € V. This scales polynomially in the number of vertices. However, in practice this
is not feasible on large graphs, unless all vertices have quite small degree. Instead we
can use a greedy algorithm to obtain lower bounds on the size of an isolated star, for
example as described in [34]. Moreover, note that the kissing number x; depends on
the underlying dimension d, and the exact kissing number %, is unknown for many
dimensions. However, there exist good upper bounds which can be used instead.
For dimensions d < 24, the best known upper bounds can be found in [131]], and for
larger dimensions one could use the upper bound x4 < 1.3233¢ [[113].

Next we present the main result of this section, where we give conditions for the
isolated star test to be asymptotically powerful. The proof of this result is postponed
until Section

Theorem 5.2. If npk — oo then the isolated star test from Definition[5.1)is asymptot-
ically powerful, meaning that it has a risk converging to zero.

5.2.1.2 Average distance test

In this section we define a test that can detect whether an observed graph contains a
planted botnet based on the difference in graph distances under the null and altern-
ative hypothesis. Here we require that p is large enough to ensure that the graph is
connected with high probability.

Given two connected vertices i, j € V, let D,(i, j) be the graph distance between
iand j. Thatis, Ds(i, j) is the length of the shortest path in the graph G that connects
ito j. Also, we define the average graph distance as

Z1si<j5n L Dq(i, j)

DG *(G) = (5.3)

Drcicjen Lied)

Under the null hypothesis, the observed graph is a random geometric graph and
therefore the average graph distance will be large. To see this, consider first the aver-
age Euclidean distance between two uniformly chosen points on the torus. This can

be lower bounded by
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d . 2

Eo[D(X1,X5)] = \/zjzlmm(|xj—1/2|,1—|xj—1/2|) dx;---dxg  (5.4)
[0,1]d

f N Yoyl = 121 dxy - (5.5)
[0,1]d

d
—1/2 —_— .
_fw max = /2] dxy g = 750, (5.6)

where the final step follows by symmetry and is simply the expectation of the max-
imum of d independent uniform random variables on [0, 1/2]. Hence, two uniformly
chosen vertices have an expected Euclidean distance of at least d/(2d+2) on the torus.
Then, consider the following lower bound on the average graph distance, which holds
with high probability
avg n\~! DT Xi’ )(])
Dg*(G) 2 (2) > —=, (5.7)

1<i<j<n r

because we assumed that the graph is connected with high probability and be-
cause every edge can only connect two vertices when they are within distance r,
s0 Dg(i, j) > Dy(X;,Xj)/r. Note that, the right-hand side of can be seen as a
U-statistic. Therefore, using [[103, Theorem 5.2], we obtain

Varo ((VZL) lei<j5n Dy Xi’Xj)) < n Var, (D1(X;,X5)) — 0. (5.8)

Hence, Chebyshev’s inequality ensures that (’2’)_1 >, <icjen Dr(X;, X)) is concentrated
around E,[D;(X;,X;)] with probability tending to one. Therefore, using (5.6 and
(5.7), we obtain for any ¢ > 0 the following with high probability lower bound

D5%(G) = (1~¢)

o[DT(;f(hXZ)] 1 (5.9)

—(1_8)2(d+1) 7

As we show below, the average graph distance is significantly smaller under the
alternative hypothesis. Therefore, we consider the following test based on the average
graph distance in the observed graph:

Definition 5.2. Fix ¢ > 0. The average distance test rejects the null hypothesis for a

given graph G when
d 1

PO <O =3y 7

(5.10)

This brings us to the main result of this section, which identifies when the aver-
age distance test is asymptotically powerful. We postpone the proof of this theorem

to Section
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Theorem 5.3. If npk — oo and p is large enough to ensure that the subgraph induced
by all non-botnet vertices is connected with high probability, then the average distance
test from Definition[5.2]is asymptotically powerful.

Note that the assumption of connectedness implies that np > Q(log(n)) [151],
and together with the fact that k > 1 this implies npk — o0. We include the latter
condition to be able to compare the theorem above to Theorem|[5.2] The requirement
of connectivity is only a technical assumption that we make to considerably simplify
the proof. This leads us to conjecture that Theorem [5.3|also holds under the milder
condition that p is large enough to ensure the existence of a giant component. This
is also supported by our numerical simulations.

5.2.1.3 Unknown dimension and connection radius

Computing the isolated star test requires knowledge of the dimension d of the em-
bedding space, and the average distance test requires the knowledge of the dimension
d as well as the connection radius r. In this section we show how to estimate these
parameters from the observed graph.

To estimate the dimension d we use the clustering coefficient [|59]]. This is defined
as the probability that two random neighbors of a given vertex are themselves con-
nected. Under the null hypothesis, the clustering coefficient can be computed ana-
lytically and the resulting quantity only depends on the dimension d. Using [100, see
(15)], for distinct i, j, k € V, we obtain

Ci=DPyjeokliejieok) (5.11)
d+1 1 3 d+1 d+1 1
= _— < = - ) < = .
]P’(Beta( > ,2>_4)+P<Beta< ) )_4), (5.12)

where Beta(:, -) denotes a random variable with a beta distribution. Moreover, for a
given graph, the clustering coefficient can be estimated by

~ Z o Lioj,ick,jok}
6, = 1<i,j,k<n _ ) (5.13)
lei,j,kﬁl’l ]1{14—»],1(—»]{}

To estimate the dimension d we can estimate the clustering coefficient C; using
and then invert the relation in to obtain an estimate for the dimension d. This
method of estimating the dimension gives a consistent estimator, under the null as
well as the alternative hypothesis. This is shown in the following lemma, which we
prove in Section

Lemma 5.1. Using the clustering coefficient to estimate the dimension d is consistent
under both the null and alternative hypothesis, in the sense that d = d and d = d.
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The average distance test also requires knowledge of the connection radius r. To
estimate this, we use that the edge probability p is given by

d
p=Byi o jy= VT

TR+ (5.14)

where I'(-) denotes the Gamma function. For a given graph, the edge probability can
be estimated by

m-1
p= Liiej}. 5.15
p (2) 15;@ fie)) (5.15)
To obtain an estimate of the connection radius 7, we can estimate the edge prob-
ability using and then invert the relation in (5.14), using our estimate of d, to
obtain an estimate for the connection radius 7. This method gives a consistent estim-
ator of p = p,, as the next lemma shows.

Lemma 5.2. Using p to estimate p = p,, is consistent both under the null and altern-
ative hypothesis, in the sense that both p/p - 1 and p/p -2 1.

We postpone the proof of Lemmal5.2Jto Section[5.5.6] Since the radius r is given in
terms of a continuous function of p in (5.14), this also shows that #/r = 1and #/r =2
1 by the continuous mapping theorem. Therefore, our estimate for the connection
radius 7 is also consistent under the null and alternative hypotheses.

5.2.2 Identifying the botnet

When a test rejects the null hypothesis, we would also like to identify the vertices that
are part of the botnet. To this end, let B C Vbe an estimator of the vertices in the
botnet. We assume that the size of the botnet |B| = k is known and that |§| = k. To
measure the performance of our estimator we use the risk function

(5.16)

BaB
Rest(@ = Ep [| |] s

2|B|

where BAB = ((V \ BInB)uBnV \ B)) is the symmetric difference between an
estimator B of the botnet and the true botnet B. The reason for the normalization in
is that |B A B| could be unbounded, while 0 < |B A B|/|B| < 2.

We say that a method achieves exact recovery when R (B) — 0, and partial re-
covery when Rest(]/B) — o for a € (0, 1). In other words, partial recovery corresponds
to identifying a positive proportion of the botnet vertices while exact recovery corres-
ponds to identifying the majority of the botnet vertices. Note that, partial recovery is
most interesting when the botnet size diverges. To see this, consider partial recovery
of a single botnet vertex k = 1, in this case Roy(B) = Pgz(B # B). That is, the bot-
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net vertex is identified correctly only a fraction of the time, and remains unidentified
otherwise.

Intuitively, our procedure identifies a botnet vertex when that vertex has a large
enough isolated star |S(i)|. However, in this case, non-botnet vertices could have an
isolated star that is larger than the kissing number x4, because it is connected to one
or more botnet vertices. Therefore, in order to control the number of false positives,
we introduce a parameter &, > 0 to artificially increase the threshold x; that was
used when detecting the presence of a botnet. This leads to the following definition
of the isolated star estimator:

Definition 5.3. Let x4 be the kissing number in dimension d. The isolated star es-
timator is

B:={ieV :|SO)|>xq+E&}, (5.17)
with £, given by
_ log(n/k)
= (4 O og (/) (kpe)) (518)

where ¢ > 0 is arbitrary, and W,(-) denotes the Lambert-W functiorﬂ

Comparing this estimator with the isolated star test from Section|5.2.1.1] we see
that the detection threshold is increased by &,,. In fact, we have chosen £, to be slightly
larger than the maximum number of botnet vertices that are likely to connect to any
non-botnet vertex. In other words, the addition of £,, ensures that the number of false
positives remains vanishingly small.

The performance of our test depends crucially on the asymptotic behavior of the
expected number of edges npk that are connected to any botnet vertex. We will con-
cisely refer to these as botnet edges. Intuitively, when npk grows slowly, the botnet
edges do not influence the largest isolated star of a typical vertex and thus &, is a
constant. On the other hand, when npk is large, the largest isolated star of a typical
vertex grows with n and consequently &, also increases with n.

More precisely, we show that when npk < nf with § € (0, 1) our method always
achieves at least partial recovery. This corresponds to the most common situation
where there is a small botnet in a sparse graph. In this case, &, can be shown to
converge to a constant, and thus every vertex with an isolated star that is only slightly
larger than the kissing number %, is considered a botnet vertex. On the other hand,
if npk grows linearly in n or faster, then the typical size of the largest isolated star is
significantly larger than the kissing number x4 and additional technical assumptions
are required for our method to achieve at least partial recovery. We make the above
considerations precise in the main result of this section, which is presented below.

1The function Wy(-) denotes one of the branches of the Lambert-W function. This is the solution in
Yy € [—1, 00) of the equation x = yeY, with x > —1/e. For a detailed overview of this function and its
properties see [56].
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Theorem 5.4. Suppose that one of the following conditions holds:
(i) npk < nP for some 8 € (0,1),
(ii) n'=°W < npk < o(nlog(n/k)), and log(n/k)?*/n < p < log(n/k)~2,
(iii) npk > Q(nlog(n/k)), and p = o(k=%/3).
Then the isolated star estimator from Definition|[5.3|has exact recovery if np — oo, and
partial recovery otherwise.

Note that, when taken together, conditions [(D)H(iii)] describe all possible asymp-
totic behaviors of npk, but additional technical assumptions are required when
npk > n'=°M). The proof of Theorem|5.4is given in Section|5.5.3]

5.3 Simulations

We have shown that the tests introduced in the previous sections are asymptotically
powerful when npk — 0. In this section, we study the finite sample performance
of these tests using simulations in order to compare their efficiency in practice on
relatively small graphs. As specified both our tests have type-1 error that is nearly
zero, so they will almost always correctly identify a graph without a botnet. Therefore,
the focus of these simulations is on the type-2 error, which indicates how often a
planted botnet is detected when it is actually present.

For our first simulation study we estimate the graph parameters with the consist-
ent estimators described in Section|5.2.1.3|and use these to compute the thresholds for
rejecting the null hypothesis as explained in Sections|5.2.1.1}and [5.2.1.2] The results
of this can be seen in Figure[5.4] Here we can see that both the isolated star test and
average distance test perform quite well, even on relatively small graphs, provided
that the underlying dimension is small. Nevertheless, the isolated star test performs
better than the average distance test, especially when np is large.

Note that using the estimated model parameters as described in Section [5.2.1.3
instead of the true values could introduce some errors, which in turn could lead to
our tests being incorrectly calibrated and result in a type-1 error that is too large. To
investigate this issue we repeated the simulation with no botnet (i.e., k = 0). Both
our tests were always correct and did not reject the null hypothesis in any of the trials.
Furthermore, the dimension was correctly estimated in all cases. So it would have
made no difference if we used the true dimension d instead of the estimated value
d. We did see some estimation errors for the dimension, but these were only present
when the underlying dimension d was larger than 10. Moreover, for the average dis-
tance test we also need to estimate the connection radius. The errors introduced by
using the estimator 7 compared to the true value r were minimal, and using r instead
of 7 yields essentially the same performance as in Figure

The results in Figure [5.4] show that both the isolated star test and average dis-
tance test can perform well even on relatively small graphs. However, we see that
their performance quickly deteriorates as the dimension increases. This happens be-
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Figure 5.4: The power of the isolated star test and the average distance test as a function of the
dimension d. The threshold for rejecting the null hypothesis is as described in Sections[5.2.1.1]
or|5.2.1.2} using estimated model parameters as described in Section|5.2.1.3] The parameters
are: graph size n = 10000, botnet size k = 10, and each simulation contains 5000 samples.

cause the rejection thresholds as described in Sections[5.2.1.1]and [5.2.1.2| are much
too conservative.

To better understand the properties of our two test statistics we conduct another
simulation study, this time with clairvoyant knowledge of the dimension d and con-
nection radius r, which allows us to correctly calibrate these tests using a simple
Monte Carlo method. That is, we sample 5000 graphs from the null model (i.e., k = 0)
and use these to compute the empirical distributions of either max;cy,|S(i)| (for the
isolated star test) and DE'®(G) (for the average distance test). We then take an appro-
priate quantile of these empirical distributions to obtain the rejection thresholds for a
given significance level. The results of this can be seen in Figure[5.5 This shows that
the isolated star test outperforms the average distance test in most cases, especially
when the dimension d or the average degree np is large.

We note that the Monte Carlo method described above can also be applied when
the dimension d or the connection radius r are unknown, but then using the estim-
ated parameter as described in Section However, the problem with this ap-
proach is that errors in the parameter estimation could lead to an incorrectly calib-
rated test, with a type-1 error that is possibly larger than the prescribed a.

In Figure 5.5 we can see that the isolated star test has good performance when
the dimension d is small and the average degree np large. The reason for this is that
the isolated star test rejects the null hypothesis when the graph contains an isolated
star that is larger than a certain rejection threshold (i.e., the kissing number x; in
Figure or the threshold found by Monte Carlo calibration in Figure [5.5). This
rejection threshold is lower when the dimension d is small, and the graph is more
likely to contain a large isolated star when the average degree np is large. Hence, we
see the best performance when the dimension d is small and the average degree np
large.
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The performance of the average distance test is also related to the dimension d
and average degree np of the graph. To understand this, note that the botnet ver-
tices can create shortcuts between vertices that are far away in the embedding space.
When the average degree np is large, there is a higher probability that more shortcuts
are created, which in turn decreases the average graph distance. On the other hand,
as the dimension d increases the average graph distance among the non-botnet ver-
tices decreases, so the shortcuts created by any potential botnet vertices have a less
pronounced effect. Thus, here we also see the best performance when the dimension
d is small and the average degree np large.

—=— [solated star test (5%-MC) —e— Average distance test (5%-MC)
Isolated star test (0.1%-MC) Average distance test (0.1%-MC)
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Figure 5.5: The power of the isolated star test and the average distance test. The threshold for
rejecting the null hypothesis is obtained by Monte Carlo calibration that ensures respectively
a = 5% and a = 0.1% type-1 error, assuming that the dimension d and connection radius r are
known. The parameters are: graph size n = 10000, botnet size k = 10, and each simulation
contains 5000 samples.
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Figure 5.6: Histograms comparing the empirical distributions of the largest isolated star
max;cy- |S(i)| and the average distance Dg ®(G) statistics under the null and alternative hypo-
thesis. The threshold for rejecting the null hypothesis at the « = 0.05 significance level is
shown in red. The parameters are: graph size n = 10000, botnet size k = 10, average degree

np = 10, dimension d = 7, and each histogram contains 5000 samples.
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Finally, another reason why both tests have worse performance when the dimen-
sion d increases is because the effect of the underlying geometry disappears when
d — o0, as was shown in [47]]. Hence the difference between the null and alternative
hypothesis is more pronounced when the dimension d is small.

5.4 Discussion

In this section we remark on our results and discuss some possible directions for
future work.

Different null hypothesis. Our results show that it is possible to detect an arbit-
rarily small planted botnet, provided that npk — co. However, these results hinge on
the underlying geometric structure of the model. Many other network models have
been developed that are based on a different geometry than the one assumed by our
model [[18}[29,!42,|61}(117]. Therefore, it would be interesting to see what the effect of
the underlying geometry is, and to what extent our results can be extended to models
that have a different underlying geometric structure.

Our tests and analytical approach is fairly robust against minor changes in the
underlying geometry. For instance, our results remain true when the embedding
space is a slightly deformed torus or sphere, or the points are distributed in the em-
bedding space in a slightly non-uniform way. However, when the changes in geo-
metry are more drastic we expect the nature of the results to change. In particular,
when the geometry causes the resulting graph to become a small world we expect the
average distance test to fail, and when the geometry causes considerable inhomogen-
eity in vertex degrees we expect the isolated star test to fail.

Smaller isolated stars for higher power. The isolated star test rejects the null hy-
pothesis when the largest observed isolated star is bigger than the kissing number x4,
which automatically ensures that the type-1 error is zero. However, for dimensions
d > 2, the typical largest isolated star in a random geometric graph is much smaller
than the kissing number x;. For example, numerical simulations suggest that in di-
mension d = 4, the size of the typical isolated star is smaller than 10, whereas the
kissing number is x, = 24 [131,139]. This suggests that, depending on the signi-
ficance level, one might use a much smaller threshold value, which would greatly
increase the power of the test.

One possible way to achieve this is to calibrate the test using a Monte Carlo ap-
proach, as we did in Section [5.3] However, this is a computationally expensive ap-
proach which could be avoided with better knowledge of the behavior of isolated
star sizes in higher dimensions.

Diverging dimension. From a theoretical perspective it would be interesting to
know whether our results can be extended to the setting where the dimension d is
diverging together with the graph size n, similar to the problem considered in [47].
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For the isolated star test, we can use the following bound on the kissing number
g < 1.3233% [113]. In this case, the same arguments as in the proof of Theorem
suggest that the isolated star test is asymptotically powerful when 1 < np < n!'/3

and
log(np)
~ log(1.3233) °

However, a better understanding of the distribution of isolated stars in graphs with

large underlying dimension could significantly improve this result and possibly show
that the isolated star test can still be applied even when the dimension grows much

faster than (5.19).

(5.19)

Estimating the botnet size. In Section we show that, under some technical
conditions, it is possible to asymptotically identify all botnet vertices provided np —
00, and that a part of the botnet can be recovered when np = O(1). It could be an
interesting possibility for future research to see whether it is possible to estimate the
botnet size |B|. In the setting where we have exact recovery (i.e., np — o) this is of
course trivial, but it would be very interesting to see how well that botnet size |B| can
be estimated when np = O(1).

5.5 Proofs

This section is devoted to the proofs of the results stated in Sections and

5.5.1 Proof of Theorem Isolated star test is powerful

As explained in Section[5.2.1.1} the isolated star test has zero type-1 error (i.e., it al-
ways correctly identifies a random geometric graph without a botnet). Therefore, to
show that the isolated star test is asymptotically powerful, we must show that un-
der the alternative hypothesis, the probability of having an isolated star larger than
the kissing number x; tends to one. This is done in two steps. First, let degy.z(i)
be the non-botnet degree of a vertex i € V. That is, deg,;(i) denotes the number
of non-botnet neighbors of i. Then, we show that any botnet vertex i € B, with
deg,5(i) > x4 + 1, will form an isolated star of size [S(i)| > x4 + 1 with high prob-
ability. Second, we show that, with high probability, there exists a botnet vertex that
has arbitrarily large non-botnet degree.

Given a botnet vertex i € B, define the event D(i) := {deg, (i) > x4 + 1}. Then,
conditionally on the event D(i), let {vy,..., v 41} be a subset of x4 + 1 non-botnet
neighbors of i. We reveal these vertices one at a time. For every vertex v; revealed
this way, let q; be the probability that v; is not connected to any of the previously
revealed vertices given that all these previously revealed vertices are themselves not
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connected. For j € [xg + 1] = {1, ..., x4 + 1} we obtain

qj = Pg(v; » v Vk € [j — 11| D(Q), v «» v Vk <l € [j—1])
= Py(D; X0 Xy ) >rVk €[j—1]|D@), v » yVk <l € [j—1])
>1-(—1p, (5.20)

where we note that, because i € B is a botnet vertex, conditioning on the event D(i)
does not affect the distribution of the vertex locations (i.e., these remain uniform ran-
dom variables on the torus). Furthermore, observe that becomes an equality
precisely when the torus distance between every pair of previously revealed vertices
is larger than 2r. Then, a lower bound on the probability that i € B forms an isolated
star of size at least x4 + 1 is given by

Pg(|S()| > xq + 1| D(0)) = Pg(v; «» v Vj < k € [xg + 1] | D(D)) (5.21)
Kd+1

= g =1 —xgp)d -1, (5.22)
Jj=1

where the convergence to 1 follows because p — 0 and x4 is constant. Hence, any
botnet vertex i € B with deg,5(i) > x4 + 1 will form an isolated star of size |S(i)| >
kg + 1 with probability tending to one.

For the second part of the proof, we will show that there indeed exists a bot-
net vertex i € B with deg,\z(i) > x4 + 1. First observe that for all i € B the non-
botnet degrees deg, (i) are independent random variables distributed as Bin(n —
k, p). Moreover, by the Stein-Chen method [|52,107], it follows that

HdegV\B(i) — Poi((n — k)p)||TV <2p -0, (5.23)

where || ||tv denotes the total variation norm. Now, because npk — oo and k =
o(n) it follows that either (n — k)p — o0, or (n — k)p = ©(1) and k - c0. When
(n—k)p — oo every botnet vertex will eventually have non-botnet degree larger than
xq+1with high probability. On the other hand, if (n—k)p = ©(1) then by there
is a positive probability that deg,.z(i) > x4 + 1, independently for each botnet vertex
i € B, and since k — oo there exists a botnet vertex with non-botnet degree larger
than x4 + 1 with high probability. Finally, combining this with shows that the
graph will contain an isolated star larger than x4 + 1 with high probability. O

5.5.2 Proof of Theorem Average distance test is powerful

As given in (5.10), under the null hypothesis we have the high probability lower

bound
d 1

D¥(G) > (1 —¢) AED T

(5.24)
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Therefore, the average distance test has vanishing type-1 error (i.e., it will correctly
identify a geometric random graph with no botnet with high probability). To show
that this test is asymptotically powerful, we are left to show that the type-2 error
also vanishes. This is done by showing that, under the alternative, there is a botnet
vertex that creates a shortcut between most pairs of non-botnet vertices, as shown in
Figure[5.7] Using this, we show that, with high probability, the average graph distance
is at most o(1)/r, which is much smaller than the threshold in (5.10)).

botnet [

Figure 5.7: Example of botnet vertex [ € B creating a shortcut between vertices i, j € V' \ B.

For a non-botnet vertex i € V \ B, let B(X;;6,) denote the ball of radius §,, :=
(Vzlog(np))~"4 around the location X;, where V; = 7%2/T(d/2 + 1) denotes the
volume of a d-dimensional unit ball. Also, let A; C V \ B denote the non-botnet
vertices with location in B(X;j; 8,,), that is

A;={i" e V\B: Xy € B(X;;6,)} . (5.25)
Note that, because k = o(n), we have
n—k n

Esllall = 2, Poli' €A)=(n—kds = ors = 1+ o) mms.

(5.26)
i’eV\B ( )

Therefore, using the relative Chernoff bound [97, see (7)] or [132, Theorem 4.5], for
any & > 0, we obtain

"\ (jal<- "
a4l > (- O ) = 1-Pa (4l < 1= Dps ] (527)
>1-Py(jAil < A =E/DE[lAl)  (5:28)
2
>1—exp (—%) S, (5.29)

Now, let I € B be an arbitrary botnet vertex, and consider the probability that there
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exists a vertex i’ € A; that connects to the botnet vertex . This gives

Py(3i' €A 1 i <)
n

Z PB (Hl’ EAi . i, > l) |Al| Z (1 - g)log(np)

) pB(|Ai| >(1- f)@)

> (1+0(1)) (1 -1 — p)t-$n/leenp))
> (1+0(1)) (1 — e~érplloetw)) 1,

where the convergence to 1 follows because np/log(np) — oo. To continue, we use
an existing result relating the torus distance and the graph distance [38, 65, |69} 83,
140]. Translated to our notation, this result is as follows:

Theorem (see [83, Theorem 3] or [69, Theorem 8]). There exists a constant K inde-
pendent of n such that for any pair of vertices in the same connected component i, j € V

with Dy(X;, X;) > 1"52’2 we obtain Dg(i, j) < KD+(X;, X;)/r with high probability.

n

Define the event C := {G; is connected}, where G, denotes the subgraph in-
duced by all non-botnet vertices. Note that Pg(C) — 1 by assumption. Then, given
the event C, the result above guarantees that there exists a path of length at most
0(8,)/r between i and every i’ € A;. Hence, fora giveni € V' \ B,

Py(Dg(i, 1) < 1+ O(5,)/r)
= Py(C N{Ds(i, 1) < 1+ 0(8,)/r}) — o(1)
>Py(CN{3i'€A; i i' & 1,Dg(i,i") < 0(6,)/r}) —o(1) > 1. (5.30)

Then, by definition of §,, and applying (5.30) twice, we obtain for an arbitrary pair of
non-botnet vertices i, j € V' \ B and botnet vertex [ € B,

Pp(D(i, J) < o(1)/r)
> Py(Dg(i, ) < 2+20(8,)/r)
> Pp(Do(i, 1) < 1+ 0(8n)/r, Do(ju ) <1+ 0(8,)/r) - 1. (5.31)

By observing that every botnet vertex connects to several non-botnet vertices with
high probability (as explained at the end of the proof of Theorem [5.2), the above
can be strengthened to also include the botnet vertices, and show that the distance
between any given pair of vertices is at most o(1)/r with high probability. This brings
us to the central result of this proof, namely that for an arbitrary pair i, j € Vit follows
that

Pg(Dq(i, j) < o(1)/r) = 1, (5.32)

We continue by showing that the diameter of the graph G is at most O(1)/r with
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high probability. To this end, we first consider the diameter of Gz, this gives

;) <
]PB(L;IGII%)\(BDG(L]) < O(l)/r)
= Pg(diam(Gy,s) < O(1)/r)
= P3(C n{diam(Gy\s) < O(1)/r}) —0(1) - 1, (5.33)
where the convergence to 1 follows from the theorem stated above (see also [83, Co-
rollary 6]). Similarly to what we did above, this can be extended to the diameter of G

by showing that every botnet vertex connects to at least one non-botnet vertex. Let
I € B denote an arbitrary botnet vertex, then

. . k
Pp(min deg, (i) > 1) = 1 - (Pa(degs(1) = 0)) (5:34)
= 1— (1= p k) 21— Ok 1 (535

Hence, using (5.33]) and (5.35)), we obtain

H’)B(ma;;DG(i’ D= O(l)/r) = Pg(diam(G) < 0(1)/r) —> 1. (5.36)
i,je

Finally, it follows from the dominated convergence theorem and (5.32) that
Ep[ Ldiam(G)<0)/1Dg ¥(G)] = o(1)/r. Combining this with (5.36) and Markov’s in-
equality we obtain, for any a > 0,

Py (Dng(G) > %) = Py (]l{diam(G)SO(l)/r}Dng(G) > %) —o(1) (5.37)
< - ]EB[]l{dlam(c)<o(1)/r}Davg(G)] —o(1) > 0. (5.38)

In particular, choosing a = (1 —¢)

2(d 5 gives Pg(D5®(G) < (1 —¢)
This shows that the average distance test is asymptotically powerful.

2(d+1) ) -

5.5.3 Proof of Theorem Performance of the isolated star estimator

We need to show that R, (B) — 0, for the estimator B from Definition First, we
decompose the risk Rest(® as

3 1BaB|| _ Eg[I(V\B)nB|]+Eg[|Bn(V\B)]
Rest(@ =Ep [ 2[B| = 208 (5.39)
= 2|B| D Py(j & B)+ 5= 2|B| > Py(j € B) (5.40)

JEB JEV\B

= 2|B| D P(ISDI < xka+ &)+ 5 2, Be(ISI>xg+&,).  (541)
JjeB

2|B | jev\B
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We start by showing that the second term in (5.39) vanishes. Note that, for any
non-botnet vertex i € V'\ B, the size of its isolated star |S(i)| is bounded by the kissing
number x4 plus the amount of botnet vertices connected to it. Therefore,

1 , n—k .
25| D0 Pe(IS)I > xq + &,) = kK Pg(IS@)| > g + &)
j€M\B
n—k
STk

Pp(i is connected to at least &, botnet vertices)

_n

_ _ &
zkk P(Bin(k, p) > &,) < "zkk <k§e> -0, (5.42)

where the convergence to 0 follows from the definition of &, in (5.18). In fact, the
definition of &, was chosen precisely to ensure this convergence.

To complete the proof, we analyze the first term on the right-hand side of (5.39).
Let i € B be an arbitrary botnet vertex, then

|%| D Py(IS()I < xa + &) = Pa(ISO)| < xq + &)

jeB
=1-Py(1SG)| > xq + &)
=1-Py(ISG)| > xq + &, | deg(i) > xq + &,) Pg(deg(i) > xq + &) -

Now, using the same argument as in ([5.22)), we obtain

Pg(IS@)| > xq + &, | deg(i) > x4 + &,)
Kd+§n+1

> [T min{(1 - (e +&0p). (1 pyatén}, (543)
Jj=1

which converges to 1 provided that £2p — 0. Combining the above, we obtain

Res(B) = —— D Py(ISG) < ka + &) + L D0 Py(IS()I > xg + &) (5.44)
2|B| jeB 2|B| jeV\B

= 2= (1= Gea + EP) ¥ By(deg(i) > kg + £)) +0(1), (545

where i € B is an arbitrary botnet vertex. Therefore, the isolated star estimator has
exact recovery when &7p — 0 and Py(deg(i) > x4 + §,) — 1, and partial recovery
when &2p — 0 and Pg(deg(i) > x4+ &,) = Q(1). To show this, we consider the three
different cases from the theorem statement.

Case[(D); From our assumption it follows that kp < n=* for some « € (0,1). Recall
that Wy (x) denotes the Lambert-W function, which can be approximated by Wy(x) <
log(x) when x — oo [56]. We obtain &, = 2log(n/k)/log(n®) = O(1). Hence, it
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follows that £2p — 0. Moreover,

Pp(deg(i) > x4 + &,) = P(Bin(n — 1, p) > O(1)) (5.46)

1—-0(1) ifnp— o,
Q1) otherwise .

(5.47)

Therefore, the isolated star estimator achieves exact recovery when np — oo, and
partial recovery otherwise.

Case From our assumption it follows that n=°) < kp < o(log(n/k)). Using
Wy(x) = oo when x — oo, we obtain

2log(n/k)
§n <
Wy(log(n/k)/o(log(n/k)))

= o(log(n/k)) . (5.48)

Hence, it follows that £2p < o(log(n/k)?)log(n/k)=2 — 0. Moreover, from the as-
sumptions for this case it follows that np > log(n/k) — oo, and therefore

Pg(deg(i) > x4 + &,) = P(Bin(n — 1, p) > x4 + o(log(n/k))) (5.49)
> P(Bin(n — 1, p) > log(n/k)) — 1. (5.50)

Hence, the isolated star estimator has exact recovery.

Case From our assumption it follows that kp > Q(log(n/k)). When kp >
log(n/k) we use that Wy(x) < x when x — 0 [56], and obtain £, = ©(kp). Otherwise,
when kp = ©(log(n/k)), it also holds that £, = ©(log(n/k)) = @(kp). In both cases,
it follows that £2p = @(k?p®) — 0. Furthermore, note that np > kp — oo and
therefore Pg(deg(i) > x4 + &,) = P(Bin(n — 1, p) > O(kp)) — 1, so the isolated star
estimator achieves exact recovery. O

5.5.4 Proof of Theorem When no test is powerful

We start by considering a simpler version of the problem where the set of potential
botnet vertices B € V is known. Now, we no longer have a composite alternative
hypothesis, and this problem corresponds to a hypothesis test between two simple
hypotheses. That is, given a set B C V, we consider the risk

R*(T) = Po(T(G) # 0) + Pp(T(G) # 1). (5.51)

Note that, for every test T, the risk R*(T) is a lower bound for the worst-case risk R(T)
in (5.2)). Using a result by Tsybakov [157, Proposition 2.1], for every test T it follows
that

R(T) 2 RA(T) 2 sup | ——= Po(L(6) 2 )} (5.52)

>0
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where L(g) = Pg(G = 2)/Py(G = g) is the likelihood ratio. Therefore, to show that no
test is asymptotically powerful it suffices to show that P,(L(G) > 7) remains bounded
away from zero, for some 7 independent of the graph size n. To this end, define the
event

A:= {all vertices in B are isolated in the graph G} . (5.53)

For every graph g such that P,(G = g|A) > 0 (i.e., a graph that could be a sample
from the null hypothesis with all vertices in B being isolated), it follows that

Ps(G = g)

Po(G = 8) < Po(Gris = 8ins) = Pe(Gis = 8ris) = (1 — p)(n—Rk+k(k-1)/2"

(5.54)

where we have used {G,\z = g5} to indicate the event where the subgraphs induced
by the non-botnet vertices V' \ B are equal. Hence, for all g in which the vertices of B
are isolated, we obtain

_ ]P’B(G g) p)(—IOHk(e-1)/2 = g=(1+o(1)npk

which remains strictly positive as n — oo by the assumption that npk = O(1). There-
fore, we can choose T > 0 small enough such that Py(L(G) > | A) = 1 for all n large
enough. Finally, using the same reasoning as in ([5.22)), observe that

Po(L(G) > 1) 2 Po(L(G) > | A) Py(A) (5.56)
= Po(A) (5:57)
k-1
> (H(l - ip)) (1~ kp)"~* (5.58)
i=0
= e—(1+o()npk (5.59)

which remains strictly positive as n — oo by the assumption that npk = O(1). Plug-
ging this into ([5.52) shows that, for every test T, the risk R(T) > R*(T) remains
bounded away from zero, and therefore that no test can be asymptotically power-
ful. O

5.5.5 Proof of Lemma Consistency of the dimension estimator

We start by showing that C; 2 Cy, and from this it follows that d 2 d by the con-
tinuous mapping theorem and because (5.11]) is continuous. Using ((5.13) we obtain

-3 Lo . 2
n lei,j,ksn Liiojick,joki/ p

Cy(G) =
d e letj,kg Liiojicky/ p?

(5.60)
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Here we will show that the numerator converges in probability to Cy, and the denom-
inator converges in probability to 1. Since the computations regarding the denomin-
ator are largely similar to those of the numerator these will be omitted for brevity,
and we will focus on the numerator.

Let X;ji = Lliejiok,joki/p® and X = n_321§i,j,k§nXijk’ then X is precisely the
numerator in (5.60). Consider the first moment of X, this is given by

EolX]=n"2 > EolXi] (5.61)

1<i,j,k<n

3 z Py(i & HPy(i « k)Py(j « ki j,io k)

p2 = (1 + 0(1)) Cd .
1<i,j,k<n

Moreover, the second moment of X can be computed by splitting between the number
of common vertices in the two triangles involved. This gives

]EO[XZ] = I’l_6 Z ]E()[Xl‘iji/jlkl] (562)

1<i,j k' k' <n

= I’l_6 Z EO[Xiiji’j’k'] + 31’1_6 Z ]Eo[Xl‘ijijIkl] (563)

1<, j ki, j' k' <n 1<i,j,k,j' k' <n
distinct distinct
-6 -6 2
+ 3n > EBolXijkXiwl + n D, EolX7] (5.64)
1<i,jk,k'<n 1<i,j,k<n
distinct distinct

Czi C2 C
— 2 d d
(]+0(])) ('+3_+ST+ )

=(1+o0(1))C3, (5.65)

where the final step follows from the assumption that p > Q(1/n). Hence, Vary(X) =
Eo[X?] — E¢[X]?> = o(1), and therefore it follows by Chebyshev’s inequality that
X = Cy4. This shows that the numerator of converges in probability to C; and
the denominator of converges in probability to 1, so we have C; 2% Cy. Finally,
it follows from the continuous mapping theorem that d 2 d, and we conclude that
our estimator for the dimension is consistent under the null hypothesis.

Under the alternative hypothesis, the proof is largely similar. Because the botnet
size k = o(n) is small, it can be seen that the first and second moment of X converge to
the same values, and therefore X =2 C,. Finally, we can again apply the continuous
mapping theorem to show that our estimator for the dimension is consistent under
the alternative hypothesis. O
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5.5.6 Proof of Lemma Consistency of the connection probability estim-
ator

We start by showing that p/p = 1. Using the estimator p from (5.15) it follows
directly that Eo[p/p| = 1. Therefore, we are left to compute

1<i'<ji<n
-G (G -G)=0)) (567
- (1 - (;’>_1 + (Z)_l 11)) —140(1), (5.68)

where we obtained the second equality by splitting between the case where i # i’ and
j # j', and the case where i = i’ and j = j’. Moreover, the final step followed from
the assumption p > Q(1/n). Therefore, it follows that Vary(p/p) = Eo|(p/p)*] —
Eo|p/ p]2 = 0(1), and hence p/p —> 1 by Chebyshev’s inequality. Moreover, for any
distinct triplet i, j,k € V,

p=Pylio )=Pslie)), p=Pyiejiock=Psiojiok). (569

Hence, performing the above computations under the measure Pz shows that p/p —2
1 as well. O



Chapter 6

Changepoint detection in the
preferential attfachment model

Based on:
Detecting a late changepoint in the preferential attachment model,

G. Bet, K. Bogera, R M. Castro, and R. van der Hofstaa,

Motivated by the problem of detecting an anomalous evolution of a network,
we consider the preferential attachment random graph model with a time-dependent
attachment function. We cast this problem as a hypothesis testing problem where
the null hypothesis is a preferential attachment model with a constant affine attach-
ment parameter §,, and the alternative hypothesis is a preferential attachment model
where the affine attachment parameter changes from §, to §; at an unknown change-
point time 7,,. We focus on the regime where the changepoint may only occur rather
late in time (i.e., 7, = n—cn? with ¢ > 0and y € (0, 1)). We present an asymptotically
powerful test that is able to distinguish between the null and alternative hypothesis
when y > 1/2. Our test is based on precise estimates of the expected number of
minimal degree vertices in the alternative model together with their fluctuations.

6.1 Introduction

One of the most celebrated successes of complex network theory has been the recog-
nition that simple dynamical random graph models with local connection rules are
able to successfully explain important macroscopic features observed in real-world
networks. The preferential attachment model and its generalizations are perhaps
the most successful of such models. Barabasi and Albert [16] proposed this model to
explain the occurrence of power-law degree sequences, which are often observed in

129
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real-world networks such as the world wide web [4, [44] or internet [[71f], biological
networks [72, 110, 130], or even in collaboration networks of movie actors [7, |86].
Furthermore, the typical distance between vertices in the preferential attachment
model is small. This is called the small-world phenomenon, see [[161}[162].

The preferential attachment model considers the entire evolution of a network
by adding vertices one by one using a simple preferential attachment rule. Inform-
ally, as new vertices are added to the graph, they are more likely to attach to vertices
that already have a large degree, hence further increasing the degree of these ver-
tices. Accordingly, the degree of the oldest vertices grows as new vertices attach to
the graph. On the other hand, the degree of the last few vertices to join is typically
quite small. Since its introduction in [16], the preferential attachment model has re-
ceived a tremendous amount of attention thanks to its early explanatory successes.
The structural properties of the model are investigated formally in [32}|33], see also
[104}|105] for a detailed overview on this model and many of its properties.

In general, however, not all vertices in a network follow the same connection
criterion. For example, some major event could cause a change in the subsequent
evolution of the network. To model this, we consider here a time-inhomogeneous
affine preferential attachment model, where a new vertex v; that enters the graph at
time 1 < t < nconnects to a pre-existing vertex with degree k with probability propor-
tional to f(k) = k+6(t). We consider the hypothesis testing problem where §(t) = 6,
remains constant under the null hypothesis, whereas under the alternative the affine
attachment parameter 6(t) changes from &, to §; at an unknown changepoint z,,. We
focus on the regime where the changepoint may only occur late (i.e., 7, = n — cn?
with ¢ > 0 and y € (0,1)). This is explained in more detail in Section|[6.2}

Related work. Our work nicely complements earlier results [[14, 21]] that focused
on the detection of a changepoint in the setting of preferential attachment trees,
where every vertex that enters the graph connects to m = 1 other edge. There are
also some differences. First, our results consider the more general case of preferen-
tial attachment graphs, where vertices may enter the graph with m > 1 edges. The
other difference between is that we focus on a late changepoint 7,, = n—cn’, whereas
[14, 21] focus on a changepoint that happens at a linear time O(n). Thus, in our set-
ting a much smaller number of vertices enter the graph after changepoint, making it
harder to detect. We believe that our results are robust enough to be easily extended
to the setting of a linear changepoint as well.

Although different from this work, there has been much interest in understand-
ing and detecting the effect of an initial seed graph on the evolution of the preferential
attachment model [46, 48,49, |58, 123]. Here one starts with a given initial graph at
time ¢t = 1 and then grows the remaining graph according to the preferential attach-
ment (or uniform attachment). The goal is then to estimate the initial graph based
on an observation of the graph at a much later time.

Finally, changepoint detection has also received much attention in the setting of
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dynamic stochastic block models [[23,152,/159,|160, 164]]. There the aim is primarily
to understand the evolution of the network’s community structure.

6.2 Model and results

We formalize the problem of detecting a changepoint in a dynamical network as a
hypothesis testing problem on random graphs. We first explain the model that we use
in general, and then define concrete versions of this model for the null and alternative
hypothesis.

We are given a single observation of a random graph G,, = (V;,, E,)) with vertex
set ¥, = {vg,...,v,}and E, C {(i,j) : i,j € V,}is the random set of edges. The
observed graph G,, is then a sample from the affine preferential attachment model
with parameters m > 1 and 8(¢) > —m. This model actually generates a sequence of
graphs (G;)f,, from which we observe only the final snapshot G,,.

There exist various versions of the preferential attachment model, each following
slightly different conventions for adding new vertices. Here we consider the follow-
ing model. The first graph G, also called the seed graph, consists of two vertices v,
and v; connected by m edges. For 2 < t < n, the graph G; is constructed from G;_;
by adding a vertex v, with m new edges one by one and with intermediate updat-
ing of degrees. To this end, define G, ; as the graph G;_; together with the vertex v,
without any edges, and let G, , G ,, ..., G; , be the intermediate graphs for each of
the m edges emanating from v,. For 1 < i < m, the graph G, is constructed from
G;,i—1 by connecting v; to a randomly selected vertex vg € {vy, ..., v;_;}. This is where
the parameter §(t) comes in, because the conditional probability given G, ;_; that the
ith edge of v; connects to vy is given by

degy, (Gii1) + (1)
3o (degy(Grim) + 8(1))

]P’(Vt,i < Vg | Gt,i—l) = (6.1)

where degvS(Gt,i_l) denotes the degree of vs in G ;_;. After all m edges have been
added to the vertex v, we obtain the graph G, = G ,,.

The model above is rather general, as there are almost no restrictions on the
function &(t). For our hypothesis testing problem we will consider this is either a
constant or a step function.

Under the null hypothesis, denoted by Hy, the observed graph G,, = G;” is gener-
ated according the the preferential attachment model with fixed parameter §(¢) = J,,.
Thus, the attachment rule from becomes

degy, (Gi_1) + &

(t—Dm+1t5,+(@G—1) (6.2)

P(ve; < vs|Giily) = 3

where vy € {v, ..., V;_1}. Note that this is a special case of the preferential attachment
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model from [60, 87]], where every vertex enters the graph with exactly m edges.

Under the alternative hypothesis, denoted by H;, the observed graph G,, =
is similar except the parameter §(t) changes from &, to §; for a small number of ver-
tices at the very end of the process. Specifically, for a graph of size n, the changepoint
happens at time 7, = n — cn’, where y € (0,1) and ¢ € (0, o) are fixed constants.
That is, 8(¢) is given by 8(t) = 1it<,38 + Lit=7,19;. In this case, the attachment rule
from becomes

(80,81)
n

deg, (G°) + &
- Dmrm TG <
P(ve; < vs | G32Y) = 4 oo 5 (6.3)
egy (G i) + 6 .
ift > 7,.

2t—1m+t65+(G(—1)

(30)

To summarize, the graph under the null hypothesis is denoted by G,, = G,*, and

the graph with a changepoint under the alternative hypothesis is denoted by G,, =
Y. Both these models also depend on the parameter m, although this dependence
is left implicit to avoid notational clutter. Furthermore, the total number of edges in

a graph of size n is mn, and thus m can be considered known.

Assumptions and notation. Our primary goal is to characterize the asymptotic
distinguishability between the null and alternative hypothesis in the asymptotic re-
gime where n tends to co. Throughout this paper, when limits are unspecified they
are taken as the graph size n — oo. The other parameters m, d,, d;, ¢, and y are as-
sumed to remain constant. We also use standard asymptotic notation as defined in
Section L5

6.2.1 Minimal degree test

In this section we present a test that can distinguish between the null and alternative
hypotheses based on just the final snapshot of the graph G,,. Here we do not know
the vertex labels and therefore do not know which vertices entered the graph early
or which entered the graph late. The goal of our test is to determine whether the
last n — 7, = cn? vertices that entered the graph had parameter &, or §;. To this
end, define a test T as a function mapping the observed graph G, to {0, 1}, where
T(G,) = 1 indicates that the null hypothesis is rejected (i.e., the test indicates that
the graph contains a changepoint), and T(G,,) = 0 otherwise.

To define our test we first need some additional notation. Let Ni(G,) be the
number of vertices of degree k in the graph G,,, that is

n
N(Gy) = Y idegy, (Gn)=k}, (6.4)

t=1

where we recall that degvt(Gn) denotes the degree of v, in G,,. For our model, under



6.2. Model and results 133

both the null and alternative hypotheses, Ni.(G,,) = 0 for k < m, and N,,,(G,,) denotes
the number of vertices with minimal degree in G,,. The latter quantity will plays a
crucial role in our test.

Itis well-known that in the classical preferential attachment model Gy, the num-
ber of vertices of degree k is highly concentrated around n p;(8,) for some sequence
(pk(80))i=,,,- This motivates the interpretation of py(dy) as the limiting degree dis-
tribution of the random graph G;;”. The expression for the probability mass of the
minimal degree m is especially simple [60,/104], and is given by

2+ 6y/m
m+ 6y + 2+ 8y/m’

Pm(8o) = (6.5)
We are now able to introduce our test, which is based on a comparison between
the observed number of minimal degree vertices N,,,(G,,) to its asymptotic expected
value under the null hypothesis np,,(6,). When N,,,(G,,) deviates too much from
np(8y) we can reject the null hypothesis. This results in the following test:

Definition 6.1 (Minimal degree test). Given a graph G, of size n > 1 and significance
level o € (0,1), the minimal degree test rejects the null hypothesis Hy, if

INn(Gn) = nP(80)| = my/ 8nlog(2/a). (6.6)

The minimal degree test as defined above can written as the function T(G,) =
Y |Nm(Gr)—npm(80)lzm\/Bnlog2/a) }.

This brings us to the main result, where we show that the minimal degree test is
asymptotically powerful if y > 1/2. That is, when y > 1/2 then it is possible to make
the type-II error arbitrarily small for any significance level @ € (0,1). Furthermore,
when y = 1/2 then itis possible to show that the type-1I error is bounded by a constant
that depends on the specific model parameters. The proof of this result is postponed
to Section 6.4

Theorem 6.1. The type-I and type-II error of the minimal degree test from Defini-
tion[6.1are bounded by

P(T(Gy”) # 0) < (1 +o(1) e, (6.7)

P(T(Gs"™) # 1) (6.8)
. 10(1) 2 ify > 1/2,
=2+ 0(1)) exp <—((%ﬁ%”’"(51)' — /log(2/a)) v 0) ) ify = 1/2.

The reason that the type-I error is bounded by « € (0, 1) isa direct consequence of
how we have defined the minimal degree test. In fact, the threshold for rejecting the
null hypothesis in is chosen such that the Azuma-Hoeffding inequality directly
implies that the type-I error is bounded by chosen significance level a.
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(60,91)

To bound the type-II error the idea is to analyze N,,(G,*"")—n p,,,(8o) in two steps.
First we consider the expected difference given by E[N,,(G;>*")] —n p,,(8,) and show
that this is approximately cn” (1 — p,,(8¢)/ P (81)), and then we control the deviations
of N,,,(Gy**) — E[N,,,(G5;>)] again using the Azuma-Hoeffding inequality.

The downside of using the Azuma-Hoeffding inequality is that our test is likely
to be overly conservative, and that the resulting error bounds from Theorem [6.1|are
quite loose. To remedy this, we would need to more precisely quantify the deviations
N,,(G*) around its mean, both under the null and alternative. This is discussed
in more detail in Section [6.3] where we conjecture that N,,,(G”) and N,,,(G*) are
asymptotically normal.

6.3 Discussion

Here we remark on the results in this chapter, and explain some extensions of these
results that we are working on. In Chapter[7/we also discuss several open problems
that are related to the results in this chapter and that might be interesting to pursue.

Central limit theorem for N,,(G,). In the proof of Theorem we use the
Azuma-Hoeffding inequality to bound the deviations of N,,,(G,,) around its mean.
As explained above, when the asymptotic distribution of N,,,(G,,) is known then this
would make it possible to compute the type-I and type-1I error asymptotically exactly.
This would result in two main improvements. First, when the asymptotic distribu-
tion of N,,,(Gy,”) is known under the null hypothesis then it possible to asymptotically
calibrate the minimal degree test, and ensure the type-I error converges to a given
significance level @ € (0, 1). Second, when the asymptotic distribution of N,,,(Gy;**"
is also known under the alternative hypothesis then it is possible to optimize the con-
stants for the case y = 1/2 in Theorem 6.1} and make it possible to exactly compute
the asymptotic power of the minimal degree test.

Under the null hypothesis and for m = 1, it is known that Ni.(G,?), with k >
m, admits a central limit theorem [153]]. In particular, this shows that N,,(G5?) is
asymptotically normally distributed. Furthermore, our preliminary computations
suggest that it is possible to extend this result to the case m > 1 and derive a central
limit theorem for Nm(Gﬁf")) that is valid for general m > 1. If this is indeed the case,
then it would be possible to replace the rejection threshold in by a quantile of
the normal distribution with the appropriate variance. Furthermore, using the same
reasoning as in the proof of Theorem|6.1} it can then be shown that the resulting test
has a type-I error that converges to the given significance level a € (0, 1). Thus, this
would guarantee that the test is asymptotically correctly calibrated.

Under the alternative hypothesis, there are no known results about the asymp-
totic normality of N,,,(G;"*"). However, our preliminary calculations suggest that
N,,,(Gy*") also admits a central limit theorem with different mean but with the same

variance as under the null hypothesis. The reason for this is that in our model the
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changepoint happens very late. Because of this, the number of vertices that enter
after the changepoint is too small to change the asymptotic variance, but it is large
enough to result in a considerably different mean.

Test for unknown &,. The minimal degree test from Definition[6.1|requires know-
ledge of the parameter §,. When this is not available, a possible approach could be
to estimate it and use an estimator & as a plug-in instead of the true value &,. For this
approach to work, we would need to bound how much N,,, and 5 are correlated, and
adjust our test accordingly to compensate for this.

A good candidate for this would be the estimator proposed in [87]]. Furthermore,
this estimator is shown to be asymptotically normally distributed. Viewing this in
light of the previous discussion point, if we could show that N,,,(G,,) admits a central
limit theorem then it could also be possible to derive a joint central limit theorem for
(Nm,g). Such a result would be very useful because that would make it possible to
precisely define a test where the asymptotic type-I error is exactly equal to a given
significance level a € (0, 1).

6.4 Proof

Here we prove Theorem |6.1|and compute the asymptotic type-I and type-1I error of
the minimal degree test from Definition[6.1] We consider the type-I and type-II error
separately.

Type-Ierror: 'We start by using [60, Proposition 2.2] (see also [104, Proposition 8.7]),
which states that there exists a constant C, = Cy(8,, m) such that, for alln > 1,

|E[Nm(Gn™)] = npm(8o)| < Co,

where p,,(8,) is given by (6.5). Furthermore, we use the Azuma-Hoeffding inequality
together with [[104, Lemmas 8.5 and 8.6]. This gives, for any x > 0,

P(le(GSO)) — E[Nyu(GR)]| = x) < pe~X/8mn,

Combining the above, we obtain that the type-I error of the minimal degree test from
Definition[6.1]is bounded by

P(T(G5") # 0) = P(INn(G5”) = npm(80)| > my/ 8nlog(2/e))

< P(INm(Gi”) — E[Nu(Gi)]| 2 my/ 8nlog(2/a) — C)
< 2exp (_ (m+/8nlog(2/a) — C0)2> — (14 o).

8m2n

This shows that the type-I error is bounded by «, completing the first part of the proof.
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Type-II error:  For the type-II error we first quantify E[N,,,(G;**")] — np,,(,), and
then we apply the Azuma-Hoeffding inequality to control the deviations similarly as
in the previous part.

Given a graph G,,, define N,;;(G,,) as the number vertices with degree m in G,, that
entered the graph after the changepoint 7,,. That is,

n
Ni(Gp) == D) Tidegy (Gp)=m).

t=1,

Because we consider an affine preferential attachment model, vertices that enter the
graph after the changepoint have exactly the same attachment dynamics when the
graph G, = Gy" is a preferential attachment model with parameter &;, as well as
when the graph G, = Gy** is a preferential attachment model with a changepoint
(i.e., the model which has §;, at time 1 < t < 7, and changes to &; for the remaining
time 7, < t < n). Therefore, because the quantity N;x(G,,) only count vertices that
enter the graph after the changepoint, we can relate Ny(G,,) in both models. This
gives the relation

o o) m+ 4
E[Nm(Gn")] = ElNn(Cz, tl_T[ H( t2m+6;) — Z;n +i- 1) (6.9)
= E[NA(GR)]
= E[N;(Gr"*)]
(50,81) (60) m+ 5
= E[Nm(Gn" )] = )]tl:[ 111( t(2m+51)—2;n+i—1>'

Note that the product term in gives the probability that a given vertex with degree
m at the changepoint time 7,, receives no further connections (i.e., that vertex remains
a degree m vertex in the graph at time n). Hence, the first and last equation in
compute E[N;;(G,)] by first counting the expected number of degree m vertices in
Gy, and then subtracting the expected number of degree m vertices that entered the
graph before the changepoint 7,,.

To continue, we will derive an approximation for the product in (6.9). Let A be
the product term in , and note that there exists a A € [1, 2] such that

- TIT(1- =t T (1 e
A"HH(l t(2m+51)—2m+i—1>_HH(1 t(2m+51)—/1m)

t=1y i=1 t=1y i=1

m
r (n 11— (1+)m+6; ) /F( (1+A)m+51>

2m+38,; 2m+36;

F(n+1— Am )/F(rn— m )
2m+6; 2m+6;

(6.10)
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To simplify notation, let ot :== ((1 + A)m + 6;)/(2m+&;) and  := Am/(2m + &;). Then,
using Stirling approximation log(T'(x)) = (x — 1/2) log(x) — x + log(27)/2 + O(1/x),
and taking the logarithm of we obtain
<F(n +1-— O()/F(Tn - oc))

T(n+1-p) /T (5 —h)
=m[(n+1/2—a)log(n+1—a)—(n+1/2—P)log(n+1-p)]

—m|(1, — a — 1/2)log (t, — @) — (t, — B — 1/2) log (v, — B)] + O(%)'

log(A) =

Using a Taylor expansion around n = co we can simplify the above. This yields
1
log(4) = m(B — a)(1 + log(m)) - m(B — (1 + log(z)) + 05
=m(B —a) log(ﬁ) +0 (l)

)
- e e o(5)

_ m(m+6;) cn
T 2m+6 log<1 )+O(n)

Therefore, using another Taylor expansion, we have the following approximation for

A from (6.10)),
_ m(m + ;) cn? 1
A_exp( 2m+ 6, log<1 n >+O<n>>

_m(m+6,) cn” +O<<%)2>.

2m+36; n (6.11)

Following our steps and using the relation between Gi;” and G;"*’ from
together with the definition of A, we obtain

]E[Nm(G;$1> 1 - AE[N,,(G (61))] = E[N m(G’(fo,csl) ] — AE[N,,(G (ao))]
Rearranging the terms above and plugging in (6.11]), we obtain
E[Niu(Gn**")] = E[Nn(Gr")] (6.12)

= —A(E[Ny(GE)] — E[Np(GE)])

=<mz(nf?_:§11>%_1+o((czy) ))(E [N(GE)] = E[Ni(GE]).

To continue, we again use [[60, Proposition 2.2] (see also [104}, Proposition 8.7]), which



138 6. Changepoint detection in the preferential attachment model

states that there exists constants Cy = Cy(8y, m) and C; = C,(6;, m) such that, for all
n2>1,

| [ m(G(EO))] - npm(50)| < CO’ and |E[Nm(G 1))] - npm(51)| < Cl’

where p,,,(8,) and p,,(8;) are given by (6.5). Combining this with (6.12), we obtain
the difference in the expected number of vertices of degree m at time n between the
null model and alternative model. This shows that

E[Npn(Gr**")] = npym(8o)
= E[Nn(Gn"™")] = E[Ny(Gn")] + E[Nin(Gi )] = npn(85)

_ m(m +d ) cn? cn?
B <2m—+6117 o O(( n ) ))<" = en?)(pm(61) = Pm(S0))
+n(pm(8)) = pm(80)) + O(1)

+0( %)) (b (81) = pm(0) + OO

m(m + 8;)

—cnrf1 e AT OV
n ( + 2m+ &,

Hence, for 1/2 < y < 1, it follows that

EINA(GH*)] = npm(80) = (14 T 1 01)(p(81) = (6

=i + o)

where p,,(8,) and p,,(8,) are given by (6.5).

Similarly as for the type-I error, we use the Azuma-Hoeffding inequality (to-
gether with [104, Lemmas 8.5 and 8.6]). It can easily be checked that this result also
holds in the preferential attachment model with a changepoint. This gives

P (|Nm(G$0'51)) - E[Nm(Gso'él))“ > x) < pe—X’/8m’n,
Combining the above

P(T(G™) # 1) = P (I[Ny(Gi"™) = npu(8y)| < my/ 8nlog(2/a))

< P(INn(Gi™*") = E[Nn(Gi**)]|

> (|E[Np(Gr**")] = nppu(8p)| — my/ 8nlog(2/a)) v 0)

P(|Nn(Gi*™) = E[Nn(Gi*))]

> (en”|1 - pm(éo)/pm(él) +o(1)| — my/8nlog(2/a)) v 0)

((cn? |1 = ppu(80)/ Pm(81) + 0(1)] — my/8nlog(2/a)) v 0)2)

<2 -
- exp( 8m2n
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Finally, considering the cases y > 1/2 and y = 1/2 separately, this gives
P(T(G"™) # 1)
o(1) ify >1/2,
< _ 2
=@+ 0(1)) exp (-((%&’é"mm — \/log2/a)) v 0) ) ify =1/2.

This completes the second part of the proof. O
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Chapter 7

Discussion and open problems

In this thesis we have presented and analyzed several methods that can be used to de-
tect planted structures in random graphs. This resulted in new ideas and interesting
directions for future research. In this final chapter, we discuss some of these open
problems and how they are related to the results obtained in the previous chapters.

7.1 Two-point concentration of the clique and quasi-clique
number

Two-point concentration of the clique number in an Erdés-Rényi random graph has
been known since the seventies [125| [126]. More recently this result has been ex-
tended to other random graph models. For instance, two-point concentration of the
clique number is proven for random geometric graphs [137]], and in Chapter [2| for
rank-1 random graphs. Moreover, slightly weaker concentration results are known
for dense inhomogeneous random graphs, see [66] and Chapter[3] When the largest
clique is allowed to have a fraction of edges missing then this is called a quasi-clique.
Two-point concentration for the size of the largest quasi-clique was only recently
shown for dense Erdds-Rényi random graphs [[13]], and in Chapterwe have obtained
a slightly weaker concentration result in the inhomogeneous setting.

These results seem to suggest that there might be a more general underlying prin-
ciple that ensures these concentration results. It would therefore be interesting to
investigate which properties a random graph model needs to have in order to guar-
antee two-point concentration of the clique or quasi-clique number, and in particular
to what extend this is affected by inhomogeneity and underlying geometry of the ran-
dom graph model.

141
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7.2 Detecting a botnet in a geometric inhomogeneous random
graph

In Chapter[5|we have considered the problem of detecting a planted botnet in a ran-
dom geometric graph. However, for many applications the random geometric graph
model is not the most appropriate, and it would be interesting to investigate the pos-
sibilities of extending the results from Chapter [5to other random graph models. A
good candidate for this would be the geometric inhomogeneous random graph from
[411)42], or the related hyperbolic random graph [29,/117]]. This model better reflects
the clustering, degree inhomogeneity, and distances observed in many real-world net-
works [77, 81} 94, 138, 156[, and might therefore be more suitable to use as null hy-
pothesis in the setting of botnet detection.

To be more concrete, consider the following model. For each vertexi € V, let W;
be the weight sampled from a power-law distribution with exponent 7 > 2, and let
X; be the location which is a uniform sample on the d-dimensional torus T¢. Given
a constant & > 1 and conditionally on the weights and locations, two vertices are
connected independently with probability

pij = P((i, j) € E| Xidker» Widker)
®<<ﬂ>a A 1), ifi,j e V\B,

RIX=X; D
@(m/H), ifieBorjeB,
n

where B C V denotes the set of botnet vertices, which could be the empty-set to
indicate that there is no botnet.

A pair of vertices with no endpoints in the botnet is connected with probabil-
ity equal to that in the geometric inhomogeneous random graph [41}|42], and when
one of the endpoints is in the botnet then these vertices connect according to the
definition of the Chung-Lu model [|53} 54, |55]]. A nice property of this setup is that
the marginal edge probabilities are the same for all pairs of vertices, regardless of
whether the endpoints belong to the botnet or not. That is, for every pair of vertices
i, j € Vitfollows that P((i, j) € E|(Wj)ker) = O(W;W;/n A1) by integrating out the
locations X; and Xj, see [42, Lemma 3.3]. This means that it is possible to choose the
constants hidden behind the ©(-) in such that the expected degree is same for
both botnet and non-botnet vertices.

Under the null hypothesis we assume that there is no botnet, so B = @J. On the
other hand, under the alternative hypothesis the graph does contain a small number
botnet vertices. The goal is then similar to that in Chapter (5] namely to develop a
method that can accurately test for the presence of a botnet in a given observed graph.

Intuitively, it seems reasonable to expect that the isolated star test from Chapter[5]
can be adapted to the model above. The reason is that the geometry underlying the
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non-botnet vertices will produce many local connections, resulting in relatively small
isolated stars. On the other hand, the botnet vertices ignore this geometry and will
therefore tend to form larger isolated stars. This is confirmed by the simulation study
presented in Figure where the results of 2500 samples of the model described
above are collated. Here we can see a clear separation in the size of the largest isolated
star S(i) of normal and botnet vertices. As predicted, a botnet vertex seems to always
have a larger isolated star than a normal vertex of similar degree, with the difference
being more pronounced in vertices with large degree. Thus a test that rejects the null
hypothesis when the observed graph contains a vertex i € V that has both a large
degree deg(i) and a large degree corrected isolated star S(i)/deg(i) could be a good
candidate to detect the presence of a botnet in a geometric inhomogeneous random
graph, where we used deg(i) and S(i) to denote the degree and the size of the largest
isolated star of i € V respectively. This suggest that such a degree corrected isolated
star test is asymptotically powerful when the graph contains at least some botnet
vertex with large enough degree.
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5 500 = 500
1% 172}
el =
a8 2
S 250 S 250
o (]
2 2
0 0
0 750 1500 2250 3000 0 750 1500 2250 3000
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(a) Power-law weights with exponent 7 = 2.2. (b) Power-law weights with exponent 7 = 2.8.

Figure 7.1: The isolated star size as a function of vertex degree for every vertex from 2500
samples of a geometric inhomogeneous random graph with a planted botnet. The botnet ver-
tices are red while the normal vertices are blue. The parameters are: graph size n = 10000,
botnet size |B| = 500, dimension d = 2, and @ = 2. The constants hidden behind the @(-) in
are chosen such that the average degree is equal to 20.

7.3 Changepointdetection in the preferential attachment model

In Chapter [6] we have considered the preferential attachment model and we have
studied the possibility of detecting a change in the attachment function. In particular,
we focused on the setting where the changepoint, if present, happens at a very late
point in time, meaning that only a sub-linear amount of vertices enter the graph after
the changepoint. We showed that it is indeed possible to detect such a changepoint,
and that this can simply be achieved by counting the number of vertices with minimal
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degree N,,,(n) in the observed graph. This project can be extended in several directions
that would each be interesting to explore further. We will discuss these separately
below.

Linear time changepoint. Instead of considering a late changepoint, we could
consider a changepoint that happens at time 7,, = cn, with ¢ € (0, 1). In this case, the
problem actually becomes easier, provided &, is known (i.e., when the null model is
completely specified). However, when &, is unknown then it needs to be estimated
and this is where the main difficulty lies.

For a late changepoint it is relatively easy to estimate &, because the graph is
mostly composed of vertices that were incorporated before the changepoint. As ex-
plained in Chapter [6} a good candidate would be to estimate &, using the estimator
& described in [87]. However, when the changepoint happens earlier, say at time
7,, = cn or even earlier, then there could be a significant bias in the estimator 3. Here
it would be interesting to see what the earliest changepoint time could be such that
it is still possible to use the estimator & from [87] instead of using the true value &j.
Furthermore, it would be interesting to investigate whether it is possible to adjust the
estimator & from [87]] so that it becomes less biased under the alternative hypothesis,
and thereby making it possible to reliably detect an even earlier changepoint.

Estimating the changepoint. We were mostly interested in detecting whether a
given graph contains a changepoint or not. Another very interesting problem would
be to estimate the changepoint time. This problem of estimating a changepoint was
considered under some restrictions (m = 1, changepoint linear in time) in [14} 21]].
It would be interesting to investigate whether it is also possible to estimate a change-
point that happens very late, or in a preferential attachment model with m > 1.

Detecting alternating vertex types. In all the above we consider the detection of
a changepoint, where all vertices before the changepoint have parameter &, and all
vertices after the changepoint have parameter §;. However, the two types of vertices
could also enter the graph in alternating or random order. That is, given a parameter
p € [0,1], each vertex that enters the graph has parameter &, with probability p and it
has parameter &, with probability 1—p. We would then like to test whether all vertices
had parameter §, (i.e., p = 1) versus the alternative where the graph contains both
types of vertices.

From a statistical point of view this would make the problem more difficult. It
would therefore be interesting to see to what extent it is still possible to distinguish
between the null and alternative models, especially in the setting where the paramet-
ers dy and §; are not known.
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Summary

The work in this thesis is centered around the analysis of community detection meth-
ods for inhomogeneous networks, as well the detection of other types of anomalies
such as testing for the presence of a botnet. We study how existing community detec-
tion methods can be extended to a setting of inhomogeneous random graphs. This led
to new insights on the properties of the random graphs we study, and we show how
community detection methods can be extended to the inhomogeneous setting in an
optimal manner. The insights from this project also sparked the interest to consider a
related project about the detection of botnets. Lastly, we consider dynamically grow-
ing networks using the preferential attachment model. Below I will elaborate more
on each of these projects, and the publications that originated from them.

One of the main questions we answer in this thesis is: “What is the smallest com-
munity that can theoretically be detected in an already inhomogeneous graph?”. The
initial work on this project resulted in novel insights about inhomogeneous graphs
and, in particular, about the behavior of cliques in these graphs. Remarkably, the
size of the largest clique is almost always the same, even in rather inhomogeneous
random graphs. We also extended these results to quasi-cliques and show that also
the quasi-clique is highly concentrated in dense inhomogeneous random graphs. We
were also able answer our initial question and characterized the smallest community
that can theoretically be detected in an inhomogeneous graph. We have done this by
proposing and analyzing a scan test and showing that this scan test is optimal in the
sense that it is not possible to detect any community that cannot also be detected by
our scan test.

Communities are typically modeled as more densely connected subgraphs within
a graph, but one is sometimes also interested in subgraphs that are different in other
ways. For example, one could be interested in an anomaly such as a botnet that tries to
mask its presence by not making too many connections. However, the connectivity
structure or underlying geometry of a botnet is often still rather different, and this
can be exploited to detect the presence of such a botnet. We formalized this idea and
introduced two tests that can both detect such a botnet. Furthermore, we also show
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that these tests are optimal in an asymptotic sense.

Many networks are dynamic and change over time, with some rules concerning
the evolution or growth of the graph. For this we consider the preferential attachment
model and study what happens when the attachment function changes after some
time. In particular, we investigated when it is possible to detect that the attachment
function has changed. We show that this is indeed possible, even when there are only
few vertices with using the alternative attachment function.
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